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CYBER WEEKLY AWARENESS REPORT

March 18, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary
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The intent of the 'Infocon’ is to reflect changes in malicious traffic and the possibility of Cz =

disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.
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The Tor Project - https://metrics.torproject.org/

Interesting News

* Subscribe to this OSINT resource to recieve it in in your inbox. The Cyber WAR (Weekly Awareness Reports) keep you
up to date with the current cyber threat landscape.

* CSI Linux has a tools update. You can update the tools in a terminal by typing
wget csilinux.com/downloads/csitoolsupdate.sh -O - | sh

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/2EAR2rk
https://amzn.to/36drn3k
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
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LATEST NEWS

Packet Storm Security

* Mimecast Says SolarWinds Hackers Breached Its Network And Spied On Its Customers
* Teen Mastermind Pleads Guilty To Celeb Twitter Hack

* Exchange Cyberattacks Escalate As Microsoft Rolls One-Click Fix

* Adobe Forces Takedown Of Tweet Linking To 27-Year-Old Product

* Indian Government Is Planning Outright Ban On Cryptocurrency

* Google Warns Mac, Windows Users Of Chrome Zero-Day Flaw

* This Years-Old Microsoft Vulnerability Is Still Popular With Hackers, So Patch Now
* Encrypted Messaging App Signal Goes Down In China

* Google Faces $5 Billion Lawsuit Over Incognito Mode

* U.S. Indicts CEO Of Encrypted Phone Firm Sky

* Critical Security Hole Can Knock Smart Meters Offline

* Bitcoin Surges Past $60,000 For The First Time

* Microsoft Says Ransom Hackers Taking Advantage Of Server Flaws

* Linux Systems Under Attack By New RedXOR Malware

* Legislators Work Towards Breach Law Requiring Notification

* Critics Fume After Github Removes Exploit Code For Exchange Vulnerabilities
* E5, CISA Warn Of Critical BIG-IP And BIG-IQ RCE Bugs

* This Trojan Malware Is Now Your Biggest Security Headache

* Vexing Mystery Surrounds 0-Day Attacks On Exchange Servers

* Bounty Hunter Hackers Earn $40m Thanks To Pandemic

* Linux Foundation Lauches Software Signing Service

* Microsoft Patch Tuesday Updates Fix 14 Critical Bugs

* OVHcloud Data Centers Engulfed In Flames

* Hack Of 150,000 Cameras Investigated By Verkada

* Chinese Hackers Targeted SolarWinds Customers In Parallel With Russian Op

Krebs on Security

* Fintech Giant Fiserv Used Unclaimed Domain

* Can We Stop Pretending SMS Is Secure Now?

* Wel eakInfo Leaked Customer Payment Info

* Microsoft Patch Tuesday, March 2021 Edition

* Warning the World of a Ticking Time Bomb

* A Basic Timeline of the Exchange Mass-Hack

* At Least 30,000 U.S. Organizations Newly Hacked Via Holes in Microsoft's Email Software
* Three Top Russian Cybercrime Forums Hacked

* Microsoft: Chinese Cyberspies Used 4 Exchange Server Flaws to Plunder Emails

* Payroll/HR Giant PrismHR Hit by Ransomware?



https://packetstormsecurity.com/news/view/32115/Mimecast-Says-SolarWinds-Hackers-Breached-Its-Network-And-Spied-On-Its-Customers.html
https://packetstormsecurity.com/news/view/32114/Teen-Mastermind-Pleads-Guilty-To-Celeb-Twitter-Hack.html
https://packetstormsecurity.com/news/view/32113/Exchange-Cyberattacks-Escalate-As-Microsoft-Rolls-One-Click-Fix.html
https://packetstormsecurity.com/news/view/32112/Adobe-Forces-Takedown-Of-Tweet-Linking-To-27-Year-Old-Product.html
https://packetstormsecurity.com/news/view/32111/Indian-Government-Is-Planning-Outright-Ban-On-Cryptocurrency.html
https://packetstormsecurity.com/news/view/32110/Google-Warns-Mac-Windows-Users-Of-Chrome-Zero-Day-Flaw.html
https://packetstormsecurity.com/news/view/32109/This-Years-Old-Microsoft-Vulnerability-Is-Still-Popular-With-Hackers-So-Patch-Now.html
https://packetstormsecurity.com/news/view/32108/Encrypted-Messaging-App-Signal-Goes-Down-In-China.html
https://packetstormsecurity.com/news/view/32107/Google-Faces-5-Billion-Lawsuit-Over-Incognito-Mode.html
https://packetstormsecurity.com/news/view/32106/U.S.-Indicts-CEO-Of-Encrypted-Phone-Firm-Sky.html
https://packetstormsecurity.com/news/view/32105/Critical-Security-Hole-Can-Knock-Smart-Meters-Offline.html
https://packetstormsecurity.com/news/view/32104/Bitcoin-Surges-Past-60-000-For-The-First-Time.html
https://packetstormsecurity.com/news/view/32103/Microsoft-Says-Ransom-Hackers-Taking-Advantage-Of-Server-Flaws.html
https://packetstormsecurity.com/news/view/32102/Linux-Systems-Under-Attack-By-New-RedXOR-Malware.html
https://packetstormsecurity.com/news/view/32101/Legislators-Work-Towards-Breach-Law-Requiring-Notification.html
https://packetstormsecurity.com/news/view/32100/Critics-Fume-After-Github-Removes-Exploit-Code-For-Exchange-Vulnerabilities.html
https://packetstormsecurity.com/news/view/32099/F5-CISA-Warn-Of-Critical-BIG-IP-And-BIG-IQ-RCE-Bugs.html
https://packetstormsecurity.com/news/view/32098/This-Trojan-Malware-Is-Now-Your-Biggest-Security-Headache.html
https://packetstormsecurity.com/news/view/32097/Vexing-Mystery-Surrounds-0-Day-Attacks-On-Exchange-Servers.html
https://packetstormsecurity.com/news/view/32096/Bounty-Hunter-Hackers-Earn-40m-Thanks-To-Pandemic.html
https://packetstormsecurity.com/news/view/32095/Linux-Foundation-Lauches-Software-Signing-Service.html
https://packetstormsecurity.com/news/view/32094/Microsoft-Patch-Tuesday-Updates-Fix-14-Critical-Bugs.html
https://packetstormsecurity.com/news/view/32093/OVHcloud-Data-Centers-Engulfed-In-Flames.html
https://packetstormsecurity.com/news/view/32092/Hack-Of-150-000-Cameras-Investigated-By-Verkada.html
https://packetstormsecurity.com/news/view/32091/Chinese-Hackers-Targeted-SolarWinds-Customers-In-Parallel-With-Russian-Op.html
https://krebsonsecurity.com/2021/03/fintech-giant-fiserv-used-unclaimed-domain/
https://krebsonsecurity.com/2021/03/can-we-stop-pretending-sms-is-secure-now/
https://krebsonsecurity.com/2021/03/weleakinfo-leaked-customer-payment-info/
https://krebsonsecurity.com/2021/03/microsoft-patch-tuesday-march-2021-edition/
https://krebsonsecurity.com/2021/03/warning-the-world-of-a-ticking-time-bomb/
https://krebsonsecurity.com/2021/03/a-basic-timeline-of-the-exchange-mass-hack/
https://krebsonsecurity.com/2021/03/at-least-30000-u-s-organizations-newly-hacked-via-holes-in-microsofts-email-software/
https://krebsonsecurity.com/2021/03/three-top-russian-cybercrime-forums-hacked/
https://krebsonsecurity.com/2021/03/microsoft-chinese-cyberspies-used-4-exchange-server-flaws-to-plunder-emails/
https://krebsonsecurity.com/2021/03/payroll-hr-giant-prismhr-hit-by-ransomware/
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LATEST NEWS

Dark Reading

* Mimecast Says SolarWinds Attackers Accessed its Source Code Repositories
* RDP Attacks Persist Near Record Levels in 2021

* CISA Issues Advisory on TrickBot Campaigns

* Teen Behind Twitter Hack Agrees to Three Years in Prison

* COVID, Healthcare Data & the Dark Web: A Toxic Stew

* Enterprises Wrestle With Executive Social Media Risk Management

* 7 Tips to Secure the Enterprise Against Tax Scams

* Chinese APT Targets Telcos in 5G-Related Cyber-Espionage Campaign
* [ronNet Cybersecurity to Go Public in Merger

* Microsoft Releases Mitigation Tool for On-Premises Exchange Servers
* Best Practices for Securing Service Accounts

* Software Development Security Firm Argon Announces Launch

* Metasploit Creator HD Moore's New Startup Raises $5M

* Combating Call Center Fraud in the Age of COVID

* DDoS's Evolution Doesn't Require a Security Evolution

* Buffalo Public Schools Cancel Classes Due to Ransomware

* CISA Updates Microsoft Exchange Advisory to Include China Chopper

* Lookout Acquires SASE Cloud Provider CipherCloud

* Name That Toon: Something Seems Afoul

* How to Choose the Right Cybersecurity Framework

The Hacker News

* Why Cached Credentials Can Cause Account Lockouts and How to Stop it

* Google Reveals What Personal Data Chrome and Its Apps Collect On You

* Flaws in Two Popular WordPress Plugins Affect Over 7 Million Websites

* Mimecast Finds SolarWinds Hackers Stole Some of Its Source Code

* [Webinar] Oy Vey, We Hired a Large, Hairy Hacker&hellip;

* 18-Year-Old Hacker Gets 3 Years in Prison for Massive Twitter 'Bitcoin Scam' Hack
* Apple May Start Delivering Security Patches Separately From Other OS Updates
* New Mirai Variant and ZHtrap Botnet Malware Emerge in the Wild

* Use This One-Click Mitigation Tool from Microsoft to Prevent Exchange Attacks
* Rising Demand for DDoS Protection Software Market By 2020-2028

* CEO of Encrypted Chat Platform Indicted for Aiding Organised Criminals

* CompTIA Security Certification Prep - Lifetime Access for just $30

* Another Google Chrome 0-Day Bug Found Actively Exploited In-the-Wild

* Researchers Spotted Malware Written in Nim Programming Language

* Hackers Are Targeting Microsoft Exchange Servers With Ransomware



https://www.darkreading.com/attacks-breaches/mimecast-says-solarwinds-attackers-accessed-its-source-code-repositories/d/d-id/1340447?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/rdp-attacks-persist-near-record-levels-in-2021/d/d-id/1340444?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/cisa-issues-advisory-on-trickbot-campaigns/d/d-id/1340440?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/teen-behind-twitter-hack-agrees-to-three-years-in-prison/d/d-id/1340439?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/covid-healthcare-data-and-the-dark-web-a-toxic-stew/a/d-id/1340352?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/enterprises-wrestle-with-executive-social-media-risk-management/a/d-id/1340344?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/7-tips-to-secure-the-enterprise-against-tax-scams/d/d-id/1340342?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/chinese-apt-targets-telcos-in-5g-related-cyber-espionage-campaign/d/d-id/1340427?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/ironnet-cybersecurity-to-go-public-in-merger-/d/d-id/1340418?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/microsoft-releases-mitigation-tool-for-on-premises-exchange-servers/d/d-id/1340417?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/operations/best-practices-for-securing-service-accounts/a/d-id/1340343?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/software-development-security-firm-argon-announces-launch/d/d-id/1340416?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/perimeter/metasploit-creator-hd-moores-new-startup-raises-$5m/d/d-id/1340415?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/combating-call-center-fraud-in-the-age-of-covid/a/d-id/1340345?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/ddoss-evolution-doesnt-require-a-security-evolution/b/d-id/1340410?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/buffalo-public-schools-cancel-classes-due-to-ransomware/d/d-id/1340413?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/cisa-updates-microsoft-exchange-advisory-to-include-china-chopper/d/d-id/1340412?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/lookout-acquires-sase-cloud-provider-ciphercloud/d/d-id/1340407?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/name-that-toon-something-seems-afoul/a/d-id/1340405?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/how-to-choose-the-right-cybersecurity-framework/a/d-id/1340319?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/JzAL1PE51yc/why-cached-credentials-can-cause.html
http://feedproxy.google.com/~r/TheHackersNews/~3/tOm5mpGLo9M/google-to-reveals-what-personal-data.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ZK4H-I7KXts/flaws-in-two-popular-wordpress-plugins.html
http://feedproxy.google.com/~r/TheHackersNews/~3/60RWdsHMC3A/mimecast-finds-solarwinds-hackers-stole.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ak8_mBs4dAE/webinar-oy-vey-we-hired-large-hairy.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ThZAyWsulzw/18-year-old-hacker-gets-3-years-in.html
http://feedproxy.google.com/~r/TheHackersNews/~3/TT-nJM5YFv4/apple-may-start-delivering-security.html
http://feedproxy.google.com/~r/TheHackersNews/~3/80_YoxS7Ydw/new-mirai-variant-and-zhtrap-botnet.html
http://feedproxy.google.com/~r/TheHackersNews/~3/p8LpbYfeMfQ/use-this-one-click-mitigation-tool-from.html
http://feedproxy.google.com/~r/TheHackersNews/~3/2u1CbAtlEw4/rising-demand-for-ddos-protection.html
http://feedproxy.google.com/~r/TheHackersNews/~3/SRbADNfQFhg/ceo-of-encrypted-chat-platform-indicted.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ONtxaN4To1s/comptia-security-certification-prep.html
http://feedproxy.google.com/~r/TheHackersNews/~3/lFwTxY4JQgo/another-google-chrome-0-day-bug-found.html
http://feedproxy.google.com/~r/TheHackersNews/~3/vfLSeMs-hIk/researchers-spotted-malware-written-in.html
http://feedproxy.google.com/~r/TheHackersNews/~3/YNZgPucSGkw/icrosoft-exchange-ransomware.html
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LATEST NEWS

Security Week

* Ripoff Report Hacker Gets 12 Months in Prison

* Polish State Websites Hacked and Used to Spread False Info

* Chinese Cyberspies Target Telecom Companies in America, Asia, Europe

* Debunking the Top User Experience, Security, and Fraud Myths

* Vulnerability Management Firm Vulcan Cyber Raises $21 Million

* New Mirai Variant Leverages 10 Vulnerabilities to Hijack 10T Devices

* US Teen 'Mastermind' in Epic Twitter Hack Sentenced to Prison

* Mimecast Says SolarWinds Hackers Stole Source Code

* Cyber Insurance Company Coalition Raises $175 Million at $1.75 Billion Valuation
* FBI Warns of PYSA Ransomware Attacks on Education Institutions in US, UK

* HD Moore Banks $5M Funding for Rumble Asset Management Startup

* Russia Threatens to Block Twitter in a Month

* Recorded Future Buys Fraud Analytics Startup Gemini Advisory

* Twitter Users Can Now Secure Accounts With Multiple Security Keys

* Authentication Provider LoginID Raises $6 Million in Seed Funding

* Software Development Security Firm Argon Emerges From Stealth Mode

* Microsoft Ships One-Click Mitigation Tool for Exchange Attacks

* Qver 80,000 Exchange Servers Still Affected by Actively Exploited Vulnerabilities
* Swiss Police Raid Over Hack on U.S. Security-Camera Company

* Google Chrome Zero-Day Under Attack, Again

Infosecurity Magazine

* Recorded Future Swoops for Gemini Advisory in $52m Deal

* FBI Alert: Pysa Ransomware Targeting Education Sector

* Average Ransom Payment Surged 171% in 2020

* CompTIA Launches Training Catalogue to Promote "Outstanding” IT Apprenticeships
* Infrastructure Security Specialist Optilan Appoints Adrian Bannister as CFO
* Dropbox to Make Password Manager Feature Free for All Users

* 50% of Incident Response Pros Want Better Work-Life Balance

* SEC Charges Man Over Cannabis Firm Pump-and-Dump

* Chinese Threat Actors Target Global 5G Operators

* More Than a Quarter of Threats Never Seen Before

* Fastway Couriers Confirms Security Breach

* Spanish Data Protection Agency Issues Highest Ever Fine



http://feedproxy.google.com/~r/Securityweek/~3/weJl7HZV4DQ/ripoff-report-hacker-gets-12-months-prison
http://feedproxy.google.com/~r/Securityweek/~3/vFj84FNZb58/polish-state-websites-hacked-and-used-spread-false-info
http://feedproxy.google.com/~r/Securityweek/~3/L5Vth0BDCV0/chinese-cyberspies-target-telecom-companies-america-asia-europe
http://feedproxy.google.com/~r/Securityweek/~3/yecMa2Im2Co/debunking-top-user-experience-security-and-fraud-myths
http://feedproxy.google.com/~r/Securityweek/~3/S7uxzumQEao/vulnerability-management-firm-vulcan-cyber-raises-21-million
http://feedproxy.google.com/~r/Securityweek/~3/7c32BU7TDxs/new-mirai-variant-leverages-10-vulnerabilities-hijack-iot-devices
http://feedproxy.google.com/~r/Securityweek/~3/ZYrT-49dfCs/florida-teen-sentenced-hack-celebrity-twitter-accounts
http://feedproxy.google.com/~r/Securityweek/~3/nRQiSBAdGaI/mimecast-says-solarwinds-hackers-stole-source-code
http://feedproxy.google.com/~r/Securityweek/~3/R6D9bkUOoPI/cyber-insurance-company-coalition-raises-175-million-175-billion-valuation
http://feedproxy.google.com/~r/Securityweek/~3/hSE28kcDmiU/fbi-warns-pysa-ransomware-attacks-education-institutions-us-uk
http://feedproxy.google.com/~r/Securityweek/~3/wSgUbfqQkx8/hd-moore-banks-5m-funding-rumble-asset-management-startup
http://feedproxy.google.com/~r/Securityweek/~3/qmMJs5JqeE4/russia-threatens-block-twitter-month
http://feedproxy.google.com/~r/Securityweek/~3/F1Dvt4680Jo/recorded-future-buys-fraud-analytics-startup-gemini-advisory
http://feedproxy.google.com/~r/Securityweek/~3/u77mj7SlOkA/twitter-users-can-now-secure-accounts-multiple-security-keys
http://feedproxy.google.com/~r/Securityweek/~3/h6aVV94yZw0/authentication-provider-loginid-raises-6-million-seed-funding
http://feedproxy.google.com/~r/Securityweek/~3/ZHgopANW7NE/software-development-security-firm-argon-emerges-stealth-mode
http://feedproxy.google.com/~r/Securityweek/~3/whMWBIaB4MY/microsoft-ships-one-click-mitigation-tool-exchange-attacks
http://feedproxy.google.com/~r/Securityweek/~3/xeA6hzA1QKM/over-80000-exchange-servers-still-affected-actively-exploited-vulnerabilities
http://feedproxy.google.com/~r/Securityweek/~3/FHII5IYWPRI/swiss-police-raid-over-hack-us-security-camera-company
http://feedproxy.google.com/~r/Securityweek/~3/dQMekthiDUo/google-chrome-zero-day-under-attack-again
https://www.infosecurity-magazine.com:443/news/recorded-future-gemini-advisory-in/
https://www.infosecurity-magazine.com:443/news/fbi-alert-pysa-ransomware-target/
https://www.infosecurity-magazine.com:443/news/average-ransom-payment-surged-171/
https://www.infosecurity-magazine.com:443/news/comptia-training-catalogue-it/
https://www.infosecurity-magazine.com:443/news/optilan-appoints-adrian-bannister/
https://www.infosecurity-magazine.com:443/news/dropbox-password-manager-free/
https://www.infosecurity-magazine.com:443/news/ir-pros-better-work-life-balance/
https://www.infosecurity-magazine.com:443/news/sec-charges-man-cannabis/
https://www.infosecurity-magazine.com:443/news/chinese-threat-actors-target/
https://www.infosecurity-magazine.com:443/news/more-than-quarter-threats-never/
https://www.infosecurity-magazine.com:443/news/fastway-couriers-confirms-security/
https://www.infosecurity-magazine.com:443/news/aepd-issues-highest-ever-fine/
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* EBI Releases the Internet Crime Complaint Center 2020 Internet Crime Report, Losses Exceed $4.2
* [EYE-OPENER] USA CISA Advisory on Trickbot Campaigns: Phishing Training For Employees

* Ransomware Attacks Are Growing More Costly and Effective by the Day

* Cybercrime Officially Has Its Own Global Ecosystem

* Make No Mistake, This Changes Everything: Nation-State 2.0

* Give Me A£1,000 to Stop Calling You

* [THIS IS UGLY] A Hacker Got All My Texts for $16

* 6 Advanced Email Phishing Attacks

* CyberheistNews Vol 11 #11 [AN IMPORTANT] NIST Update That You Should Be Aware Of

* FBI Warns Against Deepfakes' Potential for Social Engineering

ISC2.0org Blog

* How Cloud Security Certification Can Give Your Career a Buzz

* Positive Interest in STEM: The latest side-effect of the pandemic

* Cybersecurity Predictions for 2021 from the (ISC)&sup2; Community of Security Professionals (Part 3)
* Latest CrowdStrike Global Threat Report Finds Healthcare Orgs in the Social Engineering Crosshairs
* 6 Tips to Integrate Security into Agile Application Development

HackRead

* Mastermind of 2020's top celebrity Twitter hack sentenced to 3 years

* Sensitive data from US shipping management software firm exposed online
* Hacker dumps Guns.com database with customers, admin data

* Google Facing Lawsuit Over Tracking Users in Incognito Mode

* COVID-19 testing service in US exposes patients' photos, passports

* "Hacker Games" launched to challenge and improve cybersecurity skills

* Windows-Only 7-Zip now Available for Linux

Koddos

* Mastermind of 2020's top celebrity Twitter hack sentenced to 3 years

* Sensitive data from US shipping management software firm exposed online
* Hacker dumps Guns.com database with customers, admin data

* Google Facing Lawsuit Over Tracking Users in Incognito Mode

* COVID-19 testing service in US exposes patients' photos, passports

* "Hacker Games" launched to challenge and improve cybersecurity skills

* Windows-Only 7-Zip now Available for Linux



https://blog.knowbe4.com/fbi-releases-the-internet-crime-complaint-center-2020-internet-crime-report-losses-exceed-4.2-billion
https://blog.knowbe4.com/eye-opener-usa-cisa-advisory-on-trickbot-campaigns-phishing-training-for-employees
https://blog.knowbe4.com/ransomware-attacks-are-growing-more-costly-and-effective-by-the-day
https://blog.knowbe4.com/cybercrime-officially-has-its-own-global-ecosystem
https://blog.knowbe4.com/make-no-mistake-this-changes-everything-nation-state-2.0
https://blog.knowbe4.com/give-me-1000-to-stop-calling-you
https://blog.knowbe4.com/this-is-ugly-a-hacker-got-all-my-texts-for-16
https://blog.knowbe4.com/6-advanced-email-phishing-attacks
https://blog.knowbe4.com/cyberheistnews-vol-11-11-an-important-nist-update-that-you-should-be-aware-of
https://blog.knowbe4.com/fbi-warns-against-deepfakes-potential-for-social-engineering
http://feedproxy.google.com/~r/isc2Blog/~3/zIdNtZu5nWI/how-cloud-security-certification-can-give-your-career-a-buzz.html
http://feedproxy.google.com/~r/isc2Blog/~3/Yb_C9SQCNVs/positive-interest-in-stem-the-latest-side-effect-of-the-pandemic.html
http://feedproxy.google.com/~r/isc2Blog/~3/a5jj9sqKbdk/cybersecurity-predictions-for-2021-from-the-isc2-community-of-security-professionals-part-3.html
http://feedproxy.google.com/~r/isc2Blog/~3/u1Hw8QdPpLQ/latest-crowdstrike-global-threat-report-finds-healthcare-orgs-in-the-social-engineering-crosshairs.html
http://feedproxy.google.com/~r/isc2Blog/~3/-AmhHMkVpyI/6-tips-to-integrate-security-into-agile-application-development.html
https://www.hackread.com/twitter-hack-mastermind-jailed-2020-celebrity-hack/
https://www.hackread.com/shipping-management-software-firm-data-online/
https://www.hackread.com/hacker-dumps-guns-com-database-customers-admin-data/
https://www.hackread.com/google-lawsuit-tracking-users-in-incognito-mode/
https://www.hackread.com/us-covid-19-testing-service-exposes-patients-data/
https://www.hackread.com/hacker-games-testing-cybersecurity-skills/
https://www.hackread.com/windows-only-7-zip-for-linux/
https://www.hackread.com/twitter-hack-mastermind-jailed-2020-celebrity-hack/
https://www.hackread.com/shipping-management-software-firm-data-online/
https://www.hackread.com/hacker-dumps-guns-com-database-customers-admin-data/
https://www.hackread.com/google-lawsuit-tracking-users-in-incognito-mode/
https://www.hackread.com/us-covid-19-testing-service-exposes-patients-data/
https://www.hackread.com/hacker-games-testing-cybersecurity-skills/
https://www.hackread.com/windows-only-7-zip-for-linux/
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LATEST NEWS

Naked Security

* Serious Security: The Linux kernel bugs that surfaced after 15 years

* Bitcoin scammer who hacked celeb Twitter accounts gets 3 years

* S3 Ep 23.5: An interview with cybersecurity expert John Noble CBE

* Naked Security Live - HAFNIUM explained in plain English

* How confidential are your calls? This iPhone app shared them with everyone

* S3 Ep23: Hafnium happenings, | see you, and Pythonic poison [Podcast]

* 150,000 security cameras allegedly breached in "too much fun" hack

* Serious Security: Webshells explained in the aftermath of HAFNIUM attacks

* Naked Security Live - ICU: How much do your home-working photos give away?

* Poison packages - "Supply Chain Risks" user hits Python community with 4000 fake modules

Threat Post

* Tutor LMS for WordPress Open to Info-Stealing Security Holes

* Cisco Plugs Security Hole in Small Business Routers

* Teen Behind Twitter Bit-Con Breach Cuts Plea Deal

* $4,000 COVID-19 'Relief Checks' Cloak Dridex Malware

* Mimecast: SolarWinds Attackers Stole Source Code

* State-sponsored Threat Groups Target Telcos, Steal 5G Secrets
* A New Paradigm in Data Security: Insider Risk Management

* PYSA Ransomware Pillages Education Sector, Feds Warn

* Mom & Daughter Duo Hack Homecoming Crown

* Latest Mirai Variant Targets SonicWall, D-Link and 10T Devices

Null-Byte

* This Python Bundle Can Teach You Everything You Need to Know

* How to Use a Directional Antenna with ESP8266-Based Microcontroller

* Master the Internet of Things with This Certification Bundle

* There Are Hidden Wi-Fi Networks All Around You - These Attacks Will Find Them

* Rank Up in Google Searches with This SEOQ Couse Bundle

* How to Generate Crackable Wi-Fi Handshakes with an ESP8266-Based Test Network
* This Master Course Bundle on Coding Is Just $34.99

* How to Automate Remote SSH Control of Computers with Expect Scripts

* This VPN Will Give You a Lifetime of Security for Just $18

* How to Write Your Own Bash Scripts to Automate Tasks on Linux



https://nakedsecurity.sophos.com/2021/03/17/serious-security-the-linux-kernel-bugs-that-surfaced-after-15-years/
https://nakedsecurity.sophos.com/2021/03/17/bitcoin-scammer-who-hacked-celeb-twitter-accounts-gets-3-years/
https://nakedsecurity.sophos.com/2021/03/15/s3-ep-23-5-an-interview-with-cybersecurity-expert-john-noble-cbe/
https://nakedsecurity.sophos.com/2021/03/15/naked-security-live-hafnium-explained-in-plain-english/
https://nakedsecurity.sophos.com/2021/03/11/how-confidential-are-your-calls-this-iphone-app-shared-them-with-everyone/
https://nakedsecurity.sophos.com/2021/03/11/s3-ep23-hafnium-happenings-i-see-you-and-pythonic-poison-podcast/
https://nakedsecurity.sophos.com/2021/03/10/150000-security-cameras-allegedly-breached-in-too-much-fun-hack/
https://nakedsecurity.sophos.com/2021/03/09/serious-security-webshells-explained-in-the-aftermath-of-hafnium-attacks/
https://nakedsecurity.sophos.com/2021/03/08/naked-security-live-icu-how-much-do-your-home-working-photos-give-away/
https://nakedsecurity.sophos.com/2021/03/07/poison-packages-supply-chain-risks-user-hits-python-community-with-4000-fake-modules/
https://threatpost.com/tutor-lms-wordpress-security-holes/164868/
https://threatpost.com/cisco-security-hole-small-business-routers/164859/
https://threatpost.com/teen-twitter-breach-plea-deal/164863/
https://threatpost.com/covid-19-relief-checks-dridex-malware/164853/
https://threatpost.com/mimecast-solarwinds-attackers-stole-source-code/164847/
https://threatpost.com/state-sponsored-threat-groups-target-telcos-steal-5g-secrets/164841/
https://threatpost.com/a-new-paradigm-in-data-security-insider-risk-management/164768/
https://threatpost.com/pysa-ransomware-education-feds-warn/164832/
https://threatpost.com/mom-daughter-duo-hack-homecoming-crown/164829/
https://threatpost.com/mirai-variant-sonicwall-d-link-iot/164811/
https://null-byte.wonderhowto.com/how-to/python-bundle-can-teach-you-everything-you-need-know-0384442/
https://null-byte.wonderhowto.com/how-to/use-directional-antenna-with-esp8266-based-microcontroller-0294951/
https://null-byte.wonderhowto.com/how-to/master-internet-things-with-certification-bundle-0384411/
https://null-byte.wonderhowto.com/how-to/there-are-hidden-wi-fi-networks-all-around-you-these-attacks-will-find-them-0237630/
https://null-byte.wonderhowto.com/how-to/rank-up-google-searches-with-seo-couse-bundle-0384395/
https://null-byte.wonderhowto.com/how-to/generate-crackable-wi-fi-handshakes-with-esp8266-based-test-network-0236794/
https://null-byte.wonderhowto.com/how-to/master-course-bundle-coding-is-just-34-99-0384369/
https://null-byte.wonderhowto.com/how-to/automate-remote-ssh-control-computers-with-expect-scripts-0296286/
https://null-byte.wonderhowto.com/how-to/vpn-will-give-you-lifetime-security-for-just-18-0384336/
https://null-byte.wonderhowto.com/how-to/write-your-own-bash-scripts-automate-tasks-linux-0296284/
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LATEST NEWS

IBM Security Intelligence

* Loving the Algorithm: User Risk Management and Good Security Hygiene

* Reaching Strategic Outcomes With an MDR Service Provider: Part 5

* Retail Cybersecurity: How to Protect Your Customer Data

* Dridex Campaign Propelled by Cutwail Botnet and Poisonous PowerShell Scripts

* Top 10 Cybersecurity Vulnerabilities of 2020

* Why the Demand for Application Development Security Skills Is Exploding

* Innovation Through Diverse Thinking: Amplifying Gender Diversity and Shrinking the Skills Gap
* Cloud Native Tools Series Part 2: Understand Your Responsibilities

* Cloud Clarity: Adding Security and Control to the AWS Shared Responsibility Model

* How Enterprise Design Thinking Can Improve Data Security Solutions

InfoWorld

* Go programming gains in the workplace

* Knowledge management for agile and devops teams

* BlazingSQL review: Fast ETL for GPU-based data science
* PeachPie PHP to .NET project reaches 1.0 milestone

* Spring Native turns Spring apps into native executables

* Getting started with winget, the Windows Package Manager
* Containers need standard operating environments too

* 8 great Python libraries for natural language processing

* JDK 16: The new features in Java 16

* Why loosely coupled state in public clouds is better

C4ISRNET - Media for the Intelligence Age Military

* Air Force curtails ABMS demos after budget slashed by Congress

* L3Harris sees opportunities in Pentagon's growing responsive space business

* Senators show support for increasing US Southern Command intelligence assets

* Army Al helper would suggest actions in multidomain fights

* Top Pentagon research arm combats 'aggressive' foreign investors

* Army participates in first-of-its-kind cyber exercise

* New director takes over at Pentagon's top research office

* Jet packs are on their way to a battlefield near you

* In a cyberattack disaster, DoD needs backup squad to fix networks, restart critical systems
* Relativity Space wins responsive launch contract



http://feedproxy.google.com/~r/SecurityIntelligence/~3/YJ2nnxK7mLE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/VHKRGr5jkCQ/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/bmTrPzB8mds/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/kYKz2J0eXEo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/lu7az73nUUE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/IvyCr6TcjUs/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/iTnI0LRH_k8/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/jh4qkmfgBFo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/ukIautn_MTM/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/iRuqcar18Cs/
https://www.infoworld.com/article/3612249/go-programming-gains-in-the-workplace.html#tk.rss_all
https://www.infoworld.com/article/3611420/knowledge-management-for-agile-and-devops-teams.html#tk.rss_all
https://www.infoworld.com/article/3610188/blazingsql-review-fast-etl-for-gpu-based-data-science.html#tk.rss_all
https://www.infoworld.com/article/3611599/peachpie-php-to-dotnet-project-reaches-10-milestone.html#tk.rss_all
https://www.infoworld.com/article/3611975/spring-native-turns-spring-apps-into-native-executables.html#tk.rss_all
https://www.infoworld.com/article/3611365/getting-started-with-winget-the-windows-package-manager.html#tk.rss_all
https://www.infoworld.com/article/3609615/containers-need-standard-operating-environments-too.html#tk.rss_all
https://www.infoworld.com/article/3519413/8-great-python-libraries-for-natural-language-processing.html#tk.rss_all
https://www.infoworld.com/article/3569150/jdk-16-the-new-features-in-java-16.html#tk.rss_all
https://www.infoworld.com/article/3611407/why-loosely-coupled-state-in-public-clouds-is-better.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/mY10koMOvtA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Z4QyLDmW-9k/
http://feedproxy.google.com/~r/c4isrnet/home/~3/ep-HQyLhgfg/
http://feedproxy.google.com/~r/c4isrnet/home/~3/LwB_WD2gEco/
http://feedproxy.google.com/~r/c4isrnet/home/~3/rLFBIgVSRUI/
http://feedproxy.google.com/~r/c4isrnet/home/~3/cnTVsdnkcbM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/pMkVh5RKR0s/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Wh1HXH9IuFE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/de5gsviIxmk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/fWoZctErfwk/

The Hacker Corner

Conferences

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

* How To Sponsor Cybersecurity Conferences

* How To Secure Earned Cybersecurity Speaking Engagements

* World RPA & Al Summit | Interview with Ashley Pena

* The State of Al in Cybersecurity | Interview with Jessica Gallagher
* AWSN Women in Security Awards | Interview with Abigail Swabey
* An Introduction to Cybersecurity Call for Papers

* We've Moved!

Google Zero Day Project

* D&eacute;j&agrave; vu-lnerability
* A Look at iMessage in iOS 14

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is
a list if CTFs they have on thier calendar.

* Codefest CTF 2020

* BlueHens CTF 2021

* LINE CTF 2021

* PoseidonCTF 2nd Edition **cancelled**
* Securinets CTF Quals 2021

* SPRUSH CTF Quals 2021

* UMassCTF 2021

* VolgaCTF 2021 Qualifier

* ALLES! CTF 2021 HW Edition

* &aring:ngstromCTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Qrasi: 1

* Crossroads: 1
* Grotesque: 1

* Gigachad: 1

* DriftingBlues: 3


https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://infosec-conferences.com/sponsoring-cybersecurity-conferences/
https://infosec-conferences.com/secure-earned-speaking-gigs/
https://infosec-conferences.com/world-rpa-ai-summit/
https://infosec-conferences.com/state-of-ai-in-cybersecurity/
https://infosec-conferences.com/awsn-women-in-security-awards/
https://infosec-conferences.com/call-for-papers/
https://infosec-conferences.com/relaunch/
https://googleprojectzero.blogspot.com/2021/02/deja-vu-lnerability.html
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
https://ctftime.org/event/1305
https://ctftime.org/event/1298
https://ctftime.org/event/1269
https://ctftime.org/event/1230
https://ctftime.org/event/1308
https://ctftime.org/event/1239
https://ctftime.org/event/1282
https://ctftime.org/event/1229
https://ctftime.org/event/1260
https://ctftime.org/event/1265
http://www.vulnhub.com/entry/orasi_1,660/
http://www.vulnhub.com/entry/crossroads_1,659/
http://www.vulnhub.com/entry/grotesque_1,658/
http://www.vulnhub.com/entry/gigachad_1,657/
http://www.vulnhub.com/entry/driftingblues_3,656/

Tools & Techniques

Packet Storm Security Tools Links

* TOR Virtual Network Tunneling Tool 0.4.5.7

* American Fuzzy Lop plus plus 3.11c

* Hydra Network Logon Cracker 9.2

* Wireshark Analyzer 3.4.4

* scanlogd 2.2.8

* Raptor WAF 0.62

* SQLMAP - Automatic SQL Injection Tool 1.5.3
* OpenSSH 8.5p1

* Zeek 4.0.0

* Suricata IDPE 6.0.2

Kali Linux Tutorials

* DLLHSC : DLL Hijack SCanner A Tool To Assist With The Discovery

* PowerSharpPack : Offensive CSharp Projects Wraped Into Powershell

* Girsh : Automatically Spawn A Reverse Shell Fully Interactive

* HTTP_Bridge : Send TCP Stream Packets Over Simple HTTP Request

* Gitls : Enumerate Git Repository URL From List Of URL / User / Org

* Go-RouterSocks : Router Sock. One Port Socks For All The Others

* HiddenEyeReborn : HiddenEye With Completely New Codebase & Better Features Set
* SUB 404 : A Fast Tool To Check Subdomain Takeover Vulnerability

* Procrustes : Script To Automates The Exfiltration Of Data Over DNS

* Chameleon : Customizable Honeypots For Monitoring Network Traffic

GBHackers Analysis

* MuddyWater Hacker Group Utilize Legitimate File-Sharing Service to Distribute Malware

* Netgear JGS516PE Ethernet Switch Flaws let Attackers Execute Remote Code

* Google Fixed yet Another Actively Exploited zero-day Vulnerability in the Chrome Browser

* [ranian Hackers Uses ScreenConnect Remote Access Tool to Target Government Agencies
* Linux Kernel Vulnerability that Allows Local Attackers to Escalate Privileges



https://packetstormsecurity.com/files/161841/tor-0.4.5.7.tar.gz
https://packetstormsecurity.com/files/161822/AFLplusplus-3.11c.tar.gz
https://packetstormsecurity.com/files/161804/thc-hydra-9.2.tar.gz
https://packetstormsecurity.com/files/161755/wireshark-3.4.4.tar.xz
https://packetstormsecurity.com/files/161754/scanlogd-2.2.8.tar.gz
https://packetstormsecurity.com/files/161694/raptor_waf-Raptor_v06.2.tar.gz
https://packetstormsecurity.com/files/161663/sqlmap-1.5.3.tar.gz
https://packetstormsecurity.com/files/161650/openssh-8.5p1.tar.gz
https://packetstormsecurity.com/files/161620/zeek-4.0.0.tar.gz
https://packetstormsecurity.com/files/161619/suricata-6.0.2.tar.gz
https://kalilinuxtutorials.com/dllhsc/
https://kalilinuxtutorials.com/powersharppack/
https://kalilinuxtutorials.com/girsh/
https://kalilinuxtutorials.com/http_bridge/
https://kalilinuxtutorials.com/gitls/
https://kalilinuxtutorials.com/go-routersocks/
https://kalilinuxtutorials.com/hiddeneyereborn/
https://kalilinuxtutorials.com/sub-404/
https://kalilinuxtutorials.com/procrustes/
https://kalilinuxtutorials.com/chameleon/
https://gbhackers.com/muddywater-hacker-group/
https://gbhackers.com/netgear-jgs516pe-ethernet-flaws/
https://gbhackers.com/google-zero-day-vulnerability/
https://gbhackers.com/iranian-hackers-uses-screenconnect-remote-access-tool/
https://gbhackers.com/linux-kernel-vulnerability/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* Six CTI Challenges and Their Solutions - Reaching CTI's Full Potential | SANS CTI Summit 2021
* Getting started in DFIR: Testing 1,2,3 | Phill Moore

* Episode 185: When to Stop Looking for Evidence - Part 1

* VERISIZE your way into CTI | David Thejl-Clayton | SANS CTI Summit 2021

Defcon Conference

* DEF CON 2020 NYE MISS JACKALOPE DJ Music Video

* DEF CON 2020 NYE ZEE DJ Music Video

* DEF CON 2020 NYE Yesterday & Tomorrow DJ Music Video
* DEF CON 2020 NYE _Skittish & Bus DJ Music Video

Hak5

* Thousands of Enterprise Surveillance Cameras Hacked - ThreatWire
* Building DIY Lithium Battery Packs w/Glytch Ptl
* Microsoft Exchange Zero Days Actively Exploited - Update ASAP - ThreatWire

The PC Security Channel [TPSC]

* Cyberpunk's Company Hacked by HelloKitty Ransomware: Live Demo
* Windows Defender vs Ransomware in 2021

Eli the Computer Guy

* TINDER VIOLENCE BACKGOUND CHECKS (garbo)

* TWITTER HACKER SENTENCED to 3 YEARS in PRISON
* TWITTER BANS WORD - Memphis

* HOMEPOD is DEAD

Security Now

* ProxyLogon - New Chrome 0-Day, Patch Tuesday Redux, Spectre Comes to Chrome
* Hafnium - Dependency Confusion, Intel Side Channel Attacks, Crispy Subtitles From Lay's

Troy Hunt

* Weekly Update 234

Intel Techniques: The Privacy, Security, & OSINT Show

* 210-Lessons in Online Purchases & Domain Expiration
* 209-New OSINT Tactics



https://www.youtube.com/watch?v=EIkjpl7XOZE
https://www.youtube.com/watch?v=-IUJnDs6rbE
https://www.youtube.com/watch?v=Etd3-tIPxcw
https://www.youtube.com/watch?v=AwMC6INC5TE
https://www.youtube.com/watch?v=XKyqli9qFM8
https://www.youtube.com/watch?v=Kihgv9-ooEc
https://www.youtube.com/watch?v=V9kae0iTr6E
https://www.youtube.com/watch?v=Ut6d6SaS3e4
https://www.youtube.com/watch?v=gF4XAw6xbKE
https://www.youtube.com/watch?v=MTzG2ht4zz8
https://www.youtube.com/watch?v=NzmvkeEbp6I
https://www.youtube.com/watch?v=_FaoLU2cmFo
https://www.youtube.com/watch?v=ZbYx8V2RTjc
https://www.youtube.com/watch?v=7ETq0mqx_iA
https://www.youtube.com/watch?v=Q6FYFvgGEqA
https://www.youtube.com/watch?v=zMntMmBgweU
https://www.youtube.com/watch?v=rz-gP_xTRLU
https://www.youtube.com/watch?v=UMrqoxHtJZA
https://www.youtube.com/watch?v=aRmw4Miph4A
https://www.youtube.com/watch?v=43y8hW02Y4o
https://soundcloud.com/user-98066669/210-lessons-in-online-purchases-domain-expiration
https://soundcloud.com/user-98066669/209-new-osint-tactics

Trend Micro Anti-Malware Blog

* Qur New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack loT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* A Vulnerable World: RisklQ's Unique View of the Microsoft Exchange Landscape

* Cryptocurrency: A Boom in Value Begets a Boom in Crime

* Microsoft Exchange Server Remote Code Execution Vulnerability: RisklQ's Response
* Turkey Dog Continues to Target Turkish Speakers with RAT Trojans via COVID Lures
* Threat Hunting in a Post-WHOIS World

* The Business of LogoKit: The Actors and Marketing Behind a Popular Phishing Tool

* 2020 Mobile App Threat Landscape: New Threats Arise, But the Ecosystem Got Safer
* LogoKit: Simple, Effective, and Deceptive

* Attacks on the Capitol Showed the Pitfalls of Having a Narrow View of the Internet

* New Analysis Puts Magecart Interconnectivity into Focus

FireEye

* Rapid7 Announces Release of New tCell Amazon CloudFront Agent

* Metasploit Wrap-Up

* Introducing the 2020 Vulnerability Intelligence Report: 50 CVEs that Made Headlines in 2020

* InsightIDR's NTA Capabilities Expanded to AWS

* Patch Tuesday - March 2021

* What's New in DivvyCloud by Rapid7: February 2021 Feature Releases

* How to Keep Up With Vulnerability Management Challenges in Ephemeral Cloud Environments
* Metasploit Wrap-Up

* Mass Exploitation of Exchange Server Zero-Day CVEs: What You Need to Know

* JAM Never Gonna Give You Up, Never Gonna Breach Your Cloud



http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-server-landscape/
https://www.riskiq.com/blog/external-threat-management/cryptocurrency-scams/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-server-vulnerability/
https://www.riskiq.com/blog/external-threat-management/turkey-dog-covid-lures/
https://www.riskiq.com/blog/external-threat-management/threat-hunting-post-whois/
https://www.riskiq.com/blog/external-threat-management/logokit-business/
https://www.riskiq.com/blog/external-threat-management/2020-mobile-app-threat-landscape/
https://www.riskiq.com/blog/external-threat-management/logokit-phishing/
https://www.riskiq.com/blog/external-threat-management/capitol-attacks-internet-visibility/
https://www.riskiq.com/blog/labs/magecart-medialand/
https://blog.rapid7.com/2021/03/16/rapid7-announces-release-of-new-tcell-amazon-cloudfront-agent/
https://blog.rapid7.com/2021/03/12/metasploit-wrap-up-102/
https://blog.rapid7.com/2021/03/11/introducing-the-vulnerability-intelligence-report-50-cves-that-made-headlines-in-2020/
https://blog.rapid7.com/2021/03/10/insightidrs-nta-capabilities-expanded-to-aws/
https://blog.rapid7.com/2021/03/09/patch-tuesday-march-2021/
https://blog.rapid7.com/2021/03/09/divvycloud-by-rapid7-february-2021-feature-release/
https://blog.rapid7.com/2021/03/08/how-to-keep-up-with-vulnerability-management-challenges-in-ephemeral-cloud-environments/
https://blog.rapid7.com/2021/03/05/metasploit-wrap-up-101/
https://blog.rapid7.com/2021/03/03/mass-exploitation-of-exchange-server-zero-day-cves-what-you-need-to-know/
https://blog.rapid7.com/2021/03/03/iam-never-gonna-give-you-up-never-gonna-breach-your-cloud/

Proof of Concept (PoC) & Exploits

Packet Storm Security

* Backdoor.Win32.Agent.mzn Buffer Overflow

* VestaCP 0.9.8 Cross Site Request Forgery

* CuteNews 2.1.2 Shell Upload

* Trojan-Dropper.Win32.Delf.p Buffer Overflow

* Trojan-Dropper.Win32.Delf.p Missing Authentication

* WoWonder Social Network Platform 3.1 SQL Injection

* GeoGebra Graphing Calculator 6.0.631.0 Denial Of Service

* Microsoft Windows Containers DP APl Cryptography Flaw

* GeoGebra 3D Calculator 5.0.511.0 Denial Of Service

* GeoGebra CAS Calculator 6.0.631.0 Denial Of Service

* GeoGebra Classic 5.0.631.0-d Denial Of Service

* Alphaware E-Commerce System 1.0 Shell Upload / SQL Injection
* ExpressionEngine 6.0.2 PHP Code Injection

* VolPmonitor 27.6 Buffer Overflow

* VolPmonitor 27.5 Missing Memory Protections

* macOS CoreGraphics Integer Overflow / Out-Of-Bounds Write
* Online News Portal 1.0 Cross Site Scripting

* Online News Portal 1.0 SQL Injection

* Trojan.Win32.Siscos.bge Insecure Permissions

* SonLogger 4.2.3.3 Shell Upload

* SonLogger 4.2.3.3 SuperAdmin Account Creation / Information Disclosure
* Windows Server 2012 SrClient DLL Hijacking

* VolPmonitor WEB GUI 24.55 Cross Site Scripting

* Interactive Suite 3.6 Unquoted Service Path

* eBeam Education Suite 2.5.0.9 Unquoted Service Path

CXSecurity

* Windows Server 2012 SrClient DLL Hijacking

* SonLogger 4.2.3.3 Shell Upload

* GeoGebra 3D Calculator 5.0.511.0 Denial of Service (PoC)

* GeoGebra CAS Calculator 6.0.631.0 Denial Of Service

* GeoGebra Graphing Calculator 6.0.631.0 Denial Of Service

* GeoGebra Classic 5.0.631.0-d Denial Of Service

* Alphaware E-Commerce System 1.0 Shell Upload / SQL Injection



https://packetstormsecurity.com/files/161839/MVID-2021-0134.txt
https://packetstormsecurity.com/files/161836/vestacp098-xsrf.txt
https://packetstormsecurity.com/files/161833/cutenews212-shell.txt
https://packetstormsecurity.com/files/161832/MVID-2021-0133.txt
https://packetstormsecurity.com/files/161828/MVID-2021-0132.txt
https://packetstormsecurity.com/files/161825/wowondersnp31-sql.txt
https://packetstormsecurity.com/files/161817/geogebragc606310-dos.txt
https://packetstormsecurity.com/files/161816/CSA-2021-002.txt
https://packetstormsecurity.com/files/161814/geogebra3dcalc505110-dos.txt
https://packetstormsecurity.com/files/161811/geogebracascalc606310-dos.txt
https://packetstormsecurity.com/files/161809/geogebraclassic506310d-dos.txt
https://packetstormsecurity.com/files/161807/alphawareecs10-shellsql.txt
https://packetstormsecurity.com/files/161805/KIS-2021-03.txt
https://packetstormsecurity.com/files/161803/ES2021-03.txt
https://packetstormsecurity.com/files/161802/ES2021-04.txt
https://packetstormsecurity.com/files/161801/GS20210315205124.tgz
https://packetstormsecurity.com/files/161800/onp10-xss.txt
https://packetstormsecurity.com/files/161799/onp10-sql.txt
https://packetstormsecurity.com/files/161798/MVID-2021-0127.txt
https://packetstormsecurity.com/files/161793/sonlogger4233-shell.rb.txt
https://packetstormsecurity.com/files/161792/sonlogger4233-createdisclose.txt
https://packetstormsecurity.com/files/161791/srclient_dll_hijacking.rb.txt
https://packetstormsecurity.com/files/161790/ES2021-02.txt
https://packetstormsecurity.com/files/161788/interactivesuite36-unquotedpath.txt
https://packetstormsecurity.com/files/161786/ebeames2509-unquotedpath.txt
https://cxsecurity.com/issue/WLB-2021030106
https://cxsecurity.com/issue/WLB-2021030095
https://cxsecurity.com/issue/WLB-2021030085
https://cxsecurity.com/issue/WLB-2021030084
https://cxsecurity.com/issue/WLB-2021030083
https://cxsecurity.com/issue/WLB-2021030081
https://cxsecurity.com/issue/WLB-2021030080

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] Hestia Control Panel 1.3.2 - Arbitrary File Write

* [webapps] SEO Panel 4.8.0 - ‘order_col' Blind SQL Injection

* [webapps] rConfig 3.9.6 - Arbitrary File Upload to Remote Code Execution (Authenticated)
* [remote] Microsoft Exchange 2019 - SSRF to Arbitrary File Write (Proxylogon)

* [webapps] VestaCP 0.9.8 - 'v_interface' Add IP Stored XSS

* [local] VES for Git 1.0.21014.1 - 'GVFS.Service' Unguoted Service Path

* [local] FastStone Image Viewer 7.5 - .cur BITMAPINFOHEADER 'BitCount' Stack Based Buffer Overflow (AS
* [webapps] VestaCP 0.9.8 - File Upload CSRF

* [webapps] WoWonder Social Network Platform 3.1 - 'event_id' SQL Injection

* [local] GeoGebra 3D Calculator 5.0.511.0 - Denial of Service (PoC)

* [local] GeoGebra CAS Calculato&#8234:r&#8236; 6.0.631.0 - Denial of Service (PoC)

* [local] GeoGebra Classic 5.0.631.0-d - Denial of Service (PoC)

* [local] GeoGebra Graphing Calculato&#8234:r&#8236; 6.0.631.0 - Denial Of Service (PoC)
* [webapps] Alphaware E-Commerce System 1.0 - Unauthenicated Remote Code Execution (File Upload +
SQLI

* [webapps] SonLogger 4.2.3.3 - Unauthenticated Arbitrary File Upload (Metasploit)

* [webapps] Sonlogger 4.2.3.3 - SuperAdmin Account Creation / Information Disclosure

* [webapps] openMAINT openMAINT 2.1-3.3-b - 'Multiple' Persistent Cross-Site Scripting

* [local] Interactive Suite 3.6 - 'eBeam Stylus Driver' Unquoted Service Path

* [local] eBeam education suite 2.5.0.9 - 'eBeam Device Service' Unquoted Service Path

* [local] Realtek Wireless LAN Utility 700.1631 - 'Realtek11nSU' Unquoted Service Path

* [local]l QNAP QVR Client 5.0.0.13230 - 'QVRService' Unquoted Service Path

* [webapps] rConfig 3.9.6 - 'path’ Local File Inclusion (Authenticated)

* [webapps] MagpieRSS 0.72 - 'url' Command Injection and Server Side Request Forgery

* [webapps] Zenario CMS 8.8.53370 - 'id' Blind SQL Injection

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have
added is called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite
simple. Inthe command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit". It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/49667
https://www.exploit-db.com/exploits/49666
https://www.exploit-db.com/exploits/49665
https://www.exploit-db.com/exploits/49663
https://www.exploit-db.com/exploits/49662
https://www.exploit-db.com/exploits/49661
https://www.exploit-db.com/exploits/49660
https://www.exploit-db.com/exploits/49659
https://www.exploit-db.com/exploits/49657
https://www.exploit-db.com/exploits/49656
https://www.exploit-db.com/exploits/49655
https://www.exploit-db.com/exploits/49654
https://www.exploit-db.com/exploits/49653
https://www.exploit-db.com/exploits/49652
https://www.exploit-db.com/exploits/49652
https://www.exploit-db.com/exploits/49651
https://www.exploit-db.com/exploits/49650
https://www.exploit-db.com/exploits/49649
https://www.exploit-db.com/exploits/49648
https://www.exploit-db.com/exploits/49647
https://www.exploit-db.com/exploits/49646
https://www.exploit-db.com/exploits/49645
https://www.exploit-db.com/exploits/49644
https://www.exploit-db.com/exploits/49643
https://www.exploit-db.com/exploits/49642
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

https://pmd.deliserdangkab.go.id/hell.php
https://pmd.deliserdangkab.go.id/hell.php notified by hell_c0de
https://perpustakaan.deliserdangkab.go.id/hell.php
https://perpustakaan.deliserdangkab.go.id/hell.php notified by hell_cOde
https://sikesa.deliserdangkab.go.id/hell.php
https://sikesa.deliserdangkab.go.id/hell.php notified by hell_cOde
https://dishub.deliserdangkab.go.id/hell.php
https://dishub.deliserdangkab.go.id/hell.php notified by hell_cOde
https://inspektorat.deliserdangkab.go.id/hell.php
https://inspektorat.deliserdangkab.go.id/hell.php notified by hell _cOde
http://www.ndi.ufpr.br

http://www.ndi.ufpr.br notified by Moroccan Revolution
http://www.midiacidada.ufpr.br/wp-css.php

http://www.midiacidada.ufpr.br/wp-css.php notified by Moroccan Revolution

http://www.gpla.gov.ly

http://www.gpla.gov.ly notified by cyber hacker-ly
http://army.gov.ly

http://army.gov.ly notified by cyber hacker-ly
http://punjabtourism.gov.in/rn.html
http://punjabtourism.gov.in/rn.html notified by Ren4Sploit
http://ipirti.gov.in/rn.html

http://ipirti.gov.in/rn.html notified by Ren4Sploit
http://biharbhawan.gov.in/rn.html
http://biharbhawan.gov.in/rn.html notified by Ren4Sploit
http://bijar.gov.ir/Morocco.html

http://bijar.gov.ir/Morocco.html notified by Moroccan Revolution
http://divandareh.gov.ir/index.html
http://divandareh.gov.ir/index.html notified by Moroccan Revolution
http://sarvabad.gov.ir

http://sarvabad.gov.ir notified by Moroccan Revolution
http://kamyaran.gov.ir

http://kamyaran.gov.ir notified by Moroccan Revolution
http://dehgolan.gov.ir

http://dehgolan.gov.ir notified by Moroccan Revolution



http://www.zone-h.org/mirror/id/34795600
http://www.zone-h.org/mirror/id/34795599
http://www.zone-h.org/mirror/id/34795594
http://www.zone-h.org/mirror/id/34795581
http://www.zone-h.org/mirror/id/34795462
http://www.zone-h.org/mirror/id/34795239
http://www.zone-h.org/mirror/id/34795238
http://www.zone-h.org/mirror/id/34787739
http://www.zone-h.org/mirror/id/34787723
http://www.zone-h.org/mirror/id/34783392
http://www.zone-h.org/mirror/id/34781995
http://www.zone-h.org/mirror/id/34780321
http://www.zone-h.org/mirror/id/34779185
http://www.zone-h.org/mirror/id/34779179
http://www.zone-h.org/mirror/id/34779175
http://www.zone-h.org/mirror/id/34779174
http://www.zone-h.org/mirror/id/34779173

Dark Web News

Darknet Live

Encrypted Messaging App Signal Might Be Banned in China

Signal, the encrypted messaging application used by millions, appears to be the latest target of the "Great
Firewall" in China. (via darknetlive.com)

Man Shipped 340 Grams of Fentanyl Pills Across the U.S.

A former resident of California admitted he had shipped a package of fentanyl pills from California to
Pennsylvania. (via darknetlive.com)

Romanian Man Arrested for Alleged Drug Trafficking

Romanian authorities announced the arrest of a suspected drug trafficker who allegedly resold drugs
purchased on darkweb markets. (via darknetlive.com)

New DEA Report Highlights the Darkweb and Bitcoin

The Drug Enforcement Administration released their 2020 National Drug Threat Assessment which outlined
threats posed to the country through the various forms of drug trafficking. (via darknetlive.com)

Dark Web Link

Signal: China Probably Blocked Access To The Encrypted Messaging Service

Mainland China may have blocked access to the renowned encrypted messaging service, Signal. The
international social media service seems to have ceased in a country where the government rigidly controls the
information flow. The Signal app users residing within China had to connect to a VPN or Virtual Private
Network that permits them to get [...] The post Signal: China Probably Blocked Access To The Encrypted
Messaging Service appeared first on Dark Web Link | Deep web Onion Links | Darknet News.

Fake Identity: IT Contractor Published Stolen Data On The Darknet

A Sydney based IT contractor who had allegedly published a stockpile of stolen personal data on the dark web
had utilized the VPNs and onion routers and fake identity. He had set the fake accounts in the names of his
colleagues for covering up his tracks, mentions the prosecutors. The accused had been identified as [...] The
post Fake Identity: IT Contractor Published Stolen Data On The Darknet appeared first on Dark Web Link |
Deep web Onion Links | Darknet News.

Child Pornography Violations: Longview Sex Offender Sentenced Prison

A sex offender from Longview, who has been identified as part of a joint global investigation, received a prison
sentence for conducting child pornography violations in the Eastern District of Texas. The federal prison
sentence was announced this week by the Acting U.S. Attorney, Nicholas J. Gangei. The accused was
identified as Charles Orange, aged [...] The post Child Pornography Violations: Longview Sex Offender
Sentenced Prison appeared first on Dark Web Link | Deep web Onion Links | Darknet News.



https://darknetlive.com/post/encrypted-messaging-app-signal-might-be-banned-in-china%5C/
https://darknetlive.com/post/man-shipped-340-grams-of-fentanyl-pills-across-the-united-states/
https://darknetlive.com/post/romanian-man-arrested-for-alleged-drug-trafficking/
https://darknetlive.com/post/new-dea-drug-report-highlights-the-darkweb-and-bitcoin/
https://darkweblink.com/china-blocked-signal/?utm_source=rss&utm_medium=rss&utm_campaign=china-blocked-signal
https://darkweblink.com/china-blocked-signal/
https://darkweblink.com/china-blocked-signal/
https://darkweblink.com
https://darkweblink.com/fake-identity-contractor-arrested/?utm_source=rss&utm_medium=rss&utm_campaign=fake-identity-contractor-arrested
https://darkweblink.com/fake-identity-contractor-arrested/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/child-pornography-violations/?utm_source=rss&utm_medium=rss&utm_campaign=child-pornography-violations
https://darkweblink.com/child-pornography-violations/
https://darkweblink.com/child-pornography-violations/
https://darkweblink.com

Advisories
US-Cert Alerts & bulletins

* TTP Table for Detecting APT Activity Related to SolarWinds and Active Directory/M365 Compromise
* CISA-FBI Joint Advisory on TrickBot Malware

* Microsoft Releases Exchange On-premises Mitigation Tool

* Google Releases Security Updates for Chrome

* Updates on Microsoft Exchange Server Vulnerabilities

* EBI-CISA Joint Advisory on Compromise of Microsoft Exchange Server
* F5 Security Advisory for RCE Vulnerabilities in BIG-IP, BIG-IQ

* Microsoft Releases March 2021 Security Updates

* AA21-076A: TrickBot Malware

* AA21-062A: Mitigate Microsoft Exchange Server Vulnerabilities

* Vulnerability Summary for the Week of March 8, 2021

* Vulnerability Summary for the Week of March 1, 2021

Zero Day Initiative Advisories

ZDI-CAN-13033: Delta Industrial Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is given until 2021-07-15 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13363: Trend Micro

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Simon
Zuckerbraun - Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-17, 1 days ago.
The vendor is given until 2021-07-15 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.

ZDI-CAN-13032: Delta Industrial Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is given until 2021-07-15 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13456: Cisco

A CVSS score 3.3 (AV:L/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is
given until 2021-07-15 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13458: Cisco

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is



https://us-cert.cisa.gov/ncas/current-activity/2021/03/17/ttp-table-detecting-apt-activity-related-solarwinds-and-active
https://us-cert.cisa.gov/ncas/current-activity/2021/03/17/cisa-fbi-joint-advisory-trickbot-malware-0
https://us-cert.cisa.gov/ncas/current-activity/2021/03/16/microsoft-releases-exchange-premises-mitigation-tool
https://us-cert.cisa.gov/ncas/current-activity/2021/03/15/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/03/13/updates-microsoft-exchange-server-vulnerabilities
https://us-cert.cisa.gov/ncas/current-activity/2021/03/10/fbi-cisa-joint-advisory-compromise-microsoft-exchange-server
https://us-cert.cisa.gov/ncas/current-activity/2021/03/10/f5-security-advisory-rce-vulnerabilities-big-ip-big-iq
https://us-cert.cisa.gov/ncas/current-activity/2021/03/10/microsoft-releases-march-2021-security-updates
https://us-cert.cisa.gov/ncas/alerts/aa21-076a
https://us-cert.cisa.gov/ncas/alerts/aa21-062a
https://us-cert.cisa.gov/ncas/bulletins/sb21-074
https://us-cert.cisa.gov/ncas/bulletins/sb21-067
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)

given until 2021-07-15 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13104: Oracle

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by '‘Quynh Le of
VNPT ISC' was reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is given until
2021-07-15 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-13455: Cisco

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/1:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-17, 1 days ago. The vendor is
given until 2021-07-15 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13417: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13414: Siemens

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by '‘Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13413: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13412: Siemens

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13418: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13421: Siemens

A CVSS score 3.3 (AV:L/IAC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by '‘Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13415: Siemens

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/1:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13424: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Mat Powell of
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Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13419: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13402: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13420: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13430: Siemens

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13442: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13407: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13416: Siemens

A CVSS score 3.3 (AV:L/IAC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13023: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali at
SecZone ' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is given until
2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-13422: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-16, 2 days ago. The vendor is
given until 2021-07-14 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
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Packet Storm Security - Latest Advisories

Red Hat Security Advisory 2021-0883-01

Red Hat Security Advisory 2021-0883-01 - Perl is a high-level programming language that is commonly used
for system administration utilities and web programming. Issues addressed include buffer overflow, denial of
service, and integer overflow vulnerabilities.

Red Hat Security Advisory 2021-0876-01

Red Hat Security Advisory 2021-0876-01 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications. The nss-softokn package
provides the Network Security Services Softoken Cryptographic Module. Issues addressed include denial of
service, out of bounds read, and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-0877-01

Red Hat Security Advisory 2021-0877-01 - The curl packages provide the libcurl library and the curl utility for
downloading files from servers using various protocols, including HTTP, FTP, and LDAP. Issues addressed
include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-0881-01

Red Hat Security Advisory 2021-0881-01 - Python is an interpreted, interactive, object-oriented programming
language, which includes modules, classes, exceptions, very high level dynamic data types and dynamic
typing. Python supports interfaces to many system calls and libraries, as well as to various windowing systems.

Red Hat Security Advisory 2021-0878-01

Red Hat Security Advisory 2021-0878-01 - The kernel packages contain the Linux kernel, the core of any Linux
operating system. Issues addressed include a use-after-free vulnerability.

Red Hat Security Advisory 2021-0857-01

Red Hat Security Advisory 2021-0857-01 - The kernel-rt packages provide the Real Time Linux Kernel, which
enables fine-tuning for systems with extremely high determinism requirements. Issues addressed include buffer
overflow, denial of service, out of bounds read, out of bounds write, and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-0851-01

Red Hat Security Advisory 2021-0851-01 - The Public Key Infrastructure Core contains fundamental packages
required by Red Hat Certificate System. Issues addressed include a cross site scripting vulnerability.

Red Hat Security Advisory 2021-0873-01

Red Hat Security Advisory 2021-0873-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for
Java applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise
Application Platform 7.3.6 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.3.5,
and includes bug fixes and enhancements. See the Red Hat JBoss Enterprise Application Platform 7.3.6
Release Notes for information about the most significant bug fixes and enhancements included in this release.
Issues addressed include bypass and information leakage vulnerabilities.

Red Hat Security Advisory 2021-0860-01

Red Hat Security Advisory 2021-0860-01 - Red Hat Identity Management is a centralized authentication,
identity management, and authorization solution for both traditional and cloud-based enterprise environments.
Issues addressed include a code execution vulnerability.

Red Hat Security Advisory 2021-0872-01

Red Hat Security Advisory 2021-0872-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for
Java applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise
Application Platform 7.3.6 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.3.5,
and includes bug fixes and enhancements. See the Red Hat JBoss Enterprise Application Platform 7.3.6
Release Notes for information about the most significant bug fixes and enhancements included in this release.
Issues addressed include bypass and information leakage vulnerabilities.

Red Hat Security Advisory 2021-0856-01

Red Hat Security Advisory 2021-0856-01 - The kernel packages contain the Linux kernel, the core of any Linux
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operating system. Issues addressed include buffer overflow, denial of service, out of bounds read, out of
bounds write, and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-0874-01

Red Hat Security Advisory 2021-0874-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for
Java applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise
Application Platform 7.3.6 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.3.5,
and includes bug fixes and enhancements. See the Red Hat JBoss Enterprise Application Platform 7.3.6
Release Notes for information about the most significant bug fixes and enhancements included in this release.
Issues addressed include bypass and information leakage vulnerabilities.

Red Hat Security Advisory 2021-0862-01

Red Hat Security Advisory 2021-0862-01 - This is a kernel live patch module which is automatically loaded by
the RPM post-install script to modify the code of a running kernel. Issues addressed include a use-after-free
vulnerability.

Red Hat Security Advisory 2021-0885-01

Red Hat Security Advisory 2021-0885-01 - Red Hat JBoss Enterprise Application Platform 7 is a platform for
Java applications based on the WildFly application runtime. This release of Red Hat JBoss Enterprise
Application Platform 7.3.6 serves as a replacement for Red Hat JBoss Enterprise Application Platform 7.3.5,
and includes bug fixes and enhancements. See the Red Hat JBoss Enterprise Application Platform 7.3.6
Release Notes for information about the most significant bug fixes and enhancements included in this release.
Issues addressed include bypass and information leakage vulnerabilities.

Red Hat Security Advisory 2021-0871-01

Red Hat Security Advisory 2021-0871-01 - MongoDB is a higly-scalable document database. The Debezium
MongoDB connector includes Java driver to access a MongoDB database.

Ubuntu Security Notice USN-4880-1

Ubuntu Security Notice 4880-1 - It was discovered that OpenJPEG incorrectly handled certain image data. An
attacker could use this issue to cause OpenJPEG to crash, leading to a denial of service, or possibly execute
arbitrary code.

Ubuntu Security Notice USN-4879-1

Ubuntu Security Notice 4879-1 - It was discovered that the Marvell WiFi-Ex device driver in the Linux kernel did
not properly validate ad-hoc SSIDs. A local attacker could use this to cause a denial of service or possibly
execute arbitrary code. Loris Reiff discovered that the BPF implementation in the Linux kernel did not properly
validate attributes in the getsockopt BPF hook. A local attacker could possibly use this to cause a denial of
service. Various other issues were also addressed.

Ubuntu Security Notice USN-4878-1

Ubuntu Security Notice 4878-1 - It was discovered that the Marvell WiFi-Ex device driver in the Linux kernel did
not properly validate ad-hoc SSIDs. A local attacker could use this to cause a denial of service or possibly
execute arbitrary code. Ryota Shiga discovered that the sockopt BPF hooks in the Linux kernel could allow a
user space program to probe for valid kernel addresses. A local attacker could use this to ease exploitation of
another kernel vulnerability. Various other issues were also addressed.

Red Hat Security Advisory 2021-0848-01

Red Hat Security Advisory 2021-0848-01 - The kernel packages contain the Linux kernel, the core of any Linux
operating system. Issues addressed include a use-after-free vulnerability.

Ubuntu Security Notice USN-4877-1

Ubuntu Security Notice 4877-1 - It was discovered that the Marvell WiFi-Ex device driver in the Linux kernel did
not properly validate ad-hoc SSIDs. A local attacker could use this to cause a denial of service or possibly
execute arbitrary code. &#21556;&#24322; discovered that the NFS implementation in the Linux kernel did not
properly prevent access outside of an NFS export that is a subdirectory of a file system. An attacker could
possibly use this to bypass NFS access restrictions. Various other issues were also addressed.

Ubuntu Security Notice USN-4876-1
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Ubuntu Security Notice 4876-1 - Olivier Benjamin and Pawel Wieczorkiewicz discovered a race condition the
Xen paravirt block backend in the Linux kernel, leading to a use-after-free vulnerability. An attacker in a guest
VM could use this to cause a denial of service in the host OS. It was discovered that the Marvell WiFi-Ex device
driver in the Linux kernel did not properly validate ad-hoc SSIDs. A local attacker could use this to cause a
denial of service or possibly execute arbitrary code. Various other issues were also addressed.

SolarWinds TFTP Server 11.0.4.101 Remote Unauthenticated Reconfiguration

SolarWinds TFTP Server version 11.0.4.101 suffers from a remote unauthenticated reconfiguration vulnerability
that could result in code execution.

Ubuntu Security Notice USN-4764-1

Ubuntu Security Notice 4764-1 - It was discovered that GLib incorrectly handled certain symlinks when
replacing files. If a user or automated system were tricked into extracting a specially crafted file with File Roller,
a remote attacker could possibly create files outside of the intended directory.

Red Hat Security Advisory 2021-0831-01

Red Hat Security Advisory 2021-0831-01 - Node.js is a software development platform for building fast and
scalable network applications in the JavaScript programming language. Issues addressed include denial of
service and resource exhaustion vulnerabilities.
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Do DFIR Investigations Better
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*  Conduct DFIR investigations on any
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geolocation —all on a single-pane of
glass

*  Perform in-depth forensics investigation
dating back to the first day the target
endpoint was installed

*  Conduct full dynamic and static malware
analyses with just a click of a mouse

*  Conduct legally-defensible multiple DFIR
cases simultaneously
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The Solution — ThreatResponder® Platform | Get a Trial Copy

ThreatResponder® Platform is an all-in-one cloud-native
endpoint threat detection, prevention, response, analytics,
intelligence, investigation, and hunting product
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CSl Linux: Current Version: 2021.1 s I

Download here.

CSIl Linux 2021.1 is an investigation platform focusing on OSINT, SOCMINT, SIGINT, l I N ' 'X
Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics,
Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux 2021.1 has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for
the backend OS and has become a powerful Investigation environment that comes in both the traditional Virtual
Machine option and a bootable image that you can install onto an external drive or USB to use as your daily
driver or DFIR triage drive. The SIEM has been given an evolution boost with capability while being
encapsulated into a Docker container

CSIl Linux Tutorials for 2021.1:

PDF: Installation Document (CSI Linux 2021.1 Virtual Appliance)
PDF: Installation Document (CSI Linux 2021.1 Bootable)
Many more Tutorials can be found HERE

Cyber Secrets

Cyber Secrets is a community revolving around all layers of cybersecurity. There are now multiple media types
being produced. We have out video series and the printed media.

Video Access:
* Amazon FireTV App - amzn.to/300iUpE
* YouTube - youtube.com/channel/UCV|F2YkyJ8CO9HUIGgdMXybg
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Printed / Kindle Publications: ) l{]"
* Cyber Secrets on Amazon - amzn.to/2UulG9B
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https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
https://amzn.to/2UuIG9B

The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering
around an array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark
Web, Digital Forensics & Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If
interested in helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters

issues focusing on Blue Team and the even issues on Red Team.

A network
defender's guide to
threat detection

Using Zeek, Elasticsearch,
Logstash, Kibana, Tor, and more.

Richard K. Medlin
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