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CYBER WEEKLY AWARENESS REPORT

March 29, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.
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disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.
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The Tor Project - https://metrics.torproject.org/

Interesting News

* Subscribe to this OSINT resource to recieve it in your inbox. The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

* CSI Linux is working on an updated set of tools. If you have any suggestions for additional capability or cahnges, please
let the team know at support@csilinux.com

** Our active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/2QpuBLn
https://amzn.to/38Zf4IB
https://amzn.to/2QqkuWH
https://amzn.to/3c22Cd4
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
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LATEST NEWS

Packet Storm Security

* Manufacturing's Cloud Migration Opens Door To Major Cyber Risk

* OpenSSL Fixes High-Severity Flaw That Allowed DoS

* Hades Ransomware Operators Are Hunting Big Game In The US

* Buffer Overruns, License Violations, And Bad Code: FreeBSD 13's Close Call
* Active Exploits Hit WordPress Sites Vulnerable To Thrive Themes Flaws

* Microsoft Teams Now Has Its Own Bug Bounty For Researchers

* Facebook Removes Accounts Of China-Based Hackers Targeting Uighurs

* Facial Recognition Beats The Covid Mask Challenge

* Purple Fox Malware Has Propagated To Windows

* Ransomware Now Hitting Hacked Exchange Servers

* Chrome 90 Goes HTTPS By Default While Firefox Injects Substitute Scripts To Foil Tech Tracking
* Tesla Cars Can Now Be Bought In Bitcoin

* Encrypted Phone Firm Encrochat Used Signal Protocol

* Ransomwared Bank Tells Customers It Lost Their SSNs

* Energy Giant Shell Is Latest Victim Of Accellion Attacks

* CISA Warns Of Security Flaws In GE Power Management Devices

* Netop Vision Pro Can Be Hacked To Attack Student PCs

* Russian Pleads Guilty To Tesla Ransomware Plot

* Trump Plans To Build His Own Social Media Platform

* U.S. Supreme Court Rebuffs Facebook Appeal In User Tracking Lawsuit

* Apple Devs Targeted By Malicious Xcode Project

* Zoom Screen Sharing Glitch Briefly Leaks Sensitive Data

* Swiss Hacker Indicted After Claiming Credit For Breaching Nissan, Intel

* Expert Hackers Used 11 Zero Days To Infect Windows, iOS, And Android Users
* State-Sponsored Threat Groups Target Telcos, Steal 5G Secrets

Krebs on Security

* No, | Did Not Hack Your MS Exchange Server

* Phish Leads to Breach at Calif. State Controller

* RedTorch Formed from Ashes of Norse Corp.

* Fintech Giant Fiserv Used Unclaimed Domain

* Can We Stop Pretending SMS Is Secure Now?

* WelL eakInfo Leaked Customer Payment Info

* Microsoft Patch Tuesday, March 2021 Edition

* Warning the World of a Ticking Time Bomb

* A Basic Timeline of the Exchange Mass-Hack

* At Least 30,000 U.S. Organizations Newly Hacked Via Holes in Microsoft's Email Software



https://packetstormsecurity.com/news/view/32143/Manufacturings-Cloud-Migration-Opens-Door-To-Major-Cyber-Risk.html
https://packetstormsecurity.com/news/view/32142/OpenSSL-Fixes-High-Severity-Flaw-That-Allowed-DoS.html
https://packetstormsecurity.com/news/view/32141/Hades-Ransomware-Operators-Are-Hunting-Big-Game-In-The-US.html
https://packetstormsecurity.com/news/view/32140/Buffer-Overruns-License-Violations-And-Bad-Code-FreeBSD-13s-Close-Call.html
https://packetstormsecurity.com/news/view/32139/Active-Exploits-Hit-WordPress-Sites-Vulnerable-To-Thrive-Themes-Flaws.html
https://packetstormsecurity.com/news/view/32138/Microsoft-Teams-Now-Has-Its-Own-Bug-Bounty-For-Researchers.html
https://packetstormsecurity.com/news/view/32137/Facebook-Removes-Accounts-Of-China-Based-Hackers-Targeting-Uighurs.html
https://packetstormsecurity.com/news/view/32136/Facial-Recognition-Beats-The-Covid-Mask-Challenge.html
https://packetstormsecurity.com/news/view/32135/Purple-Fox-Malware-Has-Propagated-To-Windows.html
https://packetstormsecurity.com/news/view/32134/Ransomware-Now-Hitting-Hacked-Exchange-Servers.html
https://packetstormsecurity.com/news/view/32133/Chrome-90-Goes-HTTPS-By-Default-While-Firefox-Injects-Substitute-Scripts-To-Foil-Tech-Tracking.html
https://packetstormsecurity.com/news/view/32132/Tesla-Cars-Can-Now-Be-Bought-In-Bitcoin.html
https://packetstormsecurity.com/news/view/32131/Encrypted-Phone-Firm-Encrochat-Used-Signal-Protocol.html
https://packetstormsecurity.com/news/view/32130/Ransomwared-Bank-Tells-Customers-It-Lost-Their-SSNs.html
https://packetstormsecurity.com/news/view/32129/Energy-Giant-Shell-Is-Latest-Victim-Of-Accellion-Attacks.html
https://packetstormsecurity.com/news/view/32128/CISA-Warns-Of-Security-Flaws-In-GE-Power-Management-Devices.html
https://packetstormsecurity.com/news/view/32127/Netop-Vision-Pro-Can-Be-Hacked-To-Attack-Student-PCs.html
https://packetstormsecurity.com/news/view/32126/Russian-Pleads-Guilty-To-Tesla-Ransomware-Plot.html
https://packetstormsecurity.com/news/view/32125/Trump-Plans-To-Build-His-Own-Social-Media-Platform.html
https://packetstormsecurity.com/news/view/32124/U.S.-Supreme-Court-Rebuffs-Facebook-Appeal-In-User-Tracking-Lawsuit.html
https://packetstormsecurity.com/news/view/32123/Apple-Devs-Targeted-By-Malicious-Xcode-Project.html
https://packetstormsecurity.com/news/view/32122/Zoom-Screen-Sharing-Glitch-Briefly-Leaks-Sensitive-Data.html
https://packetstormsecurity.com/news/view/32121/Swiss-Hacker-Indicted-After-Claiming-Credit-For-Breaching-Nissan-Intel.html
https://packetstormsecurity.com/news/view/32120/Expert-Hackers-Used-11-Zero-Days-To-Infect-Windows-iOS-And-Android-Users.html
https://packetstormsecurity.com/news/view/32119/State-Sponsored-Threat-Groups-Target-Telcos-Steal-5G-Secrets.html
https://krebsonsecurity.com/2021/03/no-i-did-not-hack-your-ms-exchange-server/
https://krebsonsecurity.com/2021/03/phish-leads-to-breach-at-calif-state-controller/
https://krebsonsecurity.com/2021/03/redtorch-formed-from-ashes-of-norse-corp/
https://krebsonsecurity.com/2021/03/fintech-giant-fiserv-used-unclaimed-domain/
https://krebsonsecurity.com/2021/03/can-we-stop-pretending-sms-is-secure-now/
https://krebsonsecurity.com/2021/03/weleakinfo-leaked-customer-payment-info/
https://krebsonsecurity.com/2021/03/microsoft-patch-tuesday-march-2021-edition/
https://krebsonsecurity.com/2021/03/warning-the-world-of-a-ticking-time-bomb/
https://krebsonsecurity.com/2021/03/a-basic-timeline-of-the-exchange-mass-hack/
https://krebsonsecurity.com/2021/03/at-least-30000-u-s-organizations-newly-hacked-via-holes-in-microsofts-email-software/
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LATEST NEWS

Dark Reading

* SolarWinds Experimenting With New Software Build System in Wake of Breach
* 40% of Apps Leaking Information

* Apple Patches iOS Zero-Day

* Microsoft Shares Exchange Server Post-Compromise Attack Activity

* A Day in the Life of a DevSecOps Manager

* Data Bias in Machine Learning: Implications for Social Justice

* Moving from DevOps to CloudOps: The Four-Box Problem

* Exec Order Could Force Software Vendors to Disclose Breaches to Federal Gov't Customers
* CISA Adds Two Web Shells to Exchange Server Guidance

* In Secure Silicon We Trust

* Nearly Half of Popular Android Apps Built With High-Risk Components

* Security Operations in the World We Live in Now

* The CIQO's Shifting Role: Improving Security With Shared Responsibility

* How Personally Identifiable Information Can Put Your Company at Risk

* 6 Tips for Limiting Damage From Third-Party Attacks

* Sierra Wireless Website Still Down After Ransomware Attack

* California State Controller's Office Suffers Data Breach

* Ransomware Incidents Continue to Dominate Threat Landscape

* Facebook Reports China-Linked Cyberattack Targeting Uyghurs

* What a Federal Data Privacy Law Would Mean for Consumers

The Hacker News

* How to Effectively Prevent Email Spoofing Attacks in 2021?

* PHP's Git Server Hacked to Insert Secret Backdoor to Its Source code

* Watch Out! That Android System Update May Contain A Powerful Spyware

* Apple Issues Urgent Patch Update for Another Zero&#8209;Day Under Attack
* OpenSSL Releases Patches for 2 High-Severity Security Vulnerabilities

* New 5G Flaw Exposes Priority Networks to Location Tracking and Other Attacks
* Another Critical RCE Flaw Discovered in SolarWinds Orion Platform

* Black Kingdom Ransomware Hunting Unpatched Microsoft Exchange Servers
* Forcing Self-Service Password Reset (SSPR) Registration to Increase ROI

* Critical Cisco Jabber Bug Could Let Attackers Hack Remote Systems

* Chinese Hackers Used Facebook to Hack Uighur Muslims Living Abroad

* Purple Fox Rootkit Can Now Spread lItself to Other Windows Computers

* Critical Flaws Affecting GE's Universal Relay Pose Threat to Electric Utilities

* WARNING: A New Android Zero-Day Vulnerability Is Under Active Attack

* Popular Netop Remote Learning Software Found Vulnerable to Hacking



https://www.darkreading.com/attacks-breaches/solarwinds-experimenting-with-new-software-build-system-in-wake-of-breach/d/d-id/1340532?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/40--of-apps-leaking-information/d/d-id/1340530?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/apple-patches-ios-zero-day/d/d-id/1340531?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/microsoft-shares-exchange-server-post-compromise-attack-activity/d/d-id/1340528?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/theedge/a-day-in-the-life-of-a-devsecops-manager/b/d-id/1340521?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/physical-security/data-bias-in-machine-learning-implications-for-social-justice/a/d-id/1340367?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/moving-from-devops-to-cloudops-the-four-box-problem/a/d-id/1340397?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/exec-order-could-force-software-vendors-to-disclose-breaches-to-federal-govt-customers/d/d-id/1340526?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/cisa-adds-two-web-shells-to-exchange-server-guidance/d/d-id/1340525?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/in-secure-silicon-we-trust/b/d-id/1340507?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/nearly-half-of-popular-android-apps-built-with-high-risk-components/d/d-id/1340522?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/operations/security-operations-in-the-world-we-live-in-now/a/d-id/1340442?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/operations/the-cios-shifting-role-improving-security-with-shared-responsibility/a/d-id/1340388?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/how-personally-identifiable-information-can-put-your-company-at-risk/a/d-id/1340449?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/6-tips-for-limiting-damage-from-third-party-attacks/d/d-id/1340515?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/sierra-wireless-website-still-down-after-ransomware-attack/d/d-id/1340512?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/california-state-controllers-office-suffers-data-breach/d/d-id/1340508?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/ransomware-incidents-continue-to-dominate-threat-landscape/d/d-id/1340509?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/facebook-reports-china-linked-cyberattack-targeting-uyghurs/d/d-id/1340511?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/what-a-federal-data-privacy-law-would-mean-for-consumers/a/d-id/1340433?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/5AADBv4YIjM/how-to-effectively-prevent-email.html
http://feedproxy.google.com/~r/TheHackersNews/~3/TvkgDL4f7dk/phps-git-server-hacked-to-insert-secret.html
http://feedproxy.google.com/~r/TheHackersNews/~3/Sc5Jk2R4HqI/watch-out-that-android-system-update.html
http://feedproxy.google.com/~r/TheHackersNews/~3/xR_aHfkOkh4/apple-issues-urgent-patch-update-for.html
http://feedproxy.google.com/~r/TheHackersNews/~3/6GpLb1eYkLo/openssl-releases-patches-for-2-high.html
http://feedproxy.google.com/~r/TheHackersNews/~3/i-QzgWDishU/new-5g-flaw-exposes-priority-networks.html
http://feedproxy.google.com/~r/TheHackersNews/~3/NGekw-vTDig/solarwinds-orion-vulnerability.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9gpZG_Qu02c/black-kingdom-ransomware-hunting.html
http://feedproxy.google.com/~r/TheHackersNews/~3/KLCnlUNmIGE/forcing-self-service-password-reset.html
http://feedproxy.google.com/~r/TheHackersNews/~3/zZ8OBayrdV4/critical-cisco-jabber-bug-could-let.html
http://feedproxy.google.com/~r/TheHackersNews/~3/P53tgElVVbQ/chinese-hackers-used-facebook-to-hack.html
http://feedproxy.google.com/~r/TheHackersNews/~3/_p_rxxPRdEY/purple-fox-rootkit-can-now-spread.html
http://feedproxy.google.com/~r/TheHackersNews/~3/jPOsIkgDITA/critical-flaws-affecting-ges-universal.html
http://feedproxy.google.com/~r/TheHackersNews/~3/cM0rJWRj0Ew/warning-new-android-zero-day.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ob3mF2xQbTw/popular-netops-remote-learning-software.html
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LATEST NEWS

Security Week

* Apple Patches Under-Attack iOS Zero-Day

* 'Russian Hackers' Again Target German MPs: Report

* Report: US Gov Executive Order to Mandate Data Breach Disclosure

* EU, US Make New Attempt for Data Privacy Deal

* Kaspersky Sees Rise in Ransomware Attacks on ICS Devices in Developed Countries
* Severe Flaws in Official 'Facebook for WordPress' Plugin

* QNAP Urges Users to Secure Devices Against Brute-Force Attacks

* 5G Security Flaw Allows Data Access, DoS Attacks

* Vulnerabilities Can Allow Attackers to Remotely Gain Control of Weintek HMIs

* Endpoint Security Provider Morphisec Bags $31 Million Investment

* General Says Attacks by Foreign Hackers Are 'Clarion Call'

* Critical Flaw in Jabber for Windows Could Lead to Code Execution

* New Code Execution Flaws In Solarwinds Orion Platform

* The Growing Need for a New Security Platform

* US Cyber Experts Conducted Operations to Safeqguard Election

* New Slack Connect DM Feature Raises Security Concerns

* Mamba Ransomware Leverages DiskCryptor for Encryption, FBI Warns

* Feedzai Lands $200M in Series C Funding

* OpenSSL 1.1.1k Patches Two High-Severity Vulnerabilities

* Hackers Start Exploiting Recent Vulnerabilities in Thrive Theme WordPress Plugins

Infosecurity Magazine

* #IMOS21: Infosecurity Magazine Spring Online Summit Now Available On-Demand
* UK's CNI Security Threatened by Staff Burnout

* German MPs Hit by Russian-Backed Phishing Attacks

* Aussie TV Network Taken Off Air by Ransomware

* Phished Healthcare Provider Takes Legal Action Against Amazon
* NGA Picks Four States for Academy on Cybersecurity Policy

* FBI Issues Mamba Alert

* UK Security Chief: CEOs Must Get Closer to Their CISOs

* Burned Out Employees Put Corporate Security at Risk

* Patch Facebook for WordPress to Fix Site Takeover Bugs

* Kroll Acquires Redscan to Expand Cyber-Risk Offering

* Activist Denies Facebook Fraud



http://feedproxy.google.com/~r/Securityweek/~3/78mCQlWAfWA/apple-patches-under-attack-ios-zero-day
http://feedproxy.google.com/~r/Securityweek/~3/1nKZYwziAgE/russian-hackers-again-target-german-mps-report
http://feedproxy.google.com/~r/Securityweek/~3/7xEDwn0CS9Y/report-us-gov-executive-order-mandate-data-breach-disclosure
http://feedproxy.google.com/~r/Securityweek/~3/kIH6X4Qj9Rg/eu-us-make-new-attempt-data-privacy-deal
http://feedproxy.google.com/~r/Securityweek/~3/_ZOPApKvdkM/kaspersky-sees-rise-ransomware-attacks-ics-devices-developed-countries
http://feedproxy.google.com/~r/Securityweek/~3/G5Kwq4uAQrw/severe-flaws-official-facebook-wordpress-plugin
http://feedproxy.google.com/~r/Securityweek/~3/YAfuPQMmuoY/qnap-urges-users-secure-devices-against-brute-force-attacks
http://feedproxy.google.com/~r/Securityweek/~3/BUKdosklVLg/5g-security-flaw-allows-data-access-dos-attacks
http://feedproxy.google.com/~r/Securityweek/~3/SGP3FRQS5uY/vulnerabilities-can-allow-attackers-remotely-gain-control-weintek-hmis
http://feedproxy.google.com/~r/Securityweek/~3/v4FpdmRFGcA/endpoint-security-provider-morphisec-bags-31-million-investment
http://feedproxy.google.com/~r/Securityweek/~3/9ajY6nzeedg/general-says-attacks-foreign-hackers-are-clarion-call
http://feedproxy.google.com/~r/Securityweek/~3/zDuOamY5HgY/critical-flaw-jabber-windows-could-lead-code-execution
http://feedproxy.google.com/~r/Securityweek/~3/DwJLj6WR9qY/new-code-execution-flaws-solarwinds-orion-platform
http://feedproxy.google.com/~r/Securityweek/~3/zjgTXvbCX4A/growing-need-new-security-platform
http://feedproxy.google.com/~r/Securityweek/~3/k937ZWdfSl4/us-cyber-experts-conducted-operations-safeguard-election
http://feedproxy.google.com/~r/Securityweek/~3/iwuQ5xtCidk/new-slack-connect-dm-feature-raises-security-concerns
http://feedproxy.google.com/~r/Securityweek/~3/33oFGeMNbuw/mamba-ransomware-leverages-diskcryptor-encryption-fbi-warns
http://feedproxy.google.com/~r/Securityweek/~3/E3sTPY263co/feedzai-lands-200m-series-c-funding
http://feedproxy.google.com/~r/Securityweek/~3/wPyZH40Qjpg/openssl-111k-patches-two-high-severity-vulnerabilities
http://feedproxy.google.com/~r/Securityweek/~3/_Z1kTSCRzT4/hackers-start-exploiting-recent-vulnerabilities-thrive-theme-wordpress-plugins
https://www.infosecurity-magazine.com:443/news/imos21-online-summit-ondemand/
https://www.infosecurity-magazine.com:443/news/cni-security-threatened-burnout/
https://www.infosecurity-magazine.com:443/news/german-mps-hit-russianbacked/
https://www.infosecurity-magazine.com:443/news/aussie-tv-network-taken-off-air-by/
https://www.infosecurity-magazine.com:443/news/saluscare-takes-legal-action/
https://www.infosecurity-magazine.com:443/news/nga-picks-four-states-for-academy/
https://www.infosecurity-magazine.com:443/news/fbi-issues-mamba-alert/
https://www.infosecurity-magazine.com:443/news/uk-security-chief-ceos-closer/
https://www.infosecurity-magazine.com:443/news/burned-out-employees-corporate/
https://www.infosecurity-magazine.com:443/news/patch-facebook-for-wordpress-site/
https://www.infosecurity-magazine.com:443/news/kroll-acquires-redscan/
https://www.infosecurity-magazine.com:443/news/activist-denies-facebook-fraud/
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* Average Ransoms Triple while Ransomware Incident Response Costs Pile On

* REvil Ransomware Now Helps with Extortion by Offering to Call the Victim's Contractors and the Media

* Security Awareness is the Key to Cybersecurity Behavior Change

* New Release: 2021 Remote Workforce Security Report

* New UK National Cyber Security Centre Head Warns that Cybersecurity Should be Taken More Seriously
* [UPDATE] What is SOAR? What Are The Pros And Potential Pitfalls?

* Forensically Investigating Phishing To Better Protect Your Organization

* Avoid Being Influenced by Instagram Scams

* KPMG: Cyber Security Risk Is Now No. 1 Threat To Growth

* A Can of Phishbait: from Surveys to Rule Changes to Your Boss's Boss

ISC2.0org Blog

* Why would a lawyer ever need an Information Security Professional?

* How To Get It Right With Cybersecurity Training

* Tips for Building a Career in Cybersecurity from Women Who've Been There
* Healthcare Security - Security with Life and Death Consequences

* How Cloud Security Certification Can Give Your Career a Buzz

HackRead

* New Android malware poses as "System Update" to steal your data

* Apex Legend players banned for winning via DDoS attacks

* Firm calls cops on researcher for responsibly disclosing data leak

* Facebook removes 100s of accounts for spreading iOS, Android malware
* Major vulnerability exposes 5G core network slicing to DoS attacks

* Google removes ClearURLs Chrome extension from its store

* SpaceX employee admits security fraud, insider trading on dark web

Koddos

* New Android malware poses as "System Update" to steal your data

* Apex Legend players banned for winning via DDoS attacks

* Firm calls cops on researcher for responsibly disclosing data leak

* Facebook removes 100s of accounts for spreading iOS, Android malware
* Major vulnerability exposes 5G core network slicing to DoS attacks

* Google removes ClearURLs Chrome extension from its store

* SpaceX employee admits security fraud, insider trading on dark web



https://blog.knowbe4.com/average-ransoms-triple-while-ransomware-incident-response-costs-pile-on
https://blog.knowbe4.com/revil-ransomware-now-helps-with-extortion-by-offering-to-call-the-victims-contractors-and-the-media
https://blog.knowbe4.com/security-awareness-is-the-key-to-cybersecurity-behavior-change
https://blog.knowbe4.com/new-release-2021-remote-workforce-security-report
https://blog.knowbe4.com/new-uk-national-cyber-security-centre-head-warns-that-cybersecurity-should-be-taken-more-seriously
https://blog.knowbe4.com/update-what-is-soar-what-are-the-pros-and-potential-pitfalls
https://blog.knowbe4.com/forensically-investigating-phishing-to-better-protect-your-organization
https://blog.knowbe4.com/avoid-being-influenced-by-instagram-scams
https://blog.knowbe4.com/kpmg-cyber-security-risk-is-now-no.-1-threat-to-growth
https://blog.knowbe4.com/a-can-of-phishbait-from-surveys-to-rule-changes-to-your-bosss-boss
http://feedproxy.google.com/~r/isc2Blog/~3/7lk9ydOTRZc/why-would-a-lawyer-ever-need-an-information-security-professional.html
http://feedproxy.google.com/~r/isc2Blog/~3/QZ-AGR2_KAw/how-to-get-it-right-with-cybersecurity-training.html
http://feedproxy.google.com/~r/isc2Blog/~3/pNy5ynqWlUI/tips-for-building-a-career-in-cybersecurity-from-women-whove-been-there.html
http://feedproxy.google.com/~r/isc2Blog/~3/KWsRtiaJs4E/healthcare-security-security-with-life-and-death-consequences.html
http://feedproxy.google.com/~r/isc2Blog/~3/zIdNtZu5nWI/how-cloud-security-certification-can-give-your-career-a-buzz.html
https://www.hackread.com/android-malware-system-update-steal-data/
https://www.hackread.com/apex-legend-players-banned-ddos-attacks/
https://www.hackread.com/cops-called-researcher-responsibly-disclosing-data-leak/
https://www.hackread.com/facebook-removes-accounts-spread-ios-android-malware/
https://www.hackread.com/5g-vulnerability-core-network-slicing-dos-attacks/
https://www.hackread.com/google-removes-clearurls-chrome-extension/
https://www.hackread.com/spacex-employee-security-fraud-insider-trading-dark-web/
https://www.hackread.com/android-malware-system-update-steal-data/
https://www.hackread.com/apex-legend-players-banned-ddos-attacks/
https://www.hackread.com/cops-called-researcher-responsibly-disclosing-data-leak/
https://www.hackread.com/facebook-removes-accounts-spread-ios-android-malware/
https://www.hackread.com/5g-vulnerability-core-network-slicing-dos-attacks/
https://www.hackread.com/google-removes-clearurls-chrome-extension/
https://www.hackread.com/spacex-employee-security-fraud-insider-trading-dark-web/
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LATEST NEWS

Naked Security

* Serious Security: OpenSSL fixes two high-severity crypto bugs

* Apple devices get urgent patch for zero-day exploit - update now!

* Alan Turing's A£50 banknote officially unveiled

* S3 Ep25: Drained accounts, ransomware attacks and Linux badware [Podcast]
* BlackKingdom ransomware still exploiting insecure Exchange servers

* Naked Security Live - "XcodeSpy" takes aim at Mac and iOS developers

* Instagram scams and how to avoid them

* Serious Security: Mac "XcodeSpy" backdoor takes aim at Xcode devs

* S3 Ep24: How not to get snooped, scammed or hoaxed [Podcast]

* Serious Security: The Linux kernel bugs that surfaced after 15 years

Threat Post

* Executive Order Would Strengthen Cybersecurity Requirements for Federal Agencies
* Employee Lockdown Stress May Spark Cybersecurity Risk

* Insurance Giant CNA Hit with Novel Ransomware Attack

* Fleeceware Apps Bank $400M in Revenue

* Microsoft Offers Up To $30K For Teams Bugs

* Facebook Disrupts Spy Effort Aimed at Uyghurs

* Manufacturing's Cloud Migration Opens Door to Major Cyber-Risk

* ProtonVPN CEOQ Blasts Apple for ‘Aiding Tyrants' in Myanmar

* Active Exploits Hit WordPress Sites Vulnerable to Thrive Themes Flaws

* Ransomware Attack Foils 10T Giant Sierra Wireless

Null-Byte

* Master Excel with This Certification Bundle

* Play Wi-Fi Hacking Games Using Microcontrollers to Practice Wi-Fi Attacks Legally

* This Python Bundle Can Teach You Everything You Need to Know

* How to Use a Directional Antenna with ESP8266-Based Microcontroller

* Master the Internet of Things with This Certification Bundle

* There Are Hidden Wi-Fi Networks All Around You - These Attacks Will Find Them

* Rank Up in Google Searches with This SEOQ Couse Bundle

* How to Generate Crackable Wi-Fi Handshakes with an ESP8266-Based Test Network
* This Master Course Bundle on Coding Is Just $34.99

* How to Automate Remote SSH Control of Computers with Expect Scripts



https://nakedsecurity.sophos.com/2021/03/28/serious-security-openssl-fixes-two-high-severity-crypto-bugs/
https://nakedsecurity.sophos.com/2021/03/27/apple-devices-get-urgent-patch-for-zero-day-exploit-update-now/
https://nakedsecurity.sophos.com/2021/03/26/alan-turings-50-banknote-officially-unveiled/
https://nakedsecurity.sophos.com/2021/03/25/s3-ep25-drained-accounts-ransomware-attacks-and-linux-badware-podcast/
https://nakedsecurity.sophos.com/2021/03/23/blackkingdom-ransomware-still-exploiting-insecure-exchange-servers/
https://nakedsecurity.sophos.com/2021/03/22/naked-security-live-xcodespy-takes-aim-at-mac-and-ios-developers/
https://nakedsecurity.sophos.com/2021/03/22/instagram-scams-and-how-to-avoid-them/
https://nakedsecurity.sophos.com/2021/03/19/serious-security-mac-supply-chain-backdoor-takes-aim-at-xcode-devs/
https://nakedsecurity.sophos.com/2021/03/18/s3-ep24-how-not-to-get-snooped-scammed-or-hoaxed-podcast/
https://nakedsecurity.sophos.com/2021/03/17/serious-security-the-linux-kernel-bugs-that-surfaced-after-15-years/
https://threatpost.com/executive-order-cybersecurity-federal-agencies/165056/
https://threatpost.com/employee-lockdown-stress-cybersecurity-risk/165050/
https://threatpost.com/cna-hit-novel-ransomware/165044/
https://threatpost.com/fleeceware-apps-400m-revenue/165040/
https://threatpost.com/microsoft-30k-teams-bugs/165037/
https://threatpost.com/facebook-disrupts-spy-uyghurs/165032/
https://threatpost.com/manufacturing-cloud-migration-cyber-risk/165028/
https://threatpost.com/protonvpn-ceo-blasts-apple-myanmar/165022/
https://threatpost.com/active-exploits-wordpress-sites-thrive-themes/165013/
https://threatpost.com/ransomware-iot-sierra-wireless/165003/
https://null-byte.wonderhowto.com/how-to/master-excel-with-certification-bundle-0384483/
https://null-byte.wonderhowto.com/how-to/play-wi-fi-hacking-games-using-microcontrollers-practice-wi-fi-attacks-legally-0238563/
https://null-byte.wonderhowto.com/how-to/python-bundle-can-teach-you-everything-you-need-know-0384442/
https://null-byte.wonderhowto.com/how-to/use-directional-antenna-with-esp8266-based-microcontroller-0294951/
https://null-byte.wonderhowto.com/how-to/master-internet-things-with-certification-bundle-0384411/
https://null-byte.wonderhowto.com/how-to/there-are-hidden-wi-fi-networks-all-around-you-these-attacks-will-find-them-0237630/
https://null-byte.wonderhowto.com/how-to/rank-up-google-searches-with-seo-couse-bundle-0384395/
https://null-byte.wonderhowto.com/how-to/generate-crackable-wi-fi-handshakes-with-esp8266-based-test-network-0236794/
https://null-byte.wonderhowto.com/how-to/master-course-bundle-coding-is-just-34-99-0384369/
https://null-byte.wonderhowto.com/how-to/automate-remote-ssh-control-computers-with-expect-scripts-0296286/
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LATEST NEWS

IBM Security Intelligence

* Consent Management: Picking the Right CIAM Strategy

* 5 Cloud Security Must-Haves in 2021

* Women in Cybersecurity: Why Diversity Matters

* Health Care Cybersecurity: Costly Data Breaches, Ensuring PIl Security and Beyond
* The Next-Gen Cyber Range: Bringing Incident Response Exercises to the Cloud

* Loving the Algorithm: User Risk Management and Good Security Hygiene

* Reaching Strategic Outcomes With an MDR Service Provider: Part 5

* Retail Cybersecurity: How to Protect Your Customer Data

* Dridex Campaign Propelled by Cutwail Botnet and Poisonous PowerShell Scripts

* Top 10 Cybersecurity Vulnerabilities of 2020

InfoWorld

* Artillery: Finding open source success between dev and ops

* How to improve application reliability with observability and monitoring
* 10 top-notch libraries for C++ programming

* Microsoft, Google address browser compatibility issues

* 3 surefire ways to kill your multicloud deployment

* What's new in Rust 1.51

* Ruby-like Crystal 1.0 makes its debut

* Ensuring that citizen developers build Al responsibly

* How to send emails with graphics from R

* Adam Selipsky returns to AWS as CEO. Now what?

C4ISRNET - Media for the Intelligence Age Military

* Pentagon tech office asks industry for 'leap-ahead capabilities'

* Google ex-CEO has a plan for US to stay ahead of China's government-backed tech

* US military conducted 2 dozen cyber operations to head off 2020 election meddling

* Special Operations team in Pacific will confront Chinese information campaigns

* Space Force begins loaning anti-jiamming GPS tech to allies

* 'Accelerate change or lose': Applying Gen. Brown's action orders to cyberspace education and training
* Bluestag wins $280 million contract for space situational awareness library

* Defense official: US must invest more in innovation to compete with China

* Rocket Lab launches Army satellite

* Weather for the war fighter: How the US military can outmaneuver adversaries from space



http://feedproxy.google.com/~r/SecurityIntelligence/~3/s898hv0BBpY/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/koCGXHkk6Pw/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/w_K5cp_4vRA/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/NkjvE6gNXcY/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/SYZZtJLqTCg/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/YJ2nnxK7mLE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/VHKRGr5jkCQ/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/bmTrPzB8mds/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/kYKz2J0eXEo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/lu7az73nUUE/
https://www.infoworld.com/article/3613163/artillery-finding-open-source-success-between-dev-and-ops.html#tk.rss_all
https://www.infoworld.com/article/3613155/how-to-improve-application-reliability-with-observability-and-monitoring.html#tk.rss_all
https://www.infoworld.com/article/3516151/10-top-notch-libraries-for-c-programming.html#tk.rss_all
https://www.infoworld.com/article/3613077/microsoft-google-address-browser-compatibility-issues.html#tk.rss_all
https://www.infoworld.com/article/3613089/3-surefire-ways-to-kill-your-multicloud-deployment.html#tk.rss_all
https://www.infoworld.com/article/3267624/whats-new-in-the-rust-language.html#tk.rss_all
https://www.infoworld.com/article/3613109/ruby-like-crystal-10-makes-its-debut.html#tk.rss_all
https://www.infoworld.com/article/3612222/ensuring-that-citizen-developers-build-ai-responsibly.html#tk.rss_all
https://www.infoworld.com/article/3611858/how-to-send-emails-with-graphics-from-r.html#tk.rss_all
https://www.infoworld.com/article/3612973/adam-selipsky-returns-to-aws-as-ceo-now-what.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/6yP8QR3e-mY/
http://feedproxy.google.com/~r/c4isrnet/home/~3/p43pFO9P618/
http://feedproxy.google.com/~r/c4isrnet/home/~3/RDo7pKuHYQU/
http://feedproxy.google.com/~r/c4isrnet/home/~3/3-2gO-fQT7w/
http://feedproxy.google.com/~r/c4isrnet/home/~3/sfK7jbR4Bo0/
http://feedproxy.google.com/~r/c4isrnet/home/~3/si719CDpzBc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/rLrdM7RBwl8/
http://feedproxy.google.com/~r/c4isrnet/home/~3/1a_wOw_rnBU/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Q6uVqfPcdwQ/
http://feedproxy.google.com/~r/c4isrnet/home/~3/MHiSTp7aPik/

The Hacker Corner

Conferences

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

* How To Sponsor Cybersecurity Conferences

* How To Secure Earned Cybersecurity Speaking Engagements

* World RPA & Al Summit | Interview with Ashley Pena

* The State of Al in Cybersecurity | Interview with Jessica Gallagher
* AWSN Women in Security Awards | Interview with Abigail Swabey
* An Introduction to Cybersecurity Call for Papers

* We've Moved!

Google Zero Day Project

* In-the-Wild Series: October 2020 0-day discovery
* D&eacute;j&agrave; vu-lnerability

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is
a list if CTFs they have on thier calendar.

* ALLES! CTF 2021 HW Edition
* &aring:ngstromCTF 2021

* Shakti CTF

* JUST CTF Finals 2021

* pOllers CTF

* BSides Canberra 2021 CTF

* RITSEC CTF 2021

* Midnight Sun CTF 2021 Quals
* EVENT CHANGED

* HackPack CTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Qrasi: 1

* Crossroads: 1
* Grotesque: 1

* Gigachad: 1

* DriftingBlues: 3


https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://infosec-conferences.com/sponsoring-cybersecurity-conferences/
https://infosec-conferences.com/secure-earned-speaking-gigs/
https://infosec-conferences.com/world-rpa-ai-summit/
https://infosec-conferences.com/state-of-ai-in-cybersecurity/
https://infosec-conferences.com/awsn-women-in-security-awards/
https://infosec-conferences.com/call-for-papers/
https://infosec-conferences.com/relaunch/
https://googleprojectzero.blogspot.com/2021/03/in-wild-series-october-2020-0-day.html
https://googleprojectzero.blogspot.com/2021/02/deja-vu-lnerability.html
https://ctftime.org/event/1260
https://ctftime.org/event/1265
https://ctftime.org/event/1251
https://ctftime.org/event/1270
https://ctftime.org/event/1259
https://ctftime.org/event/1314
https://ctftime.org/event/1309
https://ctftime.org/event/1139
https://ctftime.org/event/1302
https://ctftime.org/event/1307
http://www.vulnhub.com/entry/orasi_1,660/
http://www.vulnhub.com/entry/crossroads_1,659/
http://www.vulnhub.com/entry/grotesque_1,658/
http://www.vulnhub.com/entry/gigachad_1,657/
http://www.vulnhub.com/entry/driftingblues_3,656/

Tools & Techniques

Packet Storm Security Tools Links

* OpenSSL Toolkit 1.1.1k

* American Fuzzy Lop plus plus 3.12c

* Global Socket 1.4.27

* TOR Virtual Network Tunneling Tool 0.4.5.7

* American Fuzzy Lop plus plus 3.11c

* Hydra Network Logon Cracker 9.2

* Wireshark Analyzer 3.4.4

* scanlogd 2.2.8

* Raptor WAF 0.62

* SQLMAP - Automatic SQL Injection Tool 1.5.3

Kali Linux Tutorials

* Subcert : Finds All The Subdomains From Certificate Transparency Logs

* Mole : A Framework For Identifying & Exploiting Out-Of-Band Application Vulnerabilities

* Invoke SocksProxy : Socks Proxy & Reverse Socks Server Using Powershell

* Reverse Shell Generator : Hosted Reverse Shell Generator With A Ton Of Functionality

* OffensivePipeline : Tool To Download, Compile & Obfuscate C# Tools For Red Team Exercises
* Diceware Password Generator : Generate High Entropy Passwords

* Darkdump : Search The Deep Web Straight From Your Terminal

* Rafel Rat : Android Rat Written In Java

* AnonX : An Encrypted File Transfer Via AES-256-CBC

* Strafer : A Tool To Detect Potential Infections In Elasticsearch Instances

GBHackers Analysis

* Facebook Blocks Chinese Hackers Using Fake Person as Targeting Uyghur Activists

* Google Warns of a New Android Zero-Day Vulnerability Is Under Active Attack

* RCE Flaw in Apache OFBiz Allowed An Attackers to Take Over The ERP System

* MuddyWater Hacker Group Utilize Legitimate File-Sharing Service to Distribute Malware
* Netgear JGS516PE Ethernet Switch Flaws let Attackers Execute Remote Code



https://packetstormsecurity.com/files/161976/openssl-1.1.1k.tar.gz
https://packetstormsecurity.com/files/161950/AFLplusplus-3.12c.tar.gz
https://packetstormsecurity.com/files/161936/gsocket-1.4.27.tar.gz
https://packetstormsecurity.com/files/161841/tor-0.4.5.7.tar.gz
https://packetstormsecurity.com/files/161822/AFLplusplus-3.11c.tar.gz
https://packetstormsecurity.com/files/161804/thc-hydra-9.2.tar.gz
https://packetstormsecurity.com/files/161755/wireshark-3.4.4.tar.xz
https://packetstormsecurity.com/files/161754/scanlogd-2.2.8.tar.gz
https://packetstormsecurity.com/files/161694/raptor_waf-Raptor_v06.2.tar.gz
https://packetstormsecurity.com/files/161663/sqlmap-1.5.3.tar.gz
https://kalilinuxtutorials.com/subcert/
https://kalilinuxtutorials.com/mole/
https://kalilinuxtutorials.com/invoke-socksproxy/
https://kalilinuxtutorials.com/reverse-shell-generator/
https://kalilinuxtutorials.com/offensivepipeline/
https://kalilinuxtutorials.com/diceware-password-generator/
https://kalilinuxtutorials.com/darkdump/
https://kalilinuxtutorials.com/rafel-rat/
https://kalilinuxtutorials.com/anonx/
https://kalilinuxtutorials.com/strafer/
https://gbhackers.com/facebook-blocks-chinese-hackers-using-fake-person-as-targeting-uyghur-activists/
https://gbhackers.com/google-warns-of-a-new-android-zero-day-vulnerability/
https://gbhackers.com/rce-flaw-in-apache-ofbiz/
https://gbhackers.com/muddywater-hacker-group/
https://gbhackers.com/netgear-jgs516pe-ethernet-flaws/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* Episode 189: Formatting a Drive as HFS+

* Episode 188: When to Stop Looking for Evidence - Part 4

* SANS Technology Institute Graduate Program: An Insider's View
* Episode 187: When to Stop Looking for Evidence - Part 3

Defcon Conference

* DEF CON 2020 NYE MISS JACKALOPE DJ Music Video

* DEF CON 2020 NYE ZEE DJ Music Video

* DEF CON 2020 NYE Yesterday & Tomorrow DJ Music Video
* DEF CON 2020 NYE _Skittish & Bus DJ Music Video

Hak5

* Biggest Ransom Yet?! $50 Million Ransomware Reportedly Hits Acer - ThreatWire
* Thousands of Enterprise Surveillance Cameras Hacked - ThreatWire
* Building DIY Lithium Battery Packs w/Glytch Ptl

The PC Security Channel [TPSC]

* Ryuk Ransomware: Live Demo and Analysis
* Cyberpunk's Company Hacked by HelloKitty Ransomware: Live Demo

Eli the Computer Guy

* TWITTER SURRENDERS to TURKEY

* MOVIE THEATERS are DEAD - BLACK WIDOW on VOD

* TWITTER WIN - NEW EMOJI REACTIONS

* BOX BEING SOLD to PRIVATE EQUITY - RUN AWAY NOW

Security Now

* What the FLoC? - Automatic Fix for Exchange Server Flaw, Firefox 87 Features, MyBB Patch
* ProxyLogon - New Chrome 0-Day, Patch Tuesday Redux, Spectre Comes to Chrome

Troy Hunt

* Weekly Update 236

Intel Techniques: The Privacy, Security, & OSINT Show

* 211-Privacy Security & OSINT Potpourri
* 210-Lessons in Online Purchases & Domain Expiration



https://www.youtube.com/watch?v=cygz72yKxK8
https://www.youtube.com/watch?v=lOhtTVxkUUM
https://www.youtube.com/watch?v=Gc_S4lnumgY
https://www.youtube.com/watch?v=oufIH7oJ_qU
https://www.youtube.com/watch?v=XKyqli9qFM8
https://www.youtube.com/watch?v=Kihgv9-ooEc
https://www.youtube.com/watch?v=V9kae0iTr6E
https://www.youtube.com/watch?v=Ut6d6SaS3e4
https://www.youtube.com/watch?v=zPm8mzd5roI
https://www.youtube.com/watch?v=gF4XAw6xbKE
https://www.youtube.com/watch?v=MTzG2ht4zz8
https://www.youtube.com/watch?v=o7p0OdeDZUo
https://www.youtube.com/watch?v=_FaoLU2cmFo
https://www.youtube.com/watch?v=icRxywgHG5A
https://www.youtube.com/watch?v=ar0t6YNfDkE
https://www.youtube.com/watch?v=iUH1K1IkrwI
https://www.youtube.com/watch?v=vYareJDNuGo
https://www.youtube.com/watch?v=nPcwvDpMMFY
https://www.youtube.com/watch?v=UMrqoxHtJZA
https://www.youtube.com/watch?v=mKDwTB1h_Pk
https://soundcloud.com/user-98066669/211-privacy-security-osint-potpourri
https://soundcloud.com/user-98066669/210-lessons-in-online-purchases-domain-expiration

Trend Micro Anti-Malware Blog

* Qur New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack loT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* Agent Tesla: Software-as-a-Service Enables Trend Analysis

* RisklQ Named a Strong Performer in The Forrester Waveda,¢: External Threat Intelligence Services, Q1 2
* A Vulnerable World: RisklQ's Unigue View of the Microsoft Exchange Landscape

* Cryptocurrency: A Boom in Value Begets a Boom in Crime

* Microsoft Exchange Server Remote Code Execution Vulnerability: RisklQ's Response

* Turkey Dog Continues to Target Turkish Speakers with RAT Trojans via COVID Lures

* Threat Hunting in a Post-WHOIS World

* The Business of LogoKit: The Actors and Marketing Behind a Popular Phishing Tool

* 2020 Mobile App Threat Landscape: New Threats Arise, But the Ecosystem Got Safer

* LogoKit: Simple, Effective, and Deceptive

FireEye

* Metasploit Wrap-Up

* DivvyCloud Adds Support for IAM Analyzer Policy Recommendations

* Attack vs. Data: What You Need to Know About Threat Hunting

* Rapid7 Recognized as a Strong Performer in the Inaugural Forrester Waveéa, ¢ for MDR, Q1 2021

* MDR Vendor Must-Haves, Part 1: Deep Observation of Real-Time Endpoint Data

* Defending Against the Zero Day: Analyzing Attacker Behavior Post-Exploitation of Microsoft Exchange

* SOC Automation with InsightIDR and InsightConnect: Three Key Use Cases to Explore to Optimize Your Se
* Metasploit Wrap-Up

* Top Security Trends Driving Threat Detection and Response Priorities Today

* E5 Discloses Eight Vulnerabilities-Including Four Critical Ones-in BIG-IP_Systems



http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/agent-tesla-trend-analysis/
https://www.riskiq.com/blog/external-threat-management/forrester-wave-threat-intel-q12021/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-server-landscape/
https://www.riskiq.com/blog/external-threat-management/cryptocurrency-scams/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-server-vulnerability/
https://www.riskiq.com/blog/external-threat-management/turkey-dog-covid-lures/
https://www.riskiq.com/blog/external-threat-management/threat-hunting-post-whois/
https://www.riskiq.com/blog/external-threat-management/logokit-business/
https://www.riskiq.com/blog/external-threat-management/2020-mobile-app-threat-landscape/
https://www.riskiq.com/blog/external-threat-management/logokit-phishing/
https://blog.rapid7.com/2021/03/26/metasploit-wrap-up-104/
https://blog.rapid7.com/2021/03/26/divvycloud-adds-support-for-iam-analyzer-policy-recommendations/
https://blog.rapid7.com/2021/03/25/attack-vs-data-what-you-need-to-know-about-threat-hunting/
https://blog.rapid7.com/2021/03/24/rapid7-recognized-as-a-strong-performer-in-the-inaugural-forrester-wave-for-mdr-q1-2021/
https://blog.rapid7.com/2021/03/23/mdr-vendor-must-haves-part-1-deep-observation-of-real-time-endpoint-data/
https://blog.rapid7.com/2021/03/23/defending-against-the-zero-day-analyzing-attacker-behavior-post-exploitation-of-microsoft-exchange/
https://blog.rapid7.com/2021/03/22/soc-automation-with-insightidr-and-insightconnect-three-key-use-cases-to-explore-to-optimize-your-security-operations-2/
https://blog.rapid7.com/2021/03/19/metasploit-wrap-up-103/
https://blog.rapid7.com/2021/03/18/top-security-trends-driving-threat-detection-and-response-priorities-today/
https://blog.rapid7.com/2021/03/18/f5-discloses-eight-vulnerabilities-including-four-critical-ones-in-big-ip-systems/

Proof of Concept (PoC) & Exploits

Packet Storm Security

* SAP Solution Manager 7.2 Remote Command Execution

* Backdoor.Win32.Kwak.12 Authentication Bypass / Code Execution
* TP-Link Cross Site Scripting

* Backdoor.Win32.Kwak.12 Authentication Bypass

* Regis Inventory And Monitoring System 1.0 Cross Site Scripting

* GetSimple CMS Custom JS 0.1 Cross Site Request Forgery / Cross Site Scripting
* Backdoor.Win32.Kwak.12 Authentication Bypass / Man-In-The-Middle
* Backdoor.Win32.Kwak.12 Denial Of Service

* Development Kamel KCFinder 1.7 Shell Upload

* Moodle Atto Editor Cross Site Scripting

* FortiLogger Arbitrary File Upload

* Linksys EA7500 2.0.8.194281 Cross Site Scripting

* Backdoor.Win32.DarkKomet.gozu Insecure Permissions

* Genexis Platinum-4410 P4410-V2-1.31A Cross Site Scripting

* Worm.Win32.Ngrbot.acno Insecure Permissions

* Worm.Win32.Recyl.dp Insecure Permissions

* Qvidentia 6 SQL Injection

* Dolibarr ERP/CRM 11.0.4 Bypass / Code Execution

* Worm.Win32.Ngrbot.abpr Insecure Permissions

* Online Faculty Clearance System 1.0 Shell Upload

* Online Faculty Clearance System 1.0 Cross Site Scripting

* Trojan-Dropper.Win32.Dycler.yhb Insecure Permissions

* Intel RST User Interface / Driver Privilege Escalation

* Codiad 2.8.4 Remote Code Execution

* Worm.Win32.Detnat.c Insecure Permissions

CXSecurity

* FortiLogger Arbitrary File Upload

* SAP Solution Manager 7.2 Remote Command Execution

* Microsoft Exchange ProxyLogon Remote Code Execution

* Codiad 2.8.4 Remote Code Execution (Authenticated)

* VMware View Planner 4.6 Remote Code Execution

* Win32k ConsoleControl Offset Confusion

* Profiling System For Human Resource Management 1.0 Remote Code Execution



https://packetstormsecurity.com/files/161993/cve_2020_6207_solman_rs.rb.txt
https://packetstormsecurity.com/files/161990/MVID-2021-0149.txt
https://packetstormsecurity.com/files/161989/tplinkw9977-xss.txt
https://packetstormsecurity.com/files/161986/MVID-2021-0147.txt
https://packetstormsecurity.com/files/161985/regisims10-xss.txt
https://packetstormsecurity.com/files/161983/getsimplecmscjs01-xsrfxss.txt
https://packetstormsecurity.com/files/161982/MVID-2021-0148.txt
https://packetstormsecurity.com/files/161981/MVID-2021-0146.txt
https://packetstormsecurity.com/files/161980/devkamel17-shell.txt
https://packetstormsecurity.com/files/161988/moodleatto-xss.txt
https://packetstormsecurity.com/files/161974/fortilogger_arbitrary_fileupload.rb.txt
https://packetstormsecurity.com/files/161972/linksysea7500208194281-xss.txt
https://packetstormsecurity.com/files/161971/MVID-2021-0145.txt
https://packetstormsecurity.com/files/161967/genexisplatinum4410v2131a-xss.txt
https://packetstormsecurity.com/files/161966/MVID-2021-0144.txt
https://packetstormsecurity.com/files/161962/MVID-2021-0143.txt
https://packetstormsecurity.com/files/161958/ovidentia6-sql.txt
https://packetstormsecurity.com/files/161955/dolibarrerpcrm1104-bypassexec.txt
https://packetstormsecurity.com/files/161953/MVID-2021-0142.txt
https://packetstormsecurity.com/files/161949/ofcs10-shell.txt
https://packetstormsecurity.com/files/161948/ofcs10-xss.txt
https://packetstormsecurity.com/files/161947/MVID-2021-0140.txt
https://packetstormsecurity.com/files/161946/intelrst-escalate.txt
https://packetstormsecurity.com/files/161944/codiad284-exec.txt
https://packetstormsecurity.com/files/161942/MVID-2021-0139.txt
https://cxsecurity.com/issue/WLB-2021030186
https://cxsecurity.com/issue/WLB-2021030183
https://cxsecurity.com/issue/WLB-2021030171
https://cxsecurity.com/issue/WLB-2021030166
https://cxsecurity.com/issue/WLB-2021030134
https://cxsecurity.com/issue/WLB-2021030124
https://cxsecurity.com/issue/WLB-2021030122

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] SyncBreeze 10.1.16 - XML Parsing Stack-based Buffer Overflow

* [webapps] Novel Boutigue House-plus 3.5.1 - Arbitrary File Download

* [webapps] Budget Management System 1.0 - 'Budget title' Stored XSS

* [webapps] Equipment Inventory System 1.0 - 'multiple’ Stored XSS

* [webapps] Concrete5 8.5.4 - 'name' Stored XSS

* [webapps] TP-Link Devices - 'setDefaultHostname' Stored Cross-site Scripting (Unauthenticated)
* [remote] vsftpd 3.0.3 - Remote Denial of Service

* [webapps] WordPress Plugin WP Super Cache 1.7.1 - Remote Code Execution (Authenticated)
* [webapps] Moodle 3.10.3 - 'label' Persistent Cross Site Scripting

* [webapps] Regis Inventory And Monitoring System 1.0 - 'Item List' Stored XSS

* [webapps] GetSimple CMS Custom JS Plugin 0.1 - CSRF to Persistent XSS

* [webapps] Dolibarr ERP/CRM 11.0.4 - File Upload Restrictions Bypass (Authenticated RCE)

* [webapps] Genexis Platinum-4410 P4410-V2-1.31A - 'start_addr' Persistent Cross-Site Scripting
* [webapps] Linksys EA7500 2.0.8.194281 - Cross-Site Scripting

* [webapps] Ovidentia 6 - 'id' SQL injection (Authenticated)

* [local] Ext2Fsd v0.68 - 'Ext2Srv' Unquoted Service Path

* [webapps] Codiad 2.8.4 - Remote Code Execution (Authenticated)

* [local] Elodea Event Collector 4.9.3 - 'ElodeaEventCollectorService' Unquoted Service Path

* [local] Actividentity 8.2 - 'ac.sharedstore' Unquoted Service Path

* [local] ELAN Touchpad 15.2.13.1 _X64 WHQL - 'ETDService' Unquoted Service Path

* [local] Hi-Rez Studios 5.1.6.3 - 'HiPatchService' Unquoted Service Path

* [webapps] Hotel And Lodge Management System 1.0 - 'Customer Details' Stored XSS

* [webapps] MyBB 1.8.25 - Poll Vote Count SQL Injection

* [local] OSAS Traverse Extension 11 - 'travextensionhostsvc' Unquoted Service Path

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have
added is called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite
simple. Inthe command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit”. It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/49725
https://www.exploit-db.com/exploits/49724
https://www.exploit-db.com/exploits/49723
https://www.exploit-db.com/exploits/49722
https://www.exploit-db.com/exploits/49721
https://www.exploit-db.com/exploits/49720
https://www.exploit-db.com/exploits/49719
https://www.exploit-db.com/exploits/49718
https://www.exploit-db.com/exploits/49714
https://www.exploit-db.com/exploits/49713
https://www.exploit-db.com/exploits/49712
https://www.exploit-db.com/exploits/49711
https://www.exploit-db.com/exploits/49709
https://www.exploit-db.com/exploits/49708
https://www.exploit-db.com/exploits/49707
https://www.exploit-db.com/exploits/49706
https://www.exploit-db.com/exploits/49705
https://www.exploit-db.com/exploits/49704
https://www.exploit-db.com/exploits/49703
https://www.exploit-db.com/exploits/49702
https://www.exploit-db.com/exploits/49701
https://www.exploit-db.com/exploits/49700
https://www.exploit-db.com/exploits/49699
https://www.exploit-db.com/exploits/49698
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

https://dukcapil.baritokualakab.go.id/indo.htm

https://dukcapil.baritokualakab.go.id/indo.htm notified by No_Identity

https://bringin.semarangkab.go.id
https://bringin.semarangkab.go.id notified by limit&#91;ed&#93;
http://shodh.gov.in/rn.html

http://shodh.gov.in/rn.html notified by Ren4Sploit
http://www.thungchanghan.go.th
http://www.thungchanghan.go.th notified by Xyp3r2667
http://www.krabungnok.go.th

http://www.krabungnok.go.th notified by Xyp3r2667
https://ifsca.gov.in/rn.html

https://ifsca.gov.in/rn.html notified by Ren4Sploit
http://www.tasaban-maemoh.go.th/silence.html
http://www.tasaban-maemoh.go.th/silence.html notified by retard
http://www.pa-ngew.go.th/silence.html
http://www.pa-ngew.go.th/silence.html notified by retard
https://rsud.katingankab.go.id/z.htm
https://rsud.katingankab.go.id/z.htm notified by retard
http://angthong.nfe.go.th/iran.html
http://angthong.nfe.go.th/iran.html notified by retard
https://www.maeyom.go.th/content-24-286.html
https://www.maeyom.go.th/content-24-286.html notified by retard
http://yangkhum.go.th/poop.php
http://lyangkhum.go.th/poop.php notified by retard
https://www.rangam.go.th

https://www.rangam.go.th notified by retard
https://www.srilakor.go.th

https://www.srilakor.go.th notified by retard
https://www.dnp.go.th/National _park.asp
https://www.dnp.go.th/National_park.asp notified by retard
http://www.mkb-ph.go.th/poop.php
http://www.mkb-ph.go.th/poop.php notified by retard
http://phutthaisonglocal.go.th/pentest.php
http://phutthaisonglocal.go.th/pentest.php notified by /Rayzky



http://www.zone-h.org/mirror/id/34833664
http://www.zone-h.org/mirror/id/34833549
http://www.zone-h.org/mirror/id/34831373
http://www.zone-h.org/mirror/id/34829225
http://www.zone-h.org/mirror/id/34829222
http://www.zone-h.org/mirror/id/34828589
http://www.zone-h.org/mirror/id/34824444
http://www.zone-h.org/mirror/id/34824445
http://www.zone-h.org/mirror/id/34824420
http://www.zone-h.org/mirror/id/34824412
http://www.zone-h.org/mirror/id/34824410
http://www.zone-h.org/mirror/id/34824407
http://www.zone-h.org/mirror/id/34824405
http://www.zone-h.org/mirror/id/34824401
http://www.zone-h.org/mirror/id/34824403
http://www.zone-h.org/mirror/id/34824404
http://www.zone-h.org/mirror/id/34824341

Dark Web News

Darknet Live

Three Arrested in Germany for Selling on the Darkweb

German authorities arrested three people for allegedly large quantities of drugs through a darkweb market. (via
darknetlive.com)

Idaho Man Sentenced to Prison for MDMA Trafficking Scheme

An Idaho man was sentenced to federal prison for distributing MDMA and Ketamine purchased on the
darkweb. (via darknetlive.com)

Netherlands Man Tried to Hire a Hitman on the Darkweb

A man from The Netherlands admitted paying a hitman on the darkweb to kill his ex-wife. (via darknetlive.com)
Man Bought MDMA on the Darkweb and Sold It to an Informant

A Bay Area man, while out on bond after buying MDMA on the darkweb, sold MDMA to a confidential
informant. (via darknetlive.com)

Dark Web Link

Contract Killing On Darknet Caused Life Imprisonment For Finnish Men

On Friday, A Finnish court had handed a life sentence to two Finnish men for actively taking part in the contract
killing. The accused duo had used the dark web platform to plan the murder of one of the men's father. The
accused duo had been identified as Aatu Viljami Halonen, aged 20 years and [...] The post Contract Killing On
Darknet Caused Life Imprisonment For Finnish Men appeared first on Dark Web Link | Deep web Onion Links |
Darknet News.

Guns.com Spilled Gun Owner's Data On The Dark Web

A weaponry website Guns.com had lately been suffering a dreadful data breach where the personal information
of the gun owners had been compromised and put up on the dark web. This website is a place where American
firearm lovers can go and choose their desired stylish guns. They receive their ordered item(s) straight at their
[...] The post Guns.com Spilled Gun Owner's Data On The Dark Web appeared first on Dark Web Link | Deep
web Onion Links | Darknet News.

Covid Vaccines Ads On The Dark Web Rises By 300%

In the last three months, there has been a sudden increase of 300% in the dark web advertisements for Covid
vaccines, fake negative coronavirus test results and fake vaccination certificates, as the Check Point Research
report states. Back in January, the cyber threat intelligence unit of Check Point Research began tracking
vaccine sales' underground economy. [...] The post Covid Vaccines Ads On The Dark Web Rises By 300%
appeared first on Dark Web Link | Deep web Onion Links | Darknet News.



https://darknetlive.com/post/three-arrested-in-germany-for-selling-on-the-darkweb/
https://darknetlive.com/post/idaho-man-sentenced-to-prison-for-mdma-trafficking-scheme/
https://darknetlive.com/post/netherlands-man-tried-to-hire-a-hitman-on-the-darkweb/
https://darknetlive.com/post/man-sold-mdma-to-an-informant-while-out-on-bond/
https://darkweblink.com/contract-killing-darknet/?utm_source=rss&utm_medium=rss&utm_campaign=contract-killing-darknet
https://darkweblink.com/contract-killing-darknet/
https://darkweblink.com/contract-killing-darknet/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/guns-com-data-dark-web/?utm_source=rss&utm_medium=rss&utm_campaign=guns-com-data-dark-web
https://darkweblink.com/guns-com-data-dark-web/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/covid-vaccines-ads-dark-web/?utm_source=rss&utm_medium=rss&utm_campaign=covid-vaccines-ads-dark-web
https://darkweblink.com/covid-vaccines-ads-dark-web/
https://darkweblink.com

Advisories
US-Cert Alerts & bulletins

* Apple Releases Security Updates

* OpenSSL Releases Security Update

* Samba Releases Security Updates

* Cisco Releases Security Updates

* Webshells Observed in Post-Compromised Exchange Servers

* Mozilla Releases Security Updates for Firefox, Firefox ESR, and Thunderbird
* Adobe Releases Security Updates for ColdFusion

* Cisco Releases Security Updates

* AA21-077A: Detecting Post-Compromise Threat Activity Using the CHIRP 10C Detection Tool
* AA21-076A: TrickBot Malware

* Vulnerability Summary for the Week of March 15, 2021

* Vulnerability Summary for the Week of March 8, 2021

Zero Day Initiative Advisories

ZDI-CAN-13263: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13255: Fuji Electric

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13141: Advantech

A CVSS score 7.5 (AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Selim Enes
Karaduman @enesdex' was reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given
until 2021-07-24 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13260: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13252: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a



https://us-cert.cisa.gov/ncas/current-activity/2021/03/26/apple-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/03/26/openssl-releases-security-update
https://us-cert.cisa.gov/ncas/current-activity/2021/03/25/samba-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/03/25/cisco-releases-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/03/25/webshells-observed-post-compromised-exchange-servers
https://us-cert.cisa.gov/ncas/current-activity/2021/03/24/mozilla-releases-security-updates-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2021/03/23/adobe-releases-security-updates-coldfusion
https://us-cert.cisa.gov/ncas/current-activity/2021/03/18/cisco-releases-security-updates
https://us-cert.cisa.gov/ncas/alerts/aa21-077a
https://us-cert.cisa.gov/ncas/alerts/aa21-076a
https://us-cert.cisa.gov/ncas/bulletins/sb21-081
https://us-cert.cisa.gov/ncas/bulletins/sb21-074
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)

fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13267: Fuji Electric

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13137: Advantech

A CVSS score 7.5 (AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Selim Enes
Karaduman @enesdex' was reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given
until 2021-07-24 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13502: Microsoft

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Anthony Fuller
of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor
is given until 2021-07-24 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.

ZDI-CAN-13358: Microsoft

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-13143: Cisco

A CVSS score 7.5 (AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'peterjson of
RedTeam@VNG Corporation' was reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is
given until 2021-07-24 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13254: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13253: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13257: Fuji Electric

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13256: Fuji Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-26, 3 days ago. The vendor is given until 2021-07-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13173: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by '‘Quynh Le of
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VNPT ISC' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is given until
2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-13065: Oracle

A CVSS score 7.5 (AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Jang Laptop of
VNPT ISC' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is given until
2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-13067: Oracle

A CVSS score 7.5 (AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Jang Laptop of
VNPT ISC' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is given until
2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-13246: Parallels

A CVSS score 8.2 (AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H) severity vulnerability discovered by 'Jeonghoon
Shin(@singi21a) of THEORI' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is
given until 2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13168: Adobe

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mark Vincent
Yason (@MarkYason)' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is given
until 2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13480: Cisco

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-03-24, 5 days ago. The vendor is
given until 2021-07-22 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-13029: Delta Industrial Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-18, 11 days ago. The vendor is given until 2021-07-16 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-12978: Delta Industrial Automation

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-18, 11 days ago. The vendor is given until 2021-07-16 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13028: Delta Industrial Automation

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-18, 11 days ago. The vendor is given until 2021-07-16 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13030: Delta Industrial Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-03-18, 11 days ago. The vendor is given until 2021-07-16 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-4888-2

Ubuntu Security Notice 4888-2 - USN-4888-1 fixed several vulnerabilities in Idb. This update provides the
corresponding update for Ubuntu 14.04 ESM. Douglas Bagnall discovered that Idb, when used with Samba,
incorrectly handled certain LDAP attributes. A remote attacker could possibly use this issue to cause the LDAP
server to crash, resulting in a denial of service. Douglas Bagnall discovered that Idb, when used with Samba,
incorrectly handled certain DN strings. A remote attacker could use this issue to cause the LDAP server to
crash, resulting in a denial of service, or possibly execute arbitrary code. Various other issues were also
addressed.

Ubuntu Security Notice USN-3685-2

Ubuntu Security Notice 3685-2 - USN-3685-1 fixed a vulnerability in Ruby. The fix for CVE-2017-0903
introduced a regression in Ruby. This update fixes the problem.

Ubuntu Security Notice USN-4891-1

Ubuntu Security Notice 4891-1 - It was discovered that OpenSSL incorrectly handled certain renegotiation
ClientHello messages. A remote attacker could use this issue to cause OpenSSL to crash, resulting in a denial
of service, or possibly execute arbitrary code.

Red Hat Security Advisory 2021-0992-01

Red Hat Security Advisory 2021-0992-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 78.9.0 ESR.
Issues addressed include a spoofing vulnerability.

Ubuntu Security Notice USN-4890-1

Ubuntu Security Notice 4890-1 - Piotr Krysiuk discovered that the BPF subsystem in the Linux kernel did not
properly compute a speculative execution limit on pointer arithmetic in some situations. A local attacker could
use this to expose sensitive information. Piotr Krysiuk discovered that the BPF subsystem in the Linux kernel
did not properly apply speculative execution limits on some pointer types. A local attacker could use this to
expose sensitive information. Various other issues were also addressed.

Red Hat Security Advisory 2021-0996-01

Red Hat Security Advisory 2021-0996-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 78.9.0. Issues addressed include a spoofing vulnerability.

Ubuntu Security Notice USN-4889-1

Ubuntu Security Notice 4889-1 - Adam Nichols discovered that heap overflows existed in the iSCSI subsystem
in the Linux kernel. A local attacker could use this to cause a denial of service or possibly execute arbitrary
code. Adam Nichols discovered that the iISCSI subsystem in the Linux kernel did not properly restrict access to
iISCSI transport handles. A local attacker could use this to cause a denial of service or expose sensitive
information. Various other issues were also addressed.

Ubuntu Security Notice USN-4888-1

Ubuntu Security Notice 4888-1 - Douglas Bagnall discovered that Idb, when used with Samba, incorrectly
handled certain LDAP attributes. A remote attacker could possibly use this issue to cause the LDAP server to
crash, resulting in a denial of service. Douglas Bagnall discovered that Idb, when used with Samba, incorrectly
handled certain DN strings. A remote attacker could use this issue to cause the LDAP server to crash, resulting
in a denial of service, or possibly execute arbitrary code. Various other issues were also addressed.

Red Hat Security Advisory 2021-0991-01

Red Hat Security Advisory 2021-0991-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 78.9.0 ESR.
Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0994-01

Red Hat Security Advisory 2021-0994-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 78.9.0. Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0989-01
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Red Hat Security Advisory 2021-0989-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 78.9.0 ESR.
Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0993-01

Red Hat Security Advisory 2021-0993-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 78.9.0. Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0995-01

Red Hat Security Advisory 2021-0995-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 78.9.0. Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0990-01

Red Hat Security Advisory 2021-0990-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 78.9.0 ESR.
Issues addressed include a spoofing vulnerability.

Red Hat Security Advisory 2021-0988-01

Red Hat Security Advisory 2021-0988-01 - The RHV-M Virtual Appliance automates the process of installing
and configuring the Red Hat Virtualization Manager. The appliance is available to download as an OVA file
from the Customer Portal. Issues addressed include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-0833-01

Red Hat Security Advisory 2021-0833-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 3.11.404. Issues addressed include
denial of service and integer overflow vulnerabilities.

Red Hat Security Advisory 2021-0986-01

Red Hat Security Advisory 2021-0986-01 - The release of Red Hat AMQ Online 1.7.0 serves as a replacement
for earlier AMQ Online releases, and includes bug fixes and enhancements, which are documented in the
Release Notes document linked in the References. Issues addressed include information leakage and traversal
vulnerabilities.

Ubuntu Security Notice USN-4887-1

Ubuntu Security Notice 4887-1 - De4dCrOw of 360 Alpha Lab discovered that the BPF verifier in the Linux
kernel did not properly handle mod32 destination register truncation when the source register was known to be
0. A local attacker could use this to expose sensitive information or possibly execute arbitrary code. Adam
Nichols discovered that heap overflows existed in the iSCSI subsystem in the Linux kernel. A local attacker
could use this to cause a denial of service or possibly execute arbitrary code. Various other issues were also
addressed.

Red Hat Security Advisory 2021-0976-01

Red Hat Security Advisory 2021-0976-01 - The redhat-virtualization-host packages provide the Red Hat
Virtualization Host. These packages include redhat-release-virtualization-host, ovirt-node, and rhev-hypervisor.
Red Hat Virtualization Hosts are installed using a special build of Red Hat Enterprise Linux with only the
packages required to host virtual machines. RHVH features a Cockpit user interface for monitoring the host's
resources and performing administrative tasks. The ovirt-node-ng packages provide the Red Hat Virtualization
Host. These packages include redhat-release-virtualization-host, ovirt-node, and rhev-hypervisor. Red Hat
Virtualization Hosts are installed using a special build of Red Hat Enterprise Linux with only the packages
required to host virtual machines. RHVH features a Cockpit user interface for monitoring the host's resources
and performing administrative tasks. Issues addressed include denial of service and memory leak
vulnerabilities.

Red Hat Security Advisory 2021-0975-01

Red Hat Security Advisory 2021-0975-01 - The Public Key Infrastructure Core contains fundamental packages
required by Red Hat Certificate System. Issues addressed include a cross site scripting vulnerability.

Red Hat Security Advisory 2021-0974-01
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Red Hat Security Advisory 2021-0974-01 - Red Hat Single Sign-On 7.4 is a standalone server, based on the
Keycloak project, that provides authentication and standards-based single sign-on capabilities for web and
mobile applications. This release of Red Hat Single Sign-On 7.4.6 serves as a replacement for Red Hat Single
Sign-On 7.4.5, and includes bug fixes and enhancements, which are documented in the Release Notes
document linked to in the References. Issues addressed include bypass, cross site scripting, and information
leakage vulnerabilities.

Ubuntu Security Notice USN-4886-1

Ubuntu Security Notice 4886-1 - It was discovered that Privoxy incorrectly handled CGI requests. An attacker
could possibly use this issue to cause a denial of service or obtain sensitive information. It was discovered that
Privoxy incorrectly handled certain regular expressions. An attacker could possibly use this issue to cause a
denial of service or obtain sensitive information. Various other issues were also addressed.

Red Hat Security Advisory 2021-0969-01

Red Hat Security Advisory 2021-0969-01 - Red Hat Single Sign-On is a standalone server, based on the
Keycloak project, that provides authentication and standards-based single sign-on capabilities for web and
mobile applications. This release of Red Hat Single Sign-On 7.4.6 on RHEL 8 serves as a replacement for Red
Hat Single Sign-On 7.4.5, and includes bug fixes and enhancements, which are documented in the Release
Notes document linked to in the References. Issues addressed include a cross site scripting vulnerability.

Red Hat Security Advisory 2021-0968-01

Red Hat Security Advisory 2021-0968-01 - Red Hat Single Sign-On is a standalone server, based on the
Keycloak project, that provides authentication and standards-based single sign-on capabilities for web and
mobile applications. This release of Red Hat Single Sign-On 7.4.6 on RHEL 7 serves as a replacement for Red
Hat Single Sign-On 7.4.5, and includes bug fixes and enhancements, which are documented in the Release
Notes document linked to in the References. Issues addressed include a cross site scripting vulnerability.
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CSl Linux: Current Version: 2021.1 s I

Download here.

CSIl Linux 2021.1 is an investigation platform focusing on OSINT, SOCMINT, SIGINT, l I N ' 'X
Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics,
Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux 2021.1 has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for
the backend OS and has become a powerful Investigation environment that comes in both the traditional Virtual
Machine option and a bootable image that you can install onto an external drive or USB to use as your daily
driver or DFIR triage drive. The SIEM has been given an evolution boost with capability while being
encapsulated into a Docker container

CSIl Linux Tutorials for 2021.1:

PDF: Installation Document (CSI Linux 2021.1 Virtual Appliance)
PDF: Installation Document (CSI Linux 2021.1 Bootable)
Many more Tutorials can be found HERE

Cyber Secrets

Cyber Secrets is a community revolving around all layers of cybersecurity. There are now multiple media types
being produced. We have out video series and the printed media.

Video Access:
* Amazon FireTV App - amzn.to/300iUpE
* YouTube - youtube.com/channel/UCV|F2YkyJ8CO9HUIGgdMXybg
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Printed / Kindle Publications: ) l{]"
* Cyber Secrets on Amazon - amzn.to/2UulG9B
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https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
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The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering
around an array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark
Web, Digital Forensics & Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If
interested in helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters

issues focusing on Blue Team and the even issues on Red Team.
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