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CYBER WEEKLY AWARENESS REPORT

June 14, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary
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Internet Storm Center Infocon Status

The intent of the 'Infocon’ is to reflect changes in malicious traffic and the possibility of Cz =

disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

Cyber Secrets books and ebook series can be found
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The Tor Project - https://metrics.torproject.org/

Interesting News

* Subscribe to this OSINT resource to recieve it in your inbox. The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/2QpuBLn
https://amzn.to/38Zf4IB
https://amzn.to/2QqkuWH
https://amzn.to/3c22Cd4
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
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LATEST NEWS

Packet Storm Security

* How Hackers Used Slack To Break Into EA Games

* STEM Audio Table Rife With Business Threatening Bugs

* McDonald's Operations In South Korea And Taiwan Hit By Data Breach

* US Retailer Carter Leaks PIl With URL Shortener

* Hackers Force lowa College To Cancel Classes For Four Days

* Cops Are Using Facebook To Target Pipeline Protest Leaders

* Intel Plugs 29 Holes In CPUs, Bluetooth, Security

* Meat Giant JBS Pays $11 Million In Ransom To Resolve Attack

* Phil Zimmerman Looks Back On 30 Years Of PGP

* AnOm Encrypted-Chat Sting Leads To Arrest Of 800

* DHS Chooses Companies To Run Civilian Agency Vulnerability Disclosure Programs
* One Fastly Customer Triggered Internet Meltdown

* Windows Container Malware Targets Kubernetes Clusters

* Apple Continues Privacy War With App Tracker Reports

* Majority Of Ransom Paid By Colonial Pipeline Seized By DOJ

* How The FBI And AFP Accessed Encrypted Messages In TrojanShield Investigation
* REvil Ransomware Gang Spill Details On US Attacks

* WhatsApp Hijack Scam Continues To Spread

* Apple Updates AirTags After Stalking Fears

* Patch Now: Attackers Are Hunting For This Critical VMware vCenter Flaw

* Hacker Lexicon: What Is A Supply Chain Attack?

* Chrome 91 Will Warn Users When Installing Untrusted Extensions

* Supreme Court Narrows Interpretation Of CFAA, To The Relief Of Ethical Hackers
* Google PPC Ads Used To Deliver Infostealers

* FBI Says It Is Investigating About 100 Types Of Ransomware

Krebs on Security

* Microsoft Patches Six Zero-Day Security Holes

* Justice Dept. Claws Back $2.3M Paid by Colonial Pipeline to Ransomware Gang
* Adventures in Contacting the Russian FSB

* Using Fake Reviews to Find Dangerous Extensions

* Boss of ATM Skimming Syndicate Arrested in Mexico

* How to Tell a Job Offer from an ID Theft Trap

* Recycle Your Phone, Sure, But Maybe Not Your Number

* Try This One Weird Trick Russian Hackers Hate

* DarkSide Ransomware Gang Quits After Servers, Bitcoin Stash Seized

* Microsoft Patch Tuesday, May 2021 Edition



https://packetstormsecurity.com/news/view/32371/How-Hackers-Used-Slack-To-Break-Into-EA-Games.html
https://packetstormsecurity.com/news/view/32370/STEM-Audio-Table-Rife-With-Business-Threatening-Bugs.html
https://packetstormsecurity.com/news/view/32369/McDonalds-Operations-In-South-Korea-And-Taiwan-Hit-By-Data-Breach.html
https://packetstormsecurity.com/news/view/32368/US-Retailer-Carter-Leaks-PII-With-URL-Shortener.html
https://packetstormsecurity.com/news/view/32367/Hackers-Force-Iowa-College-To-Cancel-Classes-For-Four-Days.html
https://packetstormsecurity.com/news/view/32366/Cops-Are-Using-Facebook-To-Target-Pipeline-Protest-Leaders.html
https://packetstormsecurity.com/news/view/32365/Intel-Plugs-29-Holes-In-CPUs-Bluetooth-Security.html
https://packetstormsecurity.com/news/view/32364/Meat-Giant-JBS-Pays-11-Million-In-Ransom-To-Resolve-Attack.html
https://packetstormsecurity.com/news/view/32363/Phil-Zimmerman-Looks-Back-On-30-Years-Of-PGP.html
https://packetstormsecurity.com/news/view/32362/An0m-Encrypted-Chat-Sting-Leads-To-Arrest-Of-800.html
https://packetstormsecurity.com/news/view/32361/DHS-Chooses-Companies-To-Run-Civilian-Agency-Vulnerability-Disclosure-Programs.html
https://packetstormsecurity.com/news/view/32360/One-Fastly-Customer-Triggered-Internet-Meltdown.html
https://packetstormsecurity.com/news/view/32359/Windows-Container-Malware-Targets-Kubernetes-Clusters.html
https://packetstormsecurity.com/news/view/32358/Apple-Continues-Privacy-War-With-App-Tracker-Reports.html
https://packetstormsecurity.com/news/view/32357/Majority-Of-Ransom-Paid-By-Colonial-Pipeline-Seized-By-DOJ.html
https://packetstormsecurity.com/news/view/32356/How-The-FBI-And-AFP-Accessed-Encrypted-Messages-In-TrojanShield-Investigation.html
https://packetstormsecurity.com/news/view/32355/REvil-Ransomware-Gang-Spill-Details-On-US-Attacks.html
https://packetstormsecurity.com/news/view/32354/WhatsApp-Hijack-Scam-Continues-To-Spread.html
https://packetstormsecurity.com/news/view/32353/Apple-Updates-AirTags-After-Stalking-Fears.html
https://packetstormsecurity.com/news/view/32352/Patch-Now-Attackers-Are-Hunting-For-This-Critical-VMware-vCenter-Flaw.html
https://packetstormsecurity.com/news/view/32351/Hacker-Lexicon-What-Is-A-Supply-Chain-Attack.html
https://packetstormsecurity.com/news/view/32350/Chrome-91-Will-Warn-Users-When-Installing-Untrusted-Extensions.html
https://packetstormsecurity.com/news/view/32349/Supreme-Court-Narrows-Interpretation-Of-CFAA-To-The-Relief-Of-Ethical-Hackers.html
https://packetstormsecurity.com/news/view/32348/Google-PPC-Ads-Used-To-Deliver-Infostealers.html
https://packetstormsecurity.com/news/view/32347/FBI-Says-It-Is-Investigating-About-100-Types-Of-Ransomware.html
https://krebsonsecurity.com/2021/06/microsoft-patches-six-zero-day-security-holes/
https://krebsonsecurity.com/2021/06/justice-dept-claws-back-2-3m-paid-by-colonial-pipeline-to-ransomware-gang/
https://krebsonsecurity.com/2021/06/adventures-in-contacting-the-russian-fsb/
https://krebsonsecurity.com/2021/05/using-fake-reviews-to-find-dangerous-extensions/
https://krebsonsecurity.com/2021/05/boss-of-atm-skimming-syndicate-arrested-in-mexico/
https://krebsonsecurity.com/2021/05/how-to-tell-a-job-offer-from-an-id-theft-trap/
https://krebsonsecurity.com/2021/05/recycle-your-phone-sure-but-maybe-not-your-number/
https://krebsonsecurity.com/2021/05/try-this-one-weird-trick-russian-hackers-hate/
https://krebsonsecurity.com/2021/05/darkside-ransomware-gang-quits-after-servers-bitcoin-stash-seized/
https://krebsonsecurity.com/2021/05/microsoft-patch-tuesday-may-2021-edition/
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LATEST NEWS

Dark Reading

* Name That Toon: Sight Unseen

* Colonial Pipeline Cyberattack Proves a Single Password Isn't Enough

* Trickbot Investigation Shows Details of Massive Cybercrime Effort

* McDonald's Data Breach Exposed Business & Customer Data

* Details Emerge on How Gaming Giant EA Was Hacked

* Many Mobile Apps Intentionally Using Insecure Connections for Sending Data
* Secure Access Trade-offs for DevSecOps Teams

* New Ransomware Group Claiming Connection to REvil Gang Surfaces

* 'Fancy Lazarus' Criminal Group Launches DDoS Extortion Campaign

* Healthcare Device Security Firm COO Charged With Hacking Medical Center
* JBS CEO Says Company Paid $11M in Ransom

* 'Beware the Lady Named Katie'

* The Workforce Shortage in Cybersecurity Is a Myth

* Intl. Law Enforcement Operation Disrupts Slilpp Marketplace

* Deepfakes Are on the Rise, but Don't Panic Just Yet

* 11 Cybersecurity Vendors to Watch in 2021

* Cyber Is the New Cold War & Al Is the Arms Race

* Required MFA Is Not Sufficient for Strong Security: Report

* What to Know About Updates to the PCI Secure Software Standard

* RSA Spins Off Fraud & Risk Intelligence Unit

The Hacker News

* NoxPlayer Supply-Chain Attack is Likely the Work of Gelsemium Hackers

* Cybersecurity Executive Order 2021: What It Means for Cloud and SaaS Security
* Chinese Hackers Believed to be Behind Second Cyberattack on Air India

* Mozilla Says Google's New Ad Tech-FLoC-Doesn't Protect User Privacy

* Hackers Can Exploit Samsung Pre-Installed Apps to Spy On Users

* Live Cybersecurity Webinar - Deconstructing Cobalt Strike

* 7-Year-Old Polkit Flaw Lets Unprivileged Linux Users Gain Root Access

* New Cyber Espionage Group Targeting Ministries of Foreign Affairs

* U.S. Authorities Shut Down Slilpp-Largest Marketplace for Stolen Logins

* Emerging Ransomware Targets Dozens of Businesses Worldwide

* Using Breached Password Detection Services to Prevent Cyberattack

* Beef Supplier JBS Paid Hackers $11 Million Ransom After Cyberattack

* New Chrome 0-Day Bug Under Active Attacks - Update Your Browser ASAP!

* New TLS Attack Lets Attackers Launch Cross-Protocol Attacks Against Secure Sites
* Crypto-Mining Attacks Targeting Kubernetes Clusters via Kubeflow Instances



https://www.darkreading.com/attacks-breaches/name-that-toon-sight-unseen/a/d-id/1341287?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/omdia/colonial-pipeline-cyberattack-proves-a-single-password-isnt-enough/a/d-id/1341278?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/trickbot-investigation-shows-details-of-massive-cybercrime-effort/d/d-id/1341283?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/mcdonalds-data-breach-exposed-business-and-customer-data/d/d-id/1341282?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/details-emerge-on-how-gaming-giant-ea-was-hacked/d/d-id/1341277?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/mobile/many-mobile-apps-intentionally-using-insecure-connections-for-sending-data/d/d-id/1341276?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/secure-access-trade-offs-for-devsecops-teams/a/d-id/1341211?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/new-ransomware-group-claiming-connection-to-revil-gang-surfaces/d/d-id/1341271?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/fancy-lazarus-criminal-group-launches-ddos-extortion-campaign/d/d-id/1341272?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/healthcare-device-security-firm-coo-charged-with-hacking-medical-center/d/d-id/1341273?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/jbs-ceo-says-company-paid-$11m-in-ransom/d/d-id/1341270?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/beware-the-lady-named-katie/b/d-id/1341274?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/careers-and-people/the-workforce-shortage-in-cybersecurity-is-a-myth/a/d-id/1341209?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/intl-law-enforcement-operation-disrupts-slilpp-marketplace/d/d-id/1341266?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/deepfakes-are-on-the-rise-but-dont-panic-just-yet/a/d-id/1341205?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/11-cybersecurity-vendors-to-watch-in-2021/b/d-id/1341265?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/analytics/cyber-is-the-new-cold-war-and-ai-is-the-arms-race/a/d-id/1341184?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/required-mfa-is-not-sufficient-for-strong-security-report/d/d-id/1341263?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/what-to-know-about-updates-to-the-pci-secure-software-standard/b/d-id/1341264?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/rsa-spins-off-fraud-and-risk-intelligence-unit/d/d-id/1341262?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/c3CBti2aP20/noxplayer-supply-chain-attack-is-likely.html
http://feedproxy.google.com/~r/TheHackersNews/~3/4iSCZo3dyuI/cybersecurity-executive-order-2021-what.html
http://feedproxy.google.com/~r/TheHackersNews/~3/H9QvjajTV9k/chinese-hackers-believed-to-be-behind.html
http://feedproxy.google.com/~r/TheHackersNews/~3/KChC0ET19HA/mozilla-says-googles-new-ad.html
http://feedproxy.google.com/~r/TheHackersNews/~3/vLv1d8FYQKQ/hackers-can-exploit-samsung-pre.html
http://feedproxy.google.com/~r/TheHackersNews/~3/cnRBl4Gn87A/live-cybersecurity-webinar.html
http://feedproxy.google.com/~r/TheHackersNews/~3/xdKTvjR3iVI/7-year-old-polkit-flaw-lets.html
http://feedproxy.google.com/~r/TheHackersNews/~3/QIHoKnHtLmM/new-cyber-espionage-group-targeting.html
http://feedproxy.google.com/~r/TheHackersNews/~3/bbuXry54VYo/us-authorities-shut-down-slilpplargest.html
http://feedproxy.google.com/~r/TheHackersNews/~3/HwHITA8jxmM/emerging-ransomware-targets-dozens-of.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9kyiXACgOkU/using-breached-password-detection.html
http://feedproxy.google.com/~r/TheHackersNews/~3/1MDhg0pYgZk/beef-supplier-jbs-paid-hackers-11.html
http://feedproxy.google.com/~r/TheHackersNews/~3/SQiAlMayhYg/new-chrome-0-day-bug-under-active.html
http://feedproxy.google.com/~r/TheHackersNews/~3/OVXOWjLoSwU/new-tls-attack-lets-attackers-launch.html
http://feedproxy.google.com/~r/TheHackersNews/~3/dhqyoGbKN48/crypto-mining-attacks-targeting.html
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LATEST NEWS

Security Week

* G7 Tells Russia to Crack Down on Ransomware, Other Cybercrime

* Cybersecurity Training Company Immersive Labs Raises $75 Million

* Google Offers UK Watchdog Role in Browser Cookie Phase-Out

* Cybersecurity M&A Roundup for June 7-13, 2021

* Apple Reaffirms Privacy Stance Amid Trump Probe Revelations

* Volkswagen America Discloses Data Breach Impacting 3.3 Million

* Wray: FBI Frowns on Ransomware Payments Despite Recent Trend

* Recorded Future Unveils $20M Threat-Intel Investment Fund

* COO of Security Company Charged for Cyberattack on Medical Center

* RSA Spins Out Fraud and Risk Intelligence Unit as Standalone Company Outseer
* McDonald's Says Hackers Breached Data in Taiwan, South Korea

* GitHub Discloses Details of Easy-to-Exploit Linux Vulnerability

* Canada Privacy Watchdog Slams Police Use of Facial Recognition Tool

* Alibaba's Lazada Launches Public Bug Bounty Program

* Gaming Giant EA Confirms Breach, Theft of Source Code

* |taly Sets Up Cybersecurity Agency After Russia Warnings

* Authorities Take Down Stolen Login Credentials Marketplace Slilpp

* Attackers Leverage SonicWall VPN Flaw to Compromise SRA Appliances
* Flaws in Rockwell Software Impact Products From Schneider Electric, GE and Others
* GitHub Starts Scanning for Exposed Package Registry Credentials

* Honeywell Launches OT Cybersecurity Monitoring and Response Service
* US Drops Trump Order Targeting TikTok, Plans Its Own Review

* Webinar Today: CISO Guide to Preventing Vendor Email Compromise

* ALPACA: New TLS Attack Allows User Data Extraction, Code Execution

Infosecurity Magazine

* Government Wants Startups to Build a More Secure Nation

* G7 Turns Up the Heat on Putin Over Ransomware Attacks

* Global Police Close Record Number of Fake Pharma Sites

* COO Charged in Georgia Hospital Cyber-attack

* US Launches National Al Task Force

* McDonald's Suffers Data Breach

* Gaming Giant EA Suffers Major Data Breach

* #G7UK: UK and US Strike New Agreements on Cybersecurity
* Unknown Attacker Chains Chrome and Windows Zero-Days

* China's New "Anti-Sanctions" Law Means Headache for Foreign Firms
* Quantum Breakthrough in Britain Creates 600km Secure Link
* |IT Administrator Sentenced for Sabotaging Employer



http://feedproxy.google.com/~r/securityweek/~3/Y3BS1Pa1sQg/g7-tells-russia-crack-down-ransomware-other-cybercrime
http://feedproxy.google.com/~r/securityweek/~3/kGz6h_zaSv0/cybersecurity-training-company-immersive-labs-raises-75-million
http://feedproxy.google.com/~r/securityweek/~3/Ia6Kx8bfzv8/google-offers-uk-watchdog-role-browser-cookie-phase-out
http://feedproxy.google.com/~r/securityweek/~3/__QZ9AtJ5M8/cybersecurity-ma-roundup-june-7-13-2021
http://feedproxy.google.com/~r/securityweek/~3/CqgqVSgOPmo/apple-reaffirms-privacy-stance-amid-trump-probe-revelations
http://feedproxy.google.com/~r/securityweek/~3/Sh4am27ONYg/volkswagen-america-discloses-data-breach-impacting-33-million
http://feedproxy.google.com/~r/securityweek/~3/o2bLszADvkk/wray-fbi-frowns-ransomware-payments-despite-recent-trend
http://feedproxy.google.com/~r/securityweek/~3/eQkVWF89jOk/recorded-future-unveils-20m-threat-intel-investment-fund
http://feedproxy.google.com/~r/securityweek/~3/LJd374-CjAw/coo-security-company-charged-cyberattack-medical-center
http://feedproxy.google.com/~r/securityweek/~3/-yoOIGu-W3g/rsa-spins-out-fraud-and-risk-intelligence-unit-standalone-company-outseer
http://feedproxy.google.com/~r/securityweek/~3/ea8ZB3OMaYY/mcdonalds-says-hackers-breached-data-taiwan-south-korea
http://feedproxy.google.com/~r/securityweek/~3/ixenj8Lk5tU/github-discloses-details-easy-exploit-linux-vulnerability
http://feedproxy.google.com/~r/securityweek/~3/SxqpwB1fFm4/canada-privacy-watchdog-slams-police-use-facial-recognition-tool
http://feedproxy.google.com/~r/securityweek/~3/gjFRdiFlFYI/alibabas-lazada-launches-public-bug-bounty-program
http://feedproxy.google.com/~r/securityweek/~3/aHvjimk87Pk/gaming-giant-ea-confirms-breach-theft-source-code
http://feedproxy.google.com/~r/securityweek/~3/2re9muh2lG4/italy-sets-cybersecurity-agency-after-russia-warnings
http://feedproxy.google.com/~r/securityweek/~3/QDyF2agELo4/authorities-take-down-stolen-login-credentials-marketplace-slilpp
http://feedproxy.google.com/~r/securityweek/~3/DxvIpyDKwWw/attackers-leverage-sonicwall-vpn-flaw-compromise-sra-appliances
http://feedproxy.google.com/~r/securityweek/~3/ay07jphh_mE/flaws-rockwell-software-impact-products-schneider-electric-ge-and-others
http://feedproxy.google.com/~r/securityweek/~3/NsSji1rDl18/github-starts-scanning-exposed-package-registry-credentials
http://feedproxy.google.com/~r/securityweek/~3/gzZUUrvP0hw/honeywell-launches-ot-cybersecurity-monitoring-and-response-service
http://feedproxy.google.com/~r/securityweek/~3/pAc7sjh8Q08/us-drops-trump-order-targeting-tiktok-plans-its-own-review
http://feedproxy.google.com/~r/securityweek/~3/QnRiTI63g5g/webinar-today-ciso-guide-preventing-vendor-email-compromise
http://feedproxy.google.com/~r/securityweek/~3/kzKX5hrYwxQ/alpaca-new-tls-attack-allows-user-data-extraction-code-execution
https://www.infosecurity-magazine.com:443/news/government-startups-build-secure/
https://www.infosecurity-magazine.com:443/news/g7-turns-up-heat-putin-ransomware/
https://www.infosecurity-magazine.com:443/news/global-police-close-fake-pharma/
https://www.infosecurity-magazine.com:443/news/coo-charged-in-georgia-hospital/
https://www.infosecurity-magazine.com:443/news/us-launches-national-ai-task-force/
https://www.infosecurity-magazine.com:443/news/mcdonalds-suffers-data-breach/
https://www.infosecurity-magazine.com:443/news/gaming-ea-suffers-data-breach/
https://www.infosecurity-magazine.com:443/news/uk-us-cooperate-cybersecurity/
https://www.infosecurity-magazine.com:443/news/unknown-attacker-chains-chrome/
https://www.infosecurity-magazine.com:443/news/chinas-new-antisanctions-law/
https://www.infosecurity-magazine.com:443/news/quantum-breakthrough-britain-600km/
https://www.infosecurity-magazine.com:443/news/it-administrator-sentenced-for/
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* KnowBe4 Earns 2021 Top Rated Award from TrustRadius

* Deal or No Deal: The Double-edged Sword of the IT Security Bundle

* Insights Into Credential Phishing

* FINRA Warns U.S. Brokerage Firms of New Phishing Campaign Threatening Penalties for Non-Compliance
* Ransomware Tops IBMs List of Most Observed Attack Types with Sodinokibi Maintaining the Lead

* 78% of CISOs Say Attacks Have Increased as a Result of More Employees Working from Home

* Chinese Hacker Group Debuts After 3 Years of Testing with a Previously Unseen Backdoor Exploit

* The Future Of Ransomware

* CyberheistNews Vol 11 #22 [Heads Up] New Email Attack Takes a Phishing-Turned-Vishing Angle To S

* Phishing Trends Show X-Rated Themes Have Skyrocketed 974%

ISC2.0rg Blog

* Best Practices and Technigues for Pseudonymization

* Help Shape the ISSMP Exam

* An Inside Look at Cloud Security from Industry Experts

* Make New Connections with (ISC)&sup2; Community

* Software Security Testing - Hidden Thoughts Can Cost You

HackRead

* Game giant Electronic Arts is the latest victim of massive data breach
* What You Need to Know About SOX Compliance

* 800+ criminals arrested after FBI turned Anom app into honeypot

* How gamers should secure their accounts from cyber attacks

* FBI recovers millions in ransom from DarkSide ransomware gang

* Kubernetes Clusters Targeted by Siloscape Malware

* 4 Ways For Employees To Distinguish Phishing Attacks

Koddos

* Game giant Electronic Arts is the latest victim of massive data breach
* What You Need to Know About SOX Compliance

* 800+ criminals arrested after FBI turned Anom app into honeypot

* How gamers should secure their accounts from cyber attacks

* EBI recovers millions in ransom from DarkSide ransomware gang

* Kubernetes Clusters Targeted by Siloscape Malware

* 4 Ways For Employees To Distinguish Phishing Attacks



https://blog.knowbe4.com/knowbe4-earns-2021-top-rated-award-from-trustradius
https://blog.knowbe4.com/deal-or-no-deal-the-double-edged-sword-of-the-it-security-bundle
https://blog.knowbe4.com/insights-into-credential-phishing
https://blog.knowbe4.com/finra-warns-u.s.-brokerage-firms-of-new-phishing-campaign-threatening-penalties-for-non-compliance
https://blog.knowbe4.com/ransomware-tops-ibms-list-of-most-observed-attack-types-with-sodinokibi-maintaining-the-lead
https://blog.knowbe4.com/78-of-cisos-say-attacks-have-increased-as-a-result-of-more-employees-working-from-home
https://blog.knowbe4.com/chinese-hacker-group-debuts-after-3-years-of-testing-with-a-previously-unseen-backdoor-exploit
https://blog.knowbe4.com/the-future-of-ransomware
https://blog.knowbe4.com/cyberheistnews-vol-11-22-heads-up-the-cybersecurity-insurance-landscape-is-fundamentally-changing-right-now
https://blog.knowbe4.com/phishing-trends-show-x-rated-themes-have-have-skyrocketed-974
http://feedproxy.google.com/~r/isc2Blog/~3/wt0Sw2YWGoY/best-practices-and-techniques-for-pseudonymization.html
http://feedproxy.google.com/~r/isc2Blog/~3/Me5upgm2f1M/help-shape-the-issmp-exam.html
http://feedproxy.google.com/~r/isc2Blog/~3/_rL3W6QrDvY/an-inside-look-at-cloud-security.html
http://feedproxy.google.com/~r/isc2Blog/~3/qrWj7Mr1uwc/isc2-community.html
http://feedproxy.google.com/~r/isc2Blog/~3/bhsyCEooeO4/software-security-testing.html
https://www.hackread.com/game-giant-electronic-arts-data-breach/
https://www.hackread.com/what-you-need-to-know-about-sox-compliance/
https://www.hackread.com/800-arrest-fbi-anom-app-honeypot/
https://www.hackread.com/how-gamers-secure-accounts-cybercriminals/
https://www.hackread.com/fbi-recovers-ransom-darkside-ransomware-gang/
https://www.hackread.com/kubernetes-clusters-targeted-siloscape-malware/
https://www.hackread.com/employees-to-distinguish-phishing-attacks/
https://www.hackread.com/game-giant-electronic-arts-data-breach/
https://www.hackread.com/what-you-need-to-know-about-sox-compliance/
https://www.hackread.com/800-arrest-fbi-anom-app-honeypot/
https://www.hackread.com/how-gamers-secure-accounts-cybercriminals/
https://www.hackread.com/fbi-recovers-ransom-darkside-ransomware-gang/
https://www.hackread.com/kubernetes-clusters-targeted-siloscape-malware/
https://www.hackread.com/employees-to-distinguish-phishing-attacks/

ddddddadatad

/

LATEST NEWS

Naked Security

* ALPACA - the wacky TLS security vulnerability with a funky name

* S3 Ep36: Trickbot coder busted, passwords cracked, and breaches judged [Podcast]
* Chrome zero-day, hot on the heels of Microsoft's IE zero-day. Patch now!

* How could the FBI recover BTC from Colonial's ransomware payment?

* Latvian woman charged with writing malware for the Trickbot Group

* How to hack into 5500 accounts&hellip; just using "credential stuffing"”

* S3 Ep35: Apple chip flaw, Have | Been Pwned, and Covid tracker trouble [Podcast]

* "Have | Been Pwned" breach site partners with&hellip; the FBI!

* "Unpatchable" vuln in Apple's new Mac chip - what you need to know

* S3 Ep34: Apple bugs, scammers busted, and how crooks bypass 2FA [Podcast]

Threat Post

* Unpatched Bugs Found Lurking in Provisioning Platform Used with Cisco UC
* Baby Clothes Giant Carter's Leaks 410K Customer Records

* REvil Hits US Nuclear Weapons Contractor: Report

* Cyberpunk 2077 Hacked Data Circulating Online

* Monumental Supply-Chain Attack on Airlines Traced to State Actor

* Police Grab Slilpp, Biggest Stolen-Logins Market

* Hackers Steal FIFA 21 Source Code, Tools in EA Breach

* 'Fancy Lazarus' Cyberattackers Ramp up Ransom DDoS Efforts

* Chrome Browser Bug Under Active Attack

* STEM Audio Table Rife with Business-Threatening Bugs

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2021/06/11/alpaca-the-wacky-tls-security-vulnerability-with-a-funky-name/
https://nakedsecurity.sophos.com/2021/06/10/s3-ep36-trickbot-coder-busted-passwords-cracked-and-breaches-judged-podcast/
https://nakedsecurity.sophos.com/2021/06/10/chrome-zero-day-hot-on-the-heels-of-microsofts-ie-zero-day-patch-now/
https://nakedsecurity.sophos.com/2021/06/09/how-could-the-fbi-recover-btc-from-colonials-ransomware-payment/
https://nakedsecurity.sophos.com/2021/06/07/latvian-woman-charged-with-writing-malware-for-the-trickbot-group/
https://nakedsecurity.sophos.com/2021/06/04/how-to-hack-into-5500-accounts-just-using-credential-stuffing/
https://nakedsecurity.sophos.com/2021/06/03/s3-ep35-apple-chip-flaw-have-i-been-pwned-and-covid-tracker-trouble-podcast/
https://nakedsecurity.sophos.com/2021/06/02/have-i-been-pwned-breach-site-partners-with-the-fbi/
https://nakedsecurity.sophos.com/2021/05/27/unpatchable-vuln-in-apples-new-mac-chip-what-you-need-to-know/
https://nakedsecurity.sophos.com/2021/05/26/s3-ep34-apple-bugs-scammers-busted-and-how-crooks-bypass-2fa-podcast/
https://threatpost.com/unpatched-bugs-provisioning-cisco-uc/166882/
https://threatpost.com/baby-clothes-carters-leaks-customer-records/166866/
https://threatpost.com/revil-hits-us-nuclear-weapons-contractor-sol-oriens/166858/
https://threatpost.com/cyberpunk-2077-hacked-data-online/166852/
https://threatpost.com/supply-chain-attack-airlines-state-actor/166842/
https://threatpost.com/police-slilpp-market-stolen-logins/166812/
https://threatpost.com/hackers-fifa-21-source-code/166829/
https://threatpost.com/fancy-lazarus-cyberattackers-ransom-ddos/166811/
https://threatpost.com/chrome-browser-bug-under-attack/166804/
https://threatpost.com/stem-audio-table-business-bugs/166798/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/
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LATEST

IBM Security Intelligence

* Educating the Educators: Protecting Student Data

* Everyone Wants to Build a Cyber Range: Should You? Part 2

* Cybersecurity Tips for Business Travelers: Best Practices for 2021

* What is Network Detection and Response and Why is it So Important?

* Confidential Computing: The Future of Cloud Computing Security

* How Good Transaction Security Can Make Customer Visits Easier

* 5 Global Supply Chain Security Threats (and How to Handle Them)

* Thoughts From a Data Security Expert: 3 Things That Keep Me Up at Night

* Cyber Gangs: Who Are They in 2021 and What Do They Want?

* Learning the Building Blocks You Need for Consumer Identity and Access Management Part 2: Engage

InfoWorld

* The great cloud computing surge

* Go 1.17 moves to beta, with language and compiler enhancements
* From legacy to the cloud: The 3 stages of enterprise modernization
* Excel, Python, and the future of data science

* Visual Studio Code adds Workplace Trust for code editing safety

* QOracle offers Java management service

* Complexity is the biggest threat to cloud success and security

* JDK 17: The new features in Java 17

* Snowflake pushes back at&hellip; whom?

* "Do More with R" video tutorials

C4ISRNET - Media for the Intelligence Age Military

* Founder of Army tactical network team reflects on tenure, future of joint war fighting

* NATO surveillance drones dial up flying hours, maritime sensing

* Space Command asks Congress for $67 million to achieve full operational capability

* Marine Corps names new top information officer

* 'Drone Wars': New book wonders who will be the next drone superpower

* 2 combatant command budgets left out funding for JADC2 international collaboration tool
* NORAD, NORTHCOM want $80 million to test SpaceX and OneWeb in the Arctic

* DoD wish list seeks more funds to boost Pacific missile defense, weapons cybersecurity
* US Cyber Command wants more money for network defense

* Army says 2025 tactical network will make JADC?2 a reality



http://feedproxy.google.com/~r/SecurityIntelligence/~3/MZU2mK-6JlU/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/js3LfB1NjJg/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/3gcw5nHYvmE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/7xq55Ss90j4/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/7qV60vn9Wps/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/_F85eHlerBQ/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/uWo38GcHNW4/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/uO3rxzcnXOM/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/DoLGIcY1zjo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Fze2DvL3hmk/
https://www.infoworld.com/article/3621752/the-great-cloud-computing-surge.html#tk.rss_all
https://www.infoworld.com/article/3621696/go-117-moves-to-beta-with-language-and-compiler-enhancements.html#tk.rss_all
https://www.infoworld.com/article/3620939/from-legacy-to-the-cloud-the-3-stages-of-enterprise-modernization.html#tk.rss_all
https://www.infoworld.com/article/3620913/excel-python-and-data-science.html#tk.rss_all
https://www.infoworld.com/article/3621738/visual-studio-code-adds-workplace-trust-for-code-editing-safety.html#tk.rss_all
https://www.infoworld.com/article/3621690/oracle-offers-java-management-service.html#tk.rss_all
https://www.infoworld.com/article/3620944/complexity-is-the-biggest-threat-to-cloud-success-and-security.html#tk.rss_all
https://www.infoworld.com/article/3606833/jdk-17-the-new-features-in-java-17.html#tk.rss_all
https://www.infoworld.com/article/3620929/snowflake-pushes-back-at-whom.html#tk.rss_all
https://www.infoworld.com/article/3411819/do-more-with-r-video-tutorials.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/oWWVUfgk-24/
http://feedproxy.google.com/~r/c4isrnet/home/~3/q7_pG1wIvPM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/kmNa-NvQ1wk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/yLM3u3Z4HVc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/UtjzZxSSpXk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/cZ3cH1E40gA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/AatY2ZY1XaI/
http://feedproxy.google.com/~r/c4isrnet/home/~3/RyqOMUNc9nA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/_QAloro4bX8/
http://feedproxy.google.com/~r/c4isrnet/home/~3/eCrHiEqpxCQ/

The Hacker Corner

Conferences

* |s It Worth Public Speaking?

* Qur Guide To Cybersecurity Marketing Campaigns

* How To Choose A Cybersecurity Marketing Agency

* The "New" Conference Concept: The Hybrid

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

* How To Sponsor Cybersecurity Conferences

* How To Secure Earned Cybersecurity Speaking Engagements
* World RPA & Al Summit | Interview with Ashley Pena

Google Zero Day Project

* Fuzzing iOS code on macOS at native speed
* Designing sockfuzzer, a network syscall fuzzer for XNU

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is a list if
CTFs they have on thier calendar.

* The Threat Interceptors Challenge
* CTF InterlUT 2021

* WeCTF 2021

* CTFZone 2021

* Hack-A-Sat 2 Qualifiers

* Hacky Holidays - Space Race

* CyberThreatForce CTF | 2021

* OCTF/TCTF 2021 Quals

* redpwnCTF 2021

* ENOWARS 5

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* hacksudo: L.P.E.

* hacksudo: FOG

* Prime (2021): 2

* DriftingBlues: 9 (final)
* AdmX: 1.0.1



https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://infosec-conferences.com/sponsoring-cybersecurity-conferences/
https://infosec-conferences.com/secure-earned-speaking-gigs/
https://infosec-conferences.com/world-rpa-ai-summit/
https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-native.html
https://googleprojectzero.blogspot.com/2021/04/designing-sockfuzzer-network-syscall.html
https://ctftime.org/event/1345
https://ctftime.org/event/1337
https://ctftime.org/event/1231
https://ctftime.org/event/1328
https://ctftime.org/event/1365
https://ctftime.org/event/1383
https://ctftime.org/event/1380
https://ctftime.org/event/1356
https://ctftime.org/event/1327
https://ctftime.org/event/1340
http://www.vulnhub.com/entry/hacksudo_lpe,698/
http://www.vulnhub.com/entry/hacksudo_fog,697/
http://www.vulnhub.com/entry/prime-2021_2,696/
http://www.vulnhub.com/entry/driftingblues_9-final,695/
http://www.vulnhub.com/entry/admx_101,694/

Tools & Techniques

Packet Storm Security Tools Links

* tcpdump 4.99.1
* nfstream 6.3.2

* GNU Privacy Guard 2.2.28

* Petalus 1.0.0

* SQLMAP - Automatic SQL Injection Tool 1.5.6
* Flawfinder 2.0.17

* Wireshark Analyzer 3.4.6

* Zeek 4.0.2

* American Fuzzy Lop plus plus 3.13c

* Flawfinder 2.0.16

Kali Linux Tutorials

* Onelinepy : Python Obfuscator To Generate One-Liners And FUD Payloads

* Arkhota : A Web Brute Forcer For Android

* Dent : A Framework For Creating COM-based Bypasses Utilizing Vulnerabilities In Microsoft's WDAPT Sen

* Bucky : An Automatic S3 Bucket Discovery Tool

* DNS-Black-Cat(DBC) : Multi Platform Toolkit For An Interactive DNS Shell Commands EXxfiltration, By Us

* Php_Code_Analysis : Scan your PHP code for vulnerabilities

* Solr-GRAB : Steal Apache Solr Instance Queries With Or Without A Username And Password

* CiLocks : Android LockScreen Bypass

* MurMurHash : Tool To Calculate A MurmurHash Value Of A Favicon To Hunt Phishing Websites On The Shoda
* AMSITrigger : The Hunt For Malicious Strings

GBHackers Analysis

* EA Sports Hacked - Hackers Stolen Source Code With 780 GB of Data

* Russian Hacker Jailed for Running a Darkweb Market Place that Sells Stolen Credit card Details

* Russian Hacker Group Nobelium Attack U.S Gov Agencies By Targeting 3,000 Email Accounts

* Hackers Exploited Fortinet Vulnerabilities to Gain Access of a U.S. Municipal Government Webserver
* 13 Vulnerabilities in Nagios Server Let Hackers Compromises The IT Infrastructure



https://packetstormsecurity.com/files/163099/tcpdump-4.99.1.tar.gz
https://packetstormsecurity.com/files/163096/nfstream-6.3.2.tar.gz
https://packetstormsecurity.com/files/163095/gnupg-2.2.28.tar.bz2
https://packetstormsecurity.com/files/163075/petalus-1.0.0.tar.gz
https://packetstormsecurity.com/files/163015/sqlmap-1.5.6.tar.gz
https://packetstormsecurity.com/files/162974/flawfinder-2.0.17.tar.gz
https://packetstormsecurity.com/files/162954/wireshark-3.4.6.tar.xz
https://packetstormsecurity.com/files/162943/zeek-4.0.2.tar.gz
https://packetstormsecurity.com/files/162905/AFLplusplus-3.13c.tar.gz
https://packetstormsecurity.com/files/162904/flawfinder-2.0.16.tar.gz
https://kalilinuxtutorials.com/onelinepy/
https://kalilinuxtutorials.com/arkhota/
https://kalilinuxtutorials.com/dent/
https://kalilinuxtutorials.com/bucky/
https://kalilinuxtutorials.com/dns-black-cat/
https://kalilinuxtutorials.com/php_code_analysis/
https://kalilinuxtutorials.com/solr-grab-steal-apache-solr-instance-queries-with-or-without-a-username-and-password/
https://kalilinuxtutorials.com/cilocks/
https://kalilinuxtutorials.com/murmurhash/
https://kalilinuxtutorials.com/amsitrigger/
https://gbhackers.com/ea-sports-hacked/
https://gbhackers.com/russian-hacker-jailed-for-running-a-darkweb-market-place/
https://gbhackers.com/russian-hacker-group-nobelium-attack-u-s-gov/
https://gbhackers.com/hackers-exploited-fortinet-vulnerabilities/
https://gbhackers.com/13-vulnerabilities-in-nagios-server/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* SANS Threat Analysis Rundown

* Mobile Validation - Working together for the Common Good

* FOR500: Windows Forensic Analysis course: What to expect
* Why take the FOR500: Windows Forensic Analysis course

Defcon Conference

* DEF CON China Party 2021 - Keynote Interview Excerpt - Steve Wozniak, The Dark Tangent

* DEF CON China Party 2021 - Whispers Among the Stars - James Pavur

* DEF CON China Party 2021- Wall of Sheep: Hilarious Fails and the Sheep Behind Them - Riverside
* DEF CON China Party - Cooper Quintin- Detecting Fake 4G Base Stations in Real Time

Hak5

* Hacked by an Evil Neighbor w/ Retia
* Amazon Sidewalk is LIVE - Opt Out Now! - ThreatWire
* Hacking Hardware with @ MG

The PC Security Channel [TPSC]

* Windows Defender vs Malware in 2021
* Darkside Ransomware: The threat behind the state of emergency in the US

Eli the Computer Guy

* DNS for Cybersecurity

* Apply to Jobs You are UNDER QUALIFIED for - Tech Career Advice
* ELI THE COMPUTER GUY is DEAD (third community strike)

* Arduino - Raspberry Pi Web Fan Control with MySQL

Security Now

* Extrinsic Password Managers - Great CyberSecurity Awakening of 2021, NAT vs IPv6, Tavis Ormandy
* Epsilon Red - Chrome 91, Emsisoft's Ransomware Decryption Tool, Revisiting Amazon Sidewalk

Troy Hunt

* Weekly Update 247

Intel Techniques: The Privacy, Security, & OSINT Show

* 220-Privacy, Security, & OSINT Potluck
* 219-Tracking (Or Getting Tracked) with AirTags



https://www.youtube.com/watch?v=PmiksJmo6O0
https://www.youtube.com/watch?v=zSNRuc8u6CU
https://www.youtube.com/watch?v=AmYFFuzuiaw
https://www.youtube.com/watch?v=ZhQ_SNo3MMM
https://www.youtube.com/watch?v=y16QQilQGsg
https://www.youtube.com/watch?v=90_4kKpgFuw
https://www.youtube.com/watch?v=4ZabsNgMHCM
https://www.youtube.com/watch?v=q68V-s12RKE
https://www.youtube.com/watch?v=uJiSBWTLnxk
https://www.youtube.com/watch?v=6w2ePAePHQk
https://www.youtube.com/watch?v=rP1IMdE3C74
https://www.youtube.com/watch?v=iWL9cHgYfRw
https://www.youtube.com/watch?v=_rXAqOsVcc8
https://www.youtube.com/watch?v=Ah5wBBRArKA
https://www.youtube.com/watch?v=Yyz6A5JP-hA
https://www.youtube.com/watch?v=B1Ofdskkjp0
https://www.youtube.com/watch?v=eT2EiBglLvc
https://www.youtube.com/watch?v=T6YXevqvZCM
https://www.youtube.com/watch?v=YwDrwYZY5Vs
https://www.youtube.com/watch?v=qM7q7YmLiNs
https://soundcloud.com/user-98066669/220-privacy-security-osint-potluck
https://soundcloud.com/user-98066669/219-tracking-or-getting-tracked-with-airtags

Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack 1oT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* Microsoft Exchange is a Global Vulnerability. Patching Efforts Reveal Regional Inconsistencies
* The Sysrv-hello Cryptojacking Botnet: Here's What's New

* This is How Your Attack Surface May Be Larger and More Exposed Than You Think

* Mobilelnter: A Popular Magecart Skimmer Redesigned For Your Phone

* DarkSide is Standing Down, But Its Affiliates Live On

* Next-Gen Threat Intelligence: Adding Profound Value to Security and Risk Functions

* TrickBot: Get to Know the Malware That Refuses to Be Killed

* SolarWinds: llluminating the Hidden Patterns That Advance the Story

* For Threat Actors, Shadow Z118 is the Kit That Keeps on Giving

* RisklQ is llluminating the Global Attack Surface With Next-Gen Security Intelligence

FireEye

* Metasploit Wrap-Up

* Attack Surface Analysis Part 1: Vulnerability Scanning

* [Security Nation] Jeff Man on Mapping the MITRE ATT&CK Framework Against PCI
* Akkadian Provisioning Manager Multiple Vulnerabilities Disclosure

* Patch Tuesday - June 2021

* Action! Start putting automation into practice.

* Kill chains: Part 2&rarr;Strategic and tactical use cases

* Metasploit Wrap-Up

* All about the boundaries: The cloud IAM lifecycle approach

* Proposed security researcher protection under CFAA



http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
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Proof of Concept (PoC) & Exploits

Packet Storm Security

* NetSetManPro 4.7.2 Privilege Escalation

* Accela Civic Platorm 21.1 Cross Site Scripting

* Backdoor.Win32.Zombam.gen Buffer Overflow

* WordPress Database Backups 1.2.2.6 Cross Site Request Forgery
* Grocery Crud 1.6.4 SQL Injection

* OpenEMR 5.0.0 Remote Shell Upload

* Backdoor.Win32.Zombam.gen Code Execution

* Backdoor.Win32.Zombam.gen Cross Site Scripting

* WoWonder Social Network Platform 3.1 Authentication Bypass
* Zenario CMS 8.8.52729 SQL Injection

* Cerberus FTP Web Service 11 Cross Site Scripting

* Microsoft SharePoint Server 16.0.10372.20060 Server-Side Request Forgery
* Ability FTP Server 2.34 Denial Of Service

* Solar-Log 500 2.8.2 Password Disclosure

* Solar-Log 500 2.8.2 Incorrect Access Control

* NSClient++ 0.5.2.35 Remote Code Execution

* GravCMS 1.10.7 Arbitrary YAML Write / Update

* Student Result Management System 1.0 SQL Injection

* TextPattern CMS 4.8.7 Cross Site Scripting

* memono Notepad 4.2 Denial Of Service

* EasyFTP Server 1.7.0.11 Denial Of Service

* Sticky Notes Widget 3.0.6 Denial Of Service

* n+otes 1.6.2 Denial Of Service

* Internet Explorer jscript9.dll Memory Corruption

* WordPress Visitors-App 0.3 Cross Site Scripting

CXSecurity

* Sticky Notes Widget 3.0.6 Denial Of Service

* Microsoft SharePoint Server 16.0.10372.20060 Server-Side Request Forgery
* Ability FTP Server 2.34 Denial Of Service

* FreeFloat FTP Server 1.0 Denial Of Service

* Rocket.Chat 3.12.1 NoSQL Injection / Code Execution

* [coFX 2.6 Buffer Overflow

* SAMI FTP Server 2.0.2 Denial Of Service



https://packetstormsecurity.com/files/163097/secuvera-SA-2021-01.txt
https://packetstormsecurity.com/files/163093/accelacp211-xss.txt
https://packetstormsecurity.com/files/163092/MVID-2021-0245.txt
https://packetstormsecurity.com/files/163091/wpdbb1226-xsrf.txt
https://packetstormsecurity.com/files/163089/grocerycrud164-sql.txt
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https://packetstormsecurity.com/files/163073/nscp_authenticated_rce.rb.txt
https://packetstormsecurity.com/files/163071/gravcms1107-arbitrarywrite.txt
https://packetstormsecurity.com/files/163069/srms10class-sql.txt
https://packetstormsecurity.com/files/163067/textpatterncms487-xss.txt
https://packetstormsecurity.com/files/163064/memononotepad42-dos.txt
https://packetstormsecurity.com/files/163063/easyftp17011-dos.txt
https://packetstormsecurity.com/files/163060/stickynoteswidget306-dos.txt
https://packetstormsecurity.com/files/163059/notes162-dos.txt
https://packetstormsecurity.com/files/163056/GS20210609134455.tgz
https://packetstormsecurity.com/files/163045/wpvisitorsapp03-xss.txt
https://cxsecurity.com/issue/WLB-2021060071
https://cxsecurity.com/issue/WLB-2021060063
https://cxsecurity.com/issue/WLB-2021060062
https://cxsecurity.com/issue/WLB-2021060053
https://cxsecurity.com/issue/WLB-2021060052
https://cxsecurity.com/issue/WLB-2021060051
https://cxsecurity.com/issue/WLB-2021060049

Proof of Concept (PoC) & Exploits

Exploit Database

* [dos] Notex the best notes 6.4 - Denial of Service (PoC)

* [dos] Post-it 5.0.1 - Denial of Service (PoC)

* [dos] Secure Notepad Private Notes 3.0.3 - Denial of Service (PoC)

* [local] WibuKey Runtime 6.51 - 'WkSvW32.exe' Unquoted Service Path

* [webapps] OpenEMR 5.0.1.3 - 'manage_site_files' Remote Code Execution (Authenticated)

* [local] Spy Emergency 25.0.650 - 'Multiple' Unquoted Service Path

* [webapps] TextPattern CMS 4.8.7 - Remote Command Execution (Authenticated)

* [webapps] Small CRM 3.0 - 'Authentication Bypass' SQL Injection

* [webapps] Stock Management System 1.0 - 'user_id" Blind SQL injection (Authenticated)

* [webapps] COVID19 Testing Management System 1.0 - 'State' Stored Cross-Site-Scripting (XSS)
* [webapps] GLPI 9.4.5 - Remote Code Execution (RCE)

* [webapps] Accela Civic Platform 21.1 - 'contactSegNumber' Insecure Direct Object References (IDOR)
* [webapps] Accela Civic Platform 21.1 - 'successURL' Cross-Site-Scripting (XSS)

* [webapps] WoWonder Social Network Platform 3.1 - Authentication Bypass

* [webapps] Zenario CMS 8.8.52729 - 'cID' Blind & Error based SQL injection (Authenticated)

* [webapps] Solar-Log 500 2.8.2 - Unprotected Storage of Credentials

* [webapps] Solar-Log 500 2.8.2 - Incorrect Access Control

* [webapps] Grocery crud 1.6.4 - ‘order_by' SQL Injection

* [webapps] WordPress Plugin Database Backups 1.2.2.6 - 'Database Backup Download' CSRF

* [webapps] OpenEMR 5.0.0 - Remote Code Execution (Authenticated)

* [webapps] Microsoft SharePoint Server 16.0.10372.20060 - 'GetXmlDataFromDataSource' Server-Side Reque
* [webapps] Cerberus FTP Web Service 11 - 'svg' Stored Cross-Site Scripting (XSS)

* [webapps] Accela Civic Platform 21.1 - 'servProvCode' Cross-Site-Scripting (XSS)

* [dos] n+otes 1.6.2 - Denial of Service (PoC)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have added is
called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite simple. In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit”. It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/50003
https://www.exploit-db.com/exploits/50002
https://www.exploit-db.com/exploits/50001
https://www.exploit-db.com/exploits/49999
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https://www.exploit-db.com/exploits/49990
https://www.exploit-db.com/exploits/49989
https://www.exploit-db.com/exploits/49988
https://www.exploit-db.com/exploits/49987
https://www.exploit-db.com/exploits/49986
https://www.exploit-db.com/exploits/49985
https://www.exploit-db.com/exploits/49984
https://www.exploit-db.com/exploits/49983
https://www.exploit-db.com/exploits/49982
https://www.exploit-db.com/exploits/49981
https://www.exploit-db.com/exploits/49980
https://www.exploit-db.com/exploits/49979
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org
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Dark Web News

Darknet Live

Canadian Man Bought a Glock from an Undercover U.S. Fed

A Canadian man was sentenced to prison for purchasing a Glock 19 from an undercover fed on the darkweb. (via
darknetlive.com)

The FBI Secretly Ran an Encrypted Messaging Platform

The Federal Bureau of Investigation created its own encrypted device company and distributed thousands of devices to
alleged criminals worldwide. (via darknetlive.com)

PayPal Closed Someone's Account for Running Tor Relays

PayPal apparently shut down a Tor supporter's account in response to activities supporting Tor, according to the EFF.
(via darknetlive.com)

SK Police Arrest 500 for Alleged Darkweb Drug Transactions

The Seoul Metropolitan Police Agency apprehended more than 500 people suspected of buying or selling drugs on the
darkweb. (via darknetlive.com)

Dark Web Link

Encrypted Messaging System From FBI To Challenge The Criminals?

The FBI had secretly launched an encrypted messaging system named Anom back in 2018. Anom had been very helpful
in assisting in the yearlong sting operations. However, to date, everything about the secret messaging system had been
under the veil. Lately, the law enforcement agencies across the U.S., Europe and Oceania had revealed the origins of
[...] The post Encrypted Messaging System From FBI To Challenge The Criminals? appeared first on Dark Web Link
Deep web Onion Links | Darknet News.

Insurance Ransom Payment: Azusa Officials Hid 2018 Cyber Attack

The disclosure of the sensitive records of the Azusa Police Department being hacked by the hackers revealed something
big about the insurance ransom payment. The city officials have lately acknowledged that they had experienced another
hefty ransomware attack. They have also mentioned that they hid the information from the public for about two years.
The [...] The post Insurance Ransom Payment: Azusa Officials Hid 2018 Cyber Attack appeared first on Dark Web Link
Deep web Onion Links | Darknet News.

CP Possession Leads Nescopeck Man Face 100 Counts & Jail

A man from Nescopeck pleaded guilty in February to 100 counts of&#160;CP possession&#160;and he has been
sentenced to complete up to two years in jail after his sentencing. The accused had been identified as Eric S. Williams of
aged 41 years. He had appeared before Joseph F. Sklarosky Jr, Luzerne County Judge, for sentencing on [...] The post
CP Possession Leads Nescopeck Man Face 100 Counts & Jail appeared first on Dark Web Link | Deep web Onion Links

Darknet News.
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Advisories
US-Cert Alerts & bulletins

* Google Releases Security Updates for Chrome

* CISA Addresses the Rise in Ransomware Targeting Operational Technology Assets

* SAP Releases June 2021 Security Updates

* Adobe Releases Security Updates for Multiple&#8239;Products

* Microsoft Releases June 2021 Security Updates

* Unpatched VMware vCenter Software

* Cisco&#8239:;Releases Security Updates for Multiple&#8239;Products

* CISA Releases Best Practices for Mapping to MITRE ATT&CKA®

* AA21-148A: Sophisticated Spearphishing Campaign Targets Government Organizations, IGOs, and NGOs
* AA21-131A: DarkSide Ransomware: Best Practices for Preventing Business Disruption from Ransomware Att
* Vulnerability Summary for the Week of May 31, 2021

* Vulnerability Summary for the Week of May 24, 2021

Zero Day Initiative Advisories

ZDI-CAN-13791: Fatek Automation

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-06-11, 3 days ago. The vendor is given until 2021-10-09
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-13999: Fuji Electric

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'xinali' was reported to
the affected vendor on: 2021-06-11, 3 days ago. The vendor is given until 2021-10-09 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-13802: SolarWinds

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by '‘Anonymous' was
reported to the affected vendor on: 2021-06-11, 3 days ago. The vendor is given until 2021-10-09 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13925: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13965: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Anonymous’ was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13923: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
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reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13926: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13986: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13966: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous’ was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13964: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13922: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13963: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13924: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until 2021-10-07 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14022: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14033: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14034: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14024: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
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release of a public advisory.

ZDI-CAN-14020: Foxit

A CVSS score 7.8 (AV:L/IAC.L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14014: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14021: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14016: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14018: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14015: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14017: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-09, 5 days ago. The vendor is given until
2021-10-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-4986-3

Ubuntu Security Notice 4986-3 - USN-4986-1 fixed a vulnerability in rpcbind. The update caused a regression resulting in
rpchind crashing in certain environments. This update fixes the problem. It was discovered that rpcbind incorrectly
handled certain large data sizes. A remote attacker could use this issue to cause rpchind to consume resources, leading
to a denial of service. Various other issues were also addressed.

Red Hat Security Advisory 2021-2380-01

Red Hat Security Advisory 2021-2380-01 - Red Hat OpenShift Service Mesh is Red Hat's distribution of the Istio service
mesh project, tailored for installation into an on-premise OpenShift Container Platform installation.

Ubuntu Security Notice USN-4971-2

Ubuntu Security Notice 4971-2 - USN-4971-1 fixed several vulnerabilities in libwebp. This update provides the
corresponding update for Ubuntu 14.04 ESM and Ubuntu 16.04 ESM. It was discovered that libwebp incorrectly handled
certain malformed images. If a user or automated system were tricked into opening a specially crafted image file, a
remote attacker could use this issue to cause libwebp to crash, resulting in a denial of service, or possibly execute
arbitrary code. Various other issues were also addressed.

Red Hat Security Advisory 2021-2375-01

Red Hat Security Advisory 2021-2375-01 - PostgreSQL is an advanced object-relational database management system.
Issues addressed include an integer overflow vulnerability.

Red Hat Security Advisory 2021-2372-01

Red Hat Security Advisory 2021-2372-01 - PostgreSQL is an advanced object-relational database management system.
Issues addressed include an integer overflow vulnerability.

Red Hat Security Advisory 2021-2370-01

Red Hat Security Advisory 2021-2370-01 - The container-tools module contains tools for working with containers, notably
podman, buildah, skopeo, and runc.

Red Hat Security Advisory 2021-2371-01

Red Hat Security Advisory 2021-2371-01 - The container-tools module contains tools for working with containers, notably
podman, buildah, skopeo, and runc.

Ubuntu Security Notice USN-4986-2

Ubuntu Security Notice 4986-2 - USN-4986-1 fixed a vulnerability in rpcbind. This update provides the corresponding
update for Ubuntu 14.04 ESM and Ubuntu 16.04 ESM. It was discovered that rpcbind incorrectly handled certain large
data sizes. A remote attacker could use this issue to cause rpchind to consume resources, leading to a denial of service.
Various other issues were also addressed.

Red Hat Security Advisory 2021-2150-01

Red Hat Security Advisory 2021-2150-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory contains
the RPM packages for Red Hat OpenShift Container Platform 3.11.452.

Red Hat Security Advisory 2021-2363-01

Red Hat Security Advisory 2021-2363-01 - GUPNP is an object-oriented open source framework for creating UPnP
devices and control points, written in C using GObject and libsoup. The GUPNnP API is intended to be easy to use,
efficient and flexible.

Red Hat Security Advisory 2021-2364-01

Red Hat Security Advisory 2021-2364-01 - The libwebp packages provide a library and tools for the WebP graphics
format. WebP is an image format with a lossy compression of digital photographic images. WebP consists of a codec
based on the VP8 format, and a container based on the Resource Interchange File Format. Webmasters, web
developers and browser developers can use WebP to compress, archive, and distribute digital images more efficiently.
Issues addressed include buffer overflow and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-2365-01

Red Hat Security Advisory 2021-2365-01 - The libwebp packages provide a library and tools for the WebP graphics
format. WebP is an image format with a lossy compression of digital photographic images. WebP consists of a codec
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based on the VP8 format, and a container based on the Resource Interchange File Format. Webmasters, web
developers and browser developers can use WebP to compress, archive, and distribute digital images more efficiently.
Issues addressed include buffer overflow and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-2361-01

Red Hat Security Advisory 2021-2361-01 - PostgreSQL is an advanced object-relational database management system.
Issues addressed include an integer overflow vulnerability.

Red Hat Security Advisory 2021-2360-01

Red Hat Security Advisory 2021-2360-01 - PostgreSQL is an advanced object-relational database management system.
Issues addressed include an integer overflow vulnerability.

Ubuntu Security Notice USN-4986-1

Ubuntu Security Notice 4986-1 - It was discovered that rpcbind incorrectly handled certain large data sizes. A remote
attacker could use this issue to cause rpcbind to consume resources, leading to a denial of service.

Red Hat Security Advisory 2021-2359-01

Red Hat Security Advisory 2021-2359-01 - The Dynamic Host Configuration Protocol is a protocol that allows individual
devices on an IP network to get their own network configuration information, including an IP address, a subnet mask, and
a broadcast address. The dhcp packages provide a relay agent and ISC DHCP service required to enable and
administer DHCP on a network. Issues addressed include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-2357-01

Red Hat Security Advisory 2021-2357-01 - The Dynamic Host Configuration Protocol is a protocol that allows individual
devices on an IP network to get their own network configuration information, including an IP address, a subnet mask, and
a broadcast address. The dhcp packages provide a relay agent and ISC DHCP service required to enable and
administer DHCP on a network. Issues addressed include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-2355-01

Red Hat Security Advisory 2021-2355-01 - The kernel packages contain the Linux kernel, the core of any Linux operating
system. Issues addressed include buffer overflow, integer overflow, and out of bounds write vulnerabilities.

Red Hat Security Advisory 2021-2356-01

Red Hat Security Advisory 2021-2356-01 - Nettle is a cryptographic library that is designed to fit easily in almost any
context: In crypto toolkits for object-oriented languages, such as C++, Python, or Pike, in applications like LSH or
GNUPG, or even in kernel space.

Ubuntu Security Notice USN-4985-1

Ubuntu Security Notice 4985-1 - It was discovered that some Intel processors may not properly invalidate cache entries
used by Intel Virtualization Technology for Directed 1/0. This may allow a local user to perform a privilege escalation
attack. Joseph Nuzman discovered that some Intel processors may not properly apply EIBRS mitigations and hence may
allow unauthorized memory reads via sidechannel attacks. A local attacker could use this to expose sensitive
information, including kernel memory. Various other issues were also addressed.

Red Hat Security Advisory 2021-2303-01

Red Hat Security Advisory 2021-2303-01 - The microcode_ctl packages provide microcode updates for Intel. Issues
addressed include information leakage and privilege escalation vulnerabilities.

Red Hat Security Advisory 2021-2305-01

Red Hat Security Advisory 2021-2305-01 - The microcode_ctl packages provide microcode updates for Intel. Issues
addressed include information leakage and privilege escalation vulnerabilities.

Red Hat Security Advisory 2021-2304-01

Red Hat Security Advisory 2021-2304-01 - The microcode_ctl packages provide microcode updates for Intel. Issues
addressed include information leakage and privilege escalation vulnerabilities.

Red Hat Security Advisory 2021-2301-01

Red Hat Security Advisory 2021-2301-01 - The microcode_ctl packages provide microcode updates for Intel. Issues
addressed include information leakage and privilege escalation vulnerabilities.
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geolocation —all on a single-pane of
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*  Perform in-depth forensics investigation
dating back to the first day the target
endpoint was installed

*  Conduct full dynamic and static malware
analyses with just a click of a mouse

*  Conduct legally-defensible multiple DFIR
cases simultaneously
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CSl Linux: Current Version: 2021.1 s I

Download here.

CSI Linux 2021.1 is an investigation platform focusing on OSINT, SOCMINT, SIGINT, l IN' 'X
Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics,
Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux 2021.1 has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend
OS and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive. The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container

CSl Linux Tutorials:

PDF: Installation Document (CSI Linux 2021.1 Virtual Appliance)
PDF: Installation Document (CSI Linux 2021.1 Bootable)
Many more Tutorials can be found HERE

Cyber Secrets
Cyber Secrets is a community revolving around all layers of cybersecurity. There are now multiple media types being

produced. We have out video series and the printed media.

Video Access:
* Amazon FireTV App - amzn.to/300iUpE
* YouTube - youtube.com/channel/UCVjF2YkyJ8CO9HUIGgdMXybg

Printed / Kindle Publications:
* Cyber Secrets on Amazon - amzn.to/2UulG9B ’Bl l
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https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
https://amzn.to/2UuIG9B

The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics

& Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If interested in
helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters issues focusing on

Blue Team and the even issues on Red Team.
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