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CYBER WEEKLY AWARENESS REPORT

June 21, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary
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The intent of the 'Infocon’ is to reflect changes in malicious traffic and the possibility of Cz =

disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

Cyber Secrets books and ebook series can be found
on Amazon.com at. amzn.to/2UulG9B
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The Tor Project - https://metrics.torproject.org/

Interesting News

* Subscribe to this OSINT resource to recieve it in your inbox. The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.

*** CSI Linux 2021.2 has just been released! Download today! csilinux.com


https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/2QpuBLn
https://amzn.to/38Zf4IB
https://amzn.to/2QqkuWH
https://amzn.to/3c22Cd4
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
https://csilinux.com
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LATEST NEWS

Packet Storm Security

* Ten-Year Hacktivisit Fugitive Commander X Arrested In Mexico

* Sideloading Apps Would Destroy iOS Security And Privacy

* Why Cyber Gangs Won't Worry About US-Russia Talks

* Millions Of Connected Cameras Open To Eavesdropping

* Digital Ad Industry Accused Of Huge Data Breach

* Peloton Bike+ Was Vulnerable To Remote Hacking, Researchers Find

* Police Bust Major Ransomware Gang CIOp

* Nasty Linux systemd Root Level Security Bug Revealed And Patched

* Facebook Awards $30,000 Bounty For Exploit Exposing Private Instagram Content
* Digital Artists Targeted In RedLine Infostealer Campaign

* Utilities Concerningly At Risk From Active Exploits

* Apple Hurries Patches For Safari Bugs Under Active Attack

* Critical Remote Code Execution Flaw In Thousands Of VMWare vCenter Servers Remains Unpatched
* TimeCache Aims To Block Side-Channel Cache Attacks

* Volkswagen, Audi Disclose Data Breach Impacting Over 3.3 Million Customers, Interested Buyers
* WhatsApp Boss Decries Attacks On Encryption As Orwellian

* [rish Police To Be Given Powers Over Passwords

* Russia Told To Tackle Cyber Criminals Operating From Within

* How Hackers Used Slack To Break Into EA Games

* STEM Audio Table Rife With Business Threatening Bugs

* McDonald's Operations In South Korea And Taiwan Hit By Data Breach

* US Retailer Carter Leaks PIl With URL Shortener

* Hackers Force lowa College To Cancel Classes For Four Days

* Cops Are Using Facebook To Target Pipeline Protest Leaders

* Intel Plugs 29 Holes In CPUs, Bluetooth, Security

Krebs on Security


https://packetstormsecurity.com/news/view/32389/Ten-Year-Hacktivisit-Fugitive-Commander-X-Arrested-In-Mexico.html
https://packetstormsecurity.com/news/view/32388/Sideloading-Apps-Would-Destroy-iOS-Security-And-Privacy.html
https://packetstormsecurity.com/news/view/32387/Why-Cyber-Gangs-Wont-Worry-About-US-Russia-Talks.html
https://packetstormsecurity.com/news/view/32386/Millions-Of-Connected-Cameras-Open-To-Eavesdropping.html
https://packetstormsecurity.com/news/view/32385/Digital-Ad-Industry-Accused-Of-Huge-Data-Breach.html
https://packetstormsecurity.com/news/view/32384/Peloton-Bike-Was-Vulnerable-To-Remote-Hacking-Researchers-Find.html
https://packetstormsecurity.com/news/view/32383/Police-Bust-Major-Ransomware-Gang-Cl0p.html
https://packetstormsecurity.com/news/view/32382/Nasty-Linux-systemd-Root-Level-Security-Bug-Revealed-And-Patched.html
https://packetstormsecurity.com/news/view/32381/Facebook-Awards-30-000-Bounty-For-Exploit-Exposing-Private-Instagram-Content.html
https://packetstormsecurity.com/news/view/32380/Digital-Artists-Targeted-In-RedLine-Infostealer-Campaign.html
https://packetstormsecurity.com/news/view/32379/Utilities-Concerningly-At-Risk-From-Active-Exploits.html
https://packetstormsecurity.com/news/view/32378/Apple-Hurries-Patches-For-Safari-Bugs-Under-Active-Attack.html
https://packetstormsecurity.com/news/view/32377/Critical-Remote-Code-Execution-Flaw-In-Thousands-Of-VMWare-vCenter-Servers-Remains-Unpatched.html
https://packetstormsecurity.com/news/view/32376/TimeCache-Aims-To-Block-Side-Channel-Cache-Attacks.html
https://packetstormsecurity.com/news/view/32375/Volkswagen-Audi-Disclose-Data-Breach-Impacting-Over-3.3-Million-Customers-Interested-Buyers.html
https://packetstormsecurity.com/news/view/32374/WhatsApp-Boss-Decries-Attacks-On-Encryption-As-Orwellian.html
https://packetstormsecurity.com/news/view/32373/Irish-Police-To-Be-Given-Powers-Over-Passwords.html
https://packetstormsecurity.com/news/view/32372/Russia-Told-To-Tackle-Cyber-Criminals-Operating-From-Within.html
https://packetstormsecurity.com/news/view/32371/How-Hackers-Used-Slack-To-Break-Into-EA-Games.html
https://packetstormsecurity.com/news/view/32370/STEM-Audio-Table-Rife-With-Business-Threatening-Bugs.html
https://packetstormsecurity.com/news/view/32369/McDonalds-Operations-In-South-Korea-And-Taiwan-Hit-By-Data-Breach.html
https://packetstormsecurity.com/news/view/32368/US-Retailer-Carter-Leaks-PII-With-URL-Shortener.html
https://packetstormsecurity.com/news/view/32367/Hackers-Force-Iowa-College-To-Cancel-Classes-For-Four-Days.html
https://packetstormsecurity.com/news/view/32366/Cops-Are-Using-Facebook-To-Target-Pipeline-Protest-Leaders.html
https://packetstormsecurity.com/news/view/32365/Intel-Plugs-29-Holes-In-CPUs-Bluetooth-Security.html
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LATEST NEWS

Dark Reading

* Did Companies Fail to Disclose Being Affected by SolarWinds Breach?
* Software-Container Supply Chain Sees Spike in Attacks

* Data Leaked in Fertility Clinic Ransomware Attack

* Baltimore County Public Schools' Ransomware Recovery Tops $8M

* Fintech at SaaS Speed

* Are Ransomware Attacks the New Pandemic?

* Attackers Find New Way to Exploit Google Docs for Phishing

* This Week in Database Leaks: Cognyte, CVS, Wegmans

* Accidental Insider Leaks Prove Major Source of Risk

* 11 Security Certifications to Seek Out This Summer

* 4 Habits of Highly Effective Security Operators

* Data Breaches Surge in Food & Beverage, Other Industries

* One in Five Manufacturing Firms Targeted by Cyberattacks

* Carnival Cruise Line Reports Security Breach

* Google Launches SLSA, a New Framework for Supply Chain Integrity

* Cyberattacks Are Tailored to Employees ... Why Isn't Security Training?
* Mission Critical: What Really Matters in a Cybersecurity Incident

* Ukraine Police Disrupt ClOp Ransomware Operation

* Ransomware Operators' Strategies Evolve as Attacks Rise

* Biden Tells Putin Critical Infrastructure Sectors 'Off Limits' to Russian Hacking

The Hacker News

* 5 Critical Steps to Recover From a Ransomware Attack

* DroidMorph Shows Popular Android Antivirus Fail to Detect Cloned Malicious Apps

* Beware! Connecting to This Wireless Network Can Break Your iPhone's Wi-Fi Feature
* North Korea Exploited VPN Flaw to Hack South's Nuclear Research Institute

* Cyber espionage by Chinese hackers in neighbouring nations is on the rise

* Russia bans VyprVPN, Opera VPN services for not complying with blacklist request

* Google Releases New Framework to Prevent Software Supply Chain Attacks

* [eBook] 7 Signs You Might Need a New Detection and Response Tool

* Update&zwnj; &zwnj;Your Chrome Browser to Patch Yet Another 0-Day Exploit&zwnj.;ed &zwnj;in&zwnj;-the&
* Molerats Hackers Return With New Attacks Targeting Middle Eastern Governments

* A New Spyware is Targeting Telegram and Psiphon VPN Users in Iran

* Strengthen Your Password Policy With GDPR Compliance

* Researchers Uncover 'Process Ghosting' - A New Malware Evasion Technique

* Ukraine Police Arrest Cyber Criminals Behind Clop Ransomware Attacks

* Malware Attack on South Korean Entities Was Work of Andariel Group



https://www.darkreading.com/attacks-breaches/did-companies-fail-to-disclose-being-affected-by-solarwinds-breach/d/d-id/1341354?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/software-container-supply-chain-sees-spike-in-attacks/d/d-id/1341353?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/data-leaked-in-fertility-clinic-ransomware-attack/d/d-id/1341351?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/baltimore-county-public-schools-ransomware-recovery-tops-$8m/d/d-id/1341350?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&partnerref=SP&eventid=3205591&sessionid=1&key=4A54ECD1F67B764F40C62141A727C5D6&regTag=&V2=false&sourcepage=register&_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/risk/are-ransomware-attacks-the-new-pandemic-/a/d-id/1341275?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/attackers-find-new-way-to-exploit-google-docs-for-phishing-/d/d-id/1341342?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/this-week-in-database-leaks-cognyte-cvs-wegmans/d/d-id/1341344?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/accidental-insider-leaks-prove-major-source-of-risk/d/d-id/1341343?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/11-security-certifications-to-seek-out-this-summer/b/d-id/1341337?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/4-habits-of-highly-effective-security-operators/a/d-id/1341269?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/data-breaches-surge-in-food-and-beverage-other-industries/d/d-id/1341336?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/one-in-five-manufacturing-firms-targeted-by-cyberattacks/d/d-id/1341334?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/carnival-cruise-line-reports-security-breach-/d/d-id/1341335?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/google-launches-slsa-a-new-framework-for-supply-chain-integrity/d/d-id/1341333?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/cyberattacks-are-tailored-to-employees--why-isnt-security-training/a/d-id/1341261?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/mission-critical-what-really-matters-in-a-cybersecurity-incident/a/d-id/1341255?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/ukraine-police-disrupt-cl0p-ransomware-operation/d/d-id/1341323?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/ransomware-operators-strategies-evolve-as-attacks-rise/d/d-id/1341327?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/biden-tells-putin-critical-infrastructure-sectors-off-limits-to-russian-hacking/d/d-id/1341322?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/-tjvA5tFhus/5-critical-steps-to-recovering-from.html
http://feedproxy.google.com/~r/TheHackersNews/~3/PKnbtFCCNiA/droidmorph-shows-popular-android.html
http://feedproxy.google.com/~r/TheHackersNews/~3/6ckeuY76VGk/beware-connecting-to-this-wireless.html
http://feedproxy.google.com/~r/TheHackersNews/~3/VnOrX2c4UI0/north-korea-exploited-vpn-flaw-to-hack.html
http://feedproxy.google.com/~r/TheHackersNews/~3/jAxIS7YDvhc/cyber-espionage-by-chinese-hackers-in.html
http://feedproxy.google.com/~r/TheHackersNews/~3/5gSmaxd0mFs/russia-bans-vyprvpn-opera-vpn-services.html
http://feedproxy.google.com/~r/TheHackersNews/~3/wObvIrqchyE/google-releases-new-framework-to.html
http://feedproxy.google.com/~r/TheHackersNews/~3/MVJNnrjDcmQ/ebook-7-signs-you-might-need-new.html
http://feedproxy.google.com/~r/TheHackersNews/~3/6YKGzalLHAY/update-your-chrome-browser-to-patch-yet.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ZOPUT5vBMeU/molerats-hackers-return-with-new.html
http://feedproxy.google.com/~r/TheHackersNews/~3/ze4ALVHRLmo/a-new-spyware-is-targeting-telegram-and.html
http://feedproxy.google.com/~r/TheHackersNews/~3/XidV21SJvqo/strengthen-your-password-policy-with.html
http://feedproxy.google.com/~r/TheHackersNews/~3/xuQ-8DTmGS0/researchers-uncover-process-ghosting.html
http://feedproxy.google.com/~r/TheHackersNews/~3/YdPZLynuZ7I/ukraine-police-arrest-cyber-criminals.html
http://feedproxy.google.com/~r/TheHackersNews/~3/Pj15o6lVbTE/malware-attack-on-south-korean-entities.html
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LATEST NEWS

Security Week

* Ransomware Gangs Get Paid Off as Officials Struggle for Fix

* Attacks Against Container Infrastructures Increasing, Including Supply Chain Attacks
* Cybersecurity M&A Roundup for June 14-20, 2021

* Vermont Hospital Still Calculating Cost of Ransomware Attack

* South Korean Atomic Energy Research Institute Confirms Cyberattack

* Water Sector Security Report Released Just as Another Water Plant Hack Comes to Light
* Hit by a Ransomware Attack? Your Payment May be Deductible

* Major Cyberattack on Poland Came from Russian Territory: Kaczynski

* Vulnerabilities in Open Design Alliance SDK Impact Siemens, Other Vendors

* Researcher Finds Several Vulnerabilities in Cisco Small Business Switches

* NSA Releases Guidance for Securing Enterprise Communication Systems

* Cruise Giant Carnival Says Customers Affected by Breach

* Akamai Blames Outage on DDoS Protection Service

* Google Confirms Sixth Zero-Day Chrome Attack in 2021

* Google Intros SLSA Framework to Enforce Supply Chain Integrity

* UK Law Firm Gateley Discloses Data Breach

* Biden Sets Red Line for Putin Over Ransomware Attacks

* Russian Accused of Helping Kelihos Malware Evade Detection Convicted in U.S.
* How to Plan Your M&A Security Strategy

* Industrial Cybersecurity Firm Claroty Raises $140 Million in Series D Funding

* Security Flaw Found in 2G Mobile Data Encryption Standard

* Ukraine Police Seize Cash in Raids on Major Ransomware Gang

* Kaspersky Details Iranian Domestic Cyber-Surveillance Operation

* Apple Warns EU Law 'Risks Destroying iPhone Security'

Infosecurity Magazine

* California Cops Launch ALPR Transparency Portal

* Ohio Medicaid Provider Suffers Data Breach

* Finger Scanning Costs Six Flags $36m

* UK Parliamentary Staffers Lost 96 Devices in Past Two Years

* Amazon Prime Day - Beware of Phishing Deluge, Experts Warn

* Qver 30,000 Fertility Clinic Patients Hit by Ransomware Data Breach
* Nuclear Research Institute Breached by Suspected North Korean Hackers
* Texan Admits Data Center Bomb Plot

* New Jersey Councilor Charged with Cyber-harassment

* Colorado Passes New Privacy Act

* Google Spices Up Supply Chain Security with SLSA Framework

* Infosecurity Europe 2021 Postpones Live Event



http://feedproxy.google.com/~r/securityweek/~3/wb9yonDTOWU/ransomware-gangs-get-paid-officials-struggle-fix
http://feedproxy.google.com/~r/securityweek/~3/rbcHAljeBH4/attacks-against-container-infrastructures-increasing-including-supply-chain-attacks
http://feedproxy.google.com/~r/securityweek/~3/Olcdohxdgx8/cybersecurity-ma-roundup-june-14-20-2021
http://feedproxy.google.com/~r/securityweek/~3/4pjbr5GEyt0/vermont-hospital-still-calculating-cost-ransomware-attack
http://feedproxy.google.com/~r/securityweek/~3/4nPajOsn5ME/south-korean-atomic-energy-research-institute-confirms-cyberattack
http://feedproxy.google.com/~r/securityweek/~3/8hhdDuajMIc/water-sector-security-report-released-just-another-water-plant-hack-comes-light
http://feedproxy.google.com/~r/securityweek/~3/yIdunUk0wPs/hit-ransomware-attack-your-payment-may-be-deductible
http://feedproxy.google.com/~r/securityweek/~3/CDnIG_79ihc/major-cyberattack-poland-came-russian-territory-kaczynski
http://feedproxy.google.com/~r/securityweek/~3/UmpAlgVihJk/vulnerabilities-open-design-alliance-sdk-impact-siemens-other-vendors
http://feedproxy.google.com/~r/securityweek/~3/CtylR-ppfgs/researcher-finds-several-vulnerabilities-cisco-small-business-switches
http://feedproxy.google.com/~r/securityweek/~3/LXXNEi89NLw/nsa-releases-guidance-securing-enterprise-communication-systems
http://feedproxy.google.com/~r/securityweek/~3/0Qno10Y1_0g/cruise-giant-carnival-says-customers-affected-breach
http://feedproxy.google.com/~r/securityweek/~3/kfnbI-B2NYM/akamai-blames-outage-ddos-protection-service
http://feedproxy.google.com/~r/securityweek/~3/1tVq-DnOOb4/google-confirms-sixth-zero-day-chrome-attack-2021
http://feedproxy.google.com/~r/securityweek/~3/BpGbOaJEA4Y/google-intros-slsa-framework-enforce-supply-chain-integrity
http://feedproxy.google.com/~r/securityweek/~3/r5jHztQJuOM/uk-law-firm-gateley-discloses-data-breach
http://feedproxy.google.com/~r/securityweek/~3/2jyhC4M8Jp4/biden-sets-red-line-putin-over-ransomware-attacks
http://feedproxy.google.com/~r/securityweek/~3/XfRCRAB1a9w/russian-accused-helping-kelihos-malware-evade-detection-convicted-us
http://feedproxy.google.com/~r/securityweek/~3/fM_Lc82X17Y/how-plan-your-ma-security-strategy
http://feedproxy.google.com/~r/securityweek/~3/8fDTzztIom8/industrial-cybersecurity-firm-claroty-raises-140-million-series-d-funding
http://feedproxy.google.com/~r/securityweek/~3/mHo8zIzE8Xw/security-flaw-found-2g-mobile-data-encryption-standard
http://feedproxy.google.com/~r/securityweek/~3/BCAcmXjxZZc/ukraine-police-seize-cash-raids-major-ransomware-gang
http://feedproxy.google.com/~r/securityweek/~3/8n4hqsrSucs/kaspersky-details-iranian-domestic-cyber-surveillance-operation
http://feedproxy.google.com/~r/securityweek/~3/2VvfdKF0HQk/apple-warns-eu-law-risks-destroying-iphone-security
https://www.infosecurity-magazine.com:443/news/california-cops-launch-alpr/
https://www.infosecurity-magazine.com:443/news/ohio-medicaid-provider-suffers/
https://www.infosecurity-magazine.com:443/news/finger-scanning-costs-six-flags-36m/
https://www.infosecurity-magazine.com:443/news/parliament-staffers-devices-two/
https://www.infosecurity-magazine.com:443/news/amazon-prime-day-phishing-deluge/
https://www.infosecurity-magazine.com:443/news/30000-fertility-clinic-patients/
https://www.infosecurity-magazine.com:443/news/nuclear-research-institute/
https://www.infosecurity-magazine.com:443/news/texan-admits-data-center-bomb-plot/
https://www.infosecurity-magazine.com:443/news/new-jersey-councilor-charged-with/
https://www.infosecurity-magazine.com:443/news/colorado-passes-new-privacy-act/
https://www.infosecurity-magazine.com:443/news/google-supply-china-security-slsa/
https://www.infosecurity-magazine.com:443/news/infosecurity-europe-2021-postpones/
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* KnowBe4 Makes eSecurity Planet's Best Security Awareness Training for Employees 2021 List

* Credential Stuffing in the Travel and Retail Sectors

* CyberheistNews Vol 11 #24 [Scam of the Week] If Your Users Are Amazon Shoppers, Heed This Prime Day P
* Understanding Ransomware's True Costs

* [Heads Up] If You're an Amazon Prime Shopper, Heed This Prime Day Phishing Alert

* Bad Security Habits During the Pandemic

* Ragnar Locker Ransomware Finds Its Next Victim in Taiwan Computer Memory Manufacturer ADATA

* The Number of Phishing Websites Hits an All-Time High Reaching Nearly 350% Growth

* Tax Organizations Need to Focus on Cybersecurity

* New BEC Phishing Attack Steals Office 365 Credentials and Bypasses MFA

ISC2.0rg Blog

* U.S. Government Equates Threat of Ransomware with Terrorism | #RansomwareWeek
* Business Continuity - The Light in a Time of Darkness

* CCSP: The Best Way to Achieve Cloud Security

* What's Your Fail-Safe Posture? Before You Learn How to Fly, Learn How to Fall

* Best Practices and Technigues for Pseudonymization

HackRead

* Prominent defibrillator management tool exposed to remote attacks

* Vulnerability exposed Peloton bike, treadmil to malware attacks

* Cybersecurity firm exposes 5 billion data breach records

* Baby clothing giant Carter's exposed trove of shoppers data

* Threat actors using Google Docs exploit to spread phishing links

* N Korean hackers used VPN flaws to breach S Korean atomic agency
* Watch out Android users as Joker malware is back on Play Store

Koddos

* Prominent defibrillator management tool exposed to remote attacks

* Vulnerability exposed Peloton bike, treadmil to malware attacks

* Cybersecurity firm exposes 5 billion data breach records

* Baby clothing giant Carter's exposed trove of shoppers data

* Threat actors using Google Docs exploit to spread phishing links

* N Korean hackers used VPN flaws to breach S Korean atomic agency
* Watch out Android users as Joker malware is back on Play Store



https://blog.knowbe4.com/knowbe4-makes-esecurity-planets-best-security-awareness-training-for-employees-2021-list
https://blog.knowbe4.com/credential-stuffing-in-the-travel-and-retail-sectors
https://blog.knowbe4.com/cyberheistnews-vol-11-24-scam-of-the-week-if-your-users-are-amazon-shoppers-heed-this-prime-day-phishing-alert
https://blog.knowbe4.com/understanding-ransomwares-true-costs
https://blog.knowbe4.com/heads-up-if-youre-an-amazon-prime-shopper-heed-this-warning
https://blog.knowbe4.com/bad-security-habits-during-the-pandemic
https://blog.knowbe4.com/ragnar-locker-ransomware-finds-its-next-victim-in-taiwan-computer-memory-manufacturer-adata
https://blog.knowbe4.com/the-number-of-phishing-websites-hits-an-all-time-high-reaching-nearly-350-growth
https://blog.knowbe4.com/tax-organizations-need-to-focus-on-cybersecurity
https://blog.knowbe4.com/new-bec-phishing-attack-steals-office-365-credentials-and-bypasses-mfa
http://feedproxy.google.com/~r/isc2Blog/~3/LzzLeY0NUGM/us-government-equates-threat-of-ransomware-with-terrorism-ransomwareweek.html
http://feedproxy.google.com/~r/isc2Blog/~3/-tHhi5Cnt6E/business-continuity.html
http://feedproxy.google.com/~r/isc2Blog/~3/POSloMV2bDg/ccsp-the-best-way-to-achieve-cloud-security.html
http://feedproxy.google.com/~r/isc2Blog/~3/Ro7jdlnECj8/whats-your-fail-safe-posture.html
http://feedproxy.google.com/~r/isc2Blog/~3/wt0Sw2YWGoY/best-practices-and-techniques-for-pseudonymization.html
https://www.hackread.com/defibrillator-management-tool-remote-attacks/
https://www.hackread.com/vulnerability-exposed-peloton-bike-treadmil-to-malware-attacks/
https://www.hackread.com/cybersecurity-firm-expose-data-breach-records/
https://www.hackread.com/baby-clothing-giant-carters-data-expose/
https://www.hackread.com/threat-actors-google-docs-exploit-phishing-links/
https://www.hackread.com/south-korea-north-korea-hack-vpn-atomic-agency/
https://www.hackread.com/android-joker-malware-back-on-play-store/
https://www.hackread.com/defibrillator-management-tool-remote-attacks/
https://www.hackread.com/vulnerability-exposed-peloton-bike-treadmil-to-malware-attacks/
https://www.hackread.com/cybersecurity-firm-expose-data-breach-records/
https://www.hackread.com/baby-clothing-giant-carters-data-expose/
https://www.hackread.com/threat-actors-google-docs-exploit-phishing-links/
https://www.hackread.com/south-korea-north-korea-hack-vpn-atomic-agency/
https://www.hackread.com/android-joker-malware-back-on-play-store/
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LATEST NEWS

Naked Security

* Can *YOU* blow a PC speaker using only a Linux kernel driver?

* S3 Ep37: Quantum crypto, refunding Bitcoins, and Alpaca problems [Podcast]

* How to hack a bicycle - Peloton Bike+ rooting bug patched

* Clop ransomware suspects busted in Ukraine, money and motors seized

* "Face of Anonymous" suspect deported from Mexico to face US hacking charges

* ALPACA - the wacky TLS security vulnerability with a funky name

* S3 Ep36: Trickbot coder busted, passwords cracked, and breaches judged [Podcast]
* Chrome zero-day, hot on the heels of Microsoft's IE zero-day. Patch now!

* How could the FBI recover BTC from Colonial's ransomware payment?

* Latvian woman charged with writing malware for the Trickbot Group

Threat Post

* Wegmans Exposes Customer Data in Misconfigured Databases

* Bugs in NVIDIA's Jetson Chipset Opens Door to DoS Attacks, Data Theft
* Embryology Data Breach Follows Fertility Clinic Ransomware Hit

* Agent Tesla RAT Returns in COVID-19 Vax Phish

* iPhone Wi-Fi Crushed by Weird Network

* What's Making Your Company a Ransomware Sitting Duck

* Carnival Cruise Cyber-Torpedoed by Cyberattack

* Insider Versus Outsider: Navigating Top Data Loss Threats

* 'Oddball' Malware Blocks Access to Pirated Software

* Faux 'DarkSide' Gang Takes Aim at Global Energy, Food Sectors

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2021/06/18/can-you-blow-a-pc-speaker-using-only-a-linux-kernel-driver/
https://nakedsecurity.sophos.com/2021/06/17/s3-ep37-quantum-crypto-refunding-bitcoins-and-alpaca-problems-podcast/
https://nakedsecurity.sophos.com/2021/06/17/how-to-hack-a-bicycle-peloton-bike-rooting-bug-patched/
https://nakedsecurity.sophos.com/2021/06/16/clop-ransomware-suspects-busted-in-ukraine-money-and-motors-seized/
https://nakedsecurity.sophos.com/2021/06/15/face-of-anonymous-suspect-deported-from-mexico-to-face-us-hacking-charges/
https://nakedsecurity.sophos.com/2021/06/11/alpaca-the-wacky-tls-security-vulnerability-with-a-funky-name/
https://nakedsecurity.sophos.com/2021/06/10/s3-ep36-trickbot-coder-busted-passwords-cracked-and-breaches-judged-podcast/
https://nakedsecurity.sophos.com/2021/06/10/chrome-zero-day-hot-on-the-heels-of-microsofts-ie-zero-day-patch-now/
https://nakedsecurity.sophos.com/2021/06/09/how-could-the-fbi-recover-btc-from-colonials-ransomware-payment/
https://nakedsecurity.sophos.com/2021/06/07/latvian-woman-charged-with-writing-malware-for-the-trickbot-group/
https://threatpost.com/wegmans-exposes-customer-data-misconfigured-databases/167099/
https://threatpost.com/nvidia-jetson-chipset-dos-data-theft/167093/
https://threatpost.com/embryology-data-breach-fertility-clinic-ransomware/167087/
https://threatpost.com/agent-tesla-covid-vax-phish/167082/
https://threatpost.com/iphone-wi-fi-weird-network/167075/
https://threatpost.com/ransomware-sitting-duck/167040/
https://threatpost.com/carnival-cruise-cyberattack/167065/
https://threatpost.com/insider-outsider-data-loss-threats/167063/
https://threatpost.com/oddball-malware-blocks-pirated-software/167060/
https://threatpost.com/darkside-global-energy-food/167056/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/
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LATEST NEWS

IBM Security Intelligence

* The OSI Model and You Part 5: Stopping Threats at the OSI Session Layer

* Data is Wealth: Data Security is Wealth Protection

* The Art and Strategy of Becoming More Cyber Resilient

* Why a Phishing Attack Is Still Profitable - And How To Stop One

* The Hottest Cybersecurity Must-Reads for the Busy Security Practitioner

* Learning the Building Blocks for Your CIAM Framework Part 3: Manage

* Surge of New Digital Accounts During the Pandemic Leads to Lingering Security Side Effects
* Cybersecurity Certifications: Take Your Career to the Next Level

* The OSI Model and You Part 4: Stopping Threats at the OSI Transport Layer

* Educating the Educators: Protecting Student Data

InfoWorld

* What's new in Microsoft .NET 6

* 5 Al startups leading MLops

* The wrong way to think about IT

* 3 signs of an overengineered enterprise cloud solution

* Eclipse launches group to shepherd popular Java IDE

* Why developers should use Apache Pulsar

* How to use Razor View Engine in ASP.NET Core MVC
* What is Azure Confidential Ledger?

* Get started with Anaconda Python

* Why you need a data integration platform

C4ISRNET - Media for the Intelligence Age Military

* FAA and Air Force sign agreement on commercial launches from Space Force bases

* Pentagon to reveal JEDI cloud computing contract's future in coming weeks

* NATO soliciting industry to beef up internal cyber defenses

* Space Force launches fifth GPS Il satellite for more secure positioning

* Verizon wins $495 million contract for DoD research network

* You go to war with the data you have: next-generation Al for national security

* Even generals must learn new skills in tech-dominated special operations future

* US Air Force attempts to awaken spectrum ops after decades of waning electromagnetic warfare
* The Space Force wants to use directed-energy systems for space superiority

* Space Force's new delta organizations will help the service keep up with growing launch cadence



http://feedproxy.google.com/~r/SecurityIntelligence/~3/bhQqzAlYNx0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/wSS6ZkdN3qc/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/93hrAd8jkjI/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/qvcVZlDauCM/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Hv4qv9WYYRc/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/geyCIwc_nYU/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/x5wL6oSNEzE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/E1uC4mY8Vkk/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Rpk_SBNSqdU/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/MZU2mK-6JlU/
https://www.infoworld.com/article/3608611/whats-new-in-microsoft-net-6.html#tk.rss_all
https://www.infoworld.com/article/3622237/5-ai-startups-leading-mlops.html#tk.rss_all
https://www.infoworld.com/article/3621998/the-wrong-way-to-think-about-it.html#tk.rss_all
https://www.infoworld.com/article/3622450/3-signs-of-an-overengineered-enterprise-cloud-solution.html#tk.rss_all
https://www.infoworld.com/article/3622412/eclipse-launches-group-to-shepherd-popular-java-ide.html#tk.rss_all
https://www.infoworld.com/article/3619272/why-developers-should-use-apache-pulsar.html#tk.rss_all
https://www.infoworld.com/article/3621782/how-to-use-razor-views-in-aspnet-core-mvc.html#tk.rss_all
https://www.infoworld.com/article/3621675/what-is-azure-confidential-ledger.html#tk.rss_all
https://www.infoworld.com/article/3245814/get-started-with-anaconda-python.html#tk.rss_all
https://www.infoworld.com/article/3621992/why-you-need-a-data-integration-platform.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/oEBxDiPrTAk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/cVbRS8t5ULw/
http://feedproxy.google.com/~r/c4isrnet/home/~3/T4YcBPHdWxQ/
http://feedproxy.google.com/~r/c4isrnet/home/~3/VaOBXiCEIgU/
http://feedproxy.google.com/~r/c4isrnet/home/~3/gyHEI_Yh1nc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/cxHBJCvf3fg/
http://feedproxy.google.com/~r/c4isrnet/home/~3/1SJByapGXWA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/hXJ9Vvv9GUA/
http://feedproxy.google.com/~r/c4isrnet/home/~3/EzctrS_iuYU/
http://feedproxy.google.com/~r/c4isrnet/home/~3/ttxEOM6JDLs/

The Hacker Corner

Conferences

* Cybersecurity Employment Market

* Cybersecurity Marketing Trends

* |s It Worth Public Speaking?

* Qur Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

* How To Sponsor Cybersecurity Conferences

Google Zero Day Project

* Fuzzing iOS code on macOS at native speed
* Designing sockfuzzer, a network syscall fuzzer for XNU

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is a list if
CTFs they have on thier calendar.

* CTFZone 2021

* Hack-A-Sat 2 Qualifiers

* Hacky Holidays - Space Race
* CyberThreatForce CTF | 2021
* OCTF/TCTF 2021 Quals

* redpwnCTF 2021

* ENOWARS 5

* Google Capture The Flag 2021
* RuCTF 2021

* ImaginaryCTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* HackathonCTF: 2

* Hackable: Il

*VulnCMS: 1

* hacksudo: ProximaCentauri
* Tech_SuppOrt: 1



https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://infosec-conferences.com/sponsoring-cybersecurity-conferences/
https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-native.html
https://googleprojectzero.blogspot.com/2021/04/designing-sockfuzzer-network-syscall.html
https://ctftime.org/event/1328
https://ctftime.org/event/1365
https://ctftime.org/event/1383
https://ctftime.org/event/1380
https://ctftime.org/event/1356
https://ctftime.org/event/1327
https://ctftime.org/event/1340
https://ctftime.org/event/1318
https://ctftime.org/event/1297
https://ctftime.org/event/1384
http://www.vulnhub.com/entry/hackathonctf_2,714/
http://www.vulnhub.com/entry/hackable_ii,711/
http://www.vulnhub.com/entry/vulncms_1,710/
http://www.vulnhub.com/entry/hacksudo_proximacentauri,709/
http://www.vulnhub.com/entry/tech_supp0rt_1,708/

Tools & Techniques

Packet Storm Security Tools Links

* Hashcat Advanced Password Recovery 6.2.2 Source Code

* Hashcat Advanced Password Recovery 6.2.2 Binary Release
* TOR Virtual Network Tunneling Tool 0.4.6.5

* tcpdump 4.99.1

* nfstream 6.3.2

* GNU Privacy Guard 2.2.28

* Petalus 1.0.0

* SQLMAP - Automatic SQL Injection Tool 1.5.6

* Flawfinder 2.0.17

* Wireshark Analyzer 3.4.6

Kali Linux Tutorials

* defenselessV1 : Just Another Vulnerable Web Application

* TChopper : Conduct Lateral Movement Attack By Leveraging Unfiltered Services Display Name To Smuggle
* ColdFire : Golang Malware Development Library

* Neurax : A Framework For Constructing Self-Spreading Binaries

* Nebula : Cloud C2 Framework, Which At The Moment Offers Reconnaissance, Enumeration, Exploitation, Po
* Bn-Uefi-Helper : Helper Plugin For Analyzing UEFI Firmware

* Penglab : Abuse Of Google Colab For Cracking Hashes

* RedWarden : Flexible CobaltStrike Malleable Redirector

* Kaiju : A Binary Analysis Framework Extension For The Ghidra Software Reverse Engineering Suite

* Link : A Command And Control Framework Written In Rust

GBHackers Analysis

* How to Protect Your Email From Hacking?

* EA Sports Hacked - Hackers Stolen Source Code With 780 GB of Data

* Russian Hacker Jailed for Running a Darkweb Market Place that Sells Stolen Credit card Details

* Russian Hacker Group Nobelium Attack U.S Gov Agencies By Targeting 3,000 Email Accounts

* Hackers Exploited Fortinet Vulnerabilities to Gain Access of a U.S. Municipal Government Webserver



https://packetstormsecurity.com/files/163163/hashcat-6.2.2.tar.gz
https://packetstormsecurity.com/files/163162/hashcat-6.2.2.7z
https://packetstormsecurity.com/files/163134/tor-0.4.6.5.tar.gz
https://packetstormsecurity.com/files/163099/tcpdump-4.99.1.tar.gz
https://packetstormsecurity.com/files/163096/nfstream-6.3.2.tar.gz
https://packetstormsecurity.com/files/163095/gnupg-2.2.28.tar.bz2
https://packetstormsecurity.com/files/163075/petalus-1.0.0.tar.gz
https://packetstormsecurity.com/files/163015/sqlmap-1.5.6.tar.gz
https://packetstormsecurity.com/files/162974/flawfinder-2.0.17.tar.gz
https://packetstormsecurity.com/files/162954/wireshark-3.4.6.tar.xz
https://kalilinuxtutorials.com/defenselessv1/
https://kalilinuxtutorials.com/tchopper/
https://kalilinuxtutorials.com/coldfire/
https://kalilinuxtutorials.com/neurax/
https://kalilinuxtutorials.com/nebula/
https://kalilinuxtutorials.com/bn-uefi-helper/
https://kalilinuxtutorials.com/penglab/
https://kalilinuxtutorials.com/redwarden/
https://kalilinuxtutorials.com/kaiju/
https://kalilinuxtutorials.com/link/
https://gbhackers.com/how-to-protect-your-email-from-hacking/
https://gbhackers.com/ea-sports-hacked/
https://gbhackers.com/russian-hacker-jailed-for-running-a-darkweb-market-place/
https://gbhackers.com/russian-hacker-group-nobelium-attack-u-s-gov/
https://gbhackers.com/hackers-exploited-fortinet-vulnerabilities/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* SANS Threat Analysis Rundown

* Mobile Validation - Working together for the Common Good
* FOR500: Windows Forensic Analysis course: What to expect
* Why take the FOR500: Windows Forensic Analysis course

Defcon Conference

* DEF CON China Party 2021 - Keynote Interview Excerpt - Steve Wozniak, The Dark Tangent

* DEF CON China Party 2021 - Whispers Among the Stars - James Pavur

* DEF CON China Party 2021- Wall of Sheep: Hilarious Fails and the Sheep Behind Them - Riverside
* DEF CON China Party - Cooper Quintin- Detecting Fake 4G Base Stations in Real Time

Hak5

* OMG: This Malicious Crypto Wallet Steals Bitcoin
* HakByte: Remotely Track Devices over Wi-Fi with the ESP Bug [AUDIO-FIXED]
* 7 Year Old Linux Flaw Newly Discovered - ThreatWire

The PC Security Channel [TPSC]

* Windows Defender vs Malware in 2021
* Darkside Ransomware: The threat behind the state of emergency in the US

Eli the Computer Guy

* "Easy" SMS with Twilio (Add SMS to Your Coding Projects)

* "Easy" Computer Vision with Azure and AWS

* DNS for Cybersecurity

* Apply to Jobs You are UNDER QUALIFIED for - Tech Career Advice

Security Now

* TLS Confusion Attacks - TikTok Privacy, iOS 14.5 Tracking Permission, Industry-Wide Patch Tuesday
* Extrinsic Password Managers - Great CyberSecurity Awakening of 2021, NAT vs IPv6, Tavis Ormandy

Troy Hunt

* Weekly Update 248

Intel Techniques: The Privacy, Security, & OSINT Show

* 221-Anonymous Mobile Devices
* 220-Privacy, Security, & OSINT Potluck



https://www.youtube.com/watch?v=PmiksJmo6O0
https://www.youtube.com/watch?v=zSNRuc8u6CU
https://www.youtube.com/watch?v=AmYFFuzuiaw
https://www.youtube.com/watch?v=ZhQ_SNo3MMM
https://www.youtube.com/watch?v=y16QQilQGsg
https://www.youtube.com/watch?v=90_4kKpgFuw
https://www.youtube.com/watch?v=4ZabsNgMHCM
https://www.youtube.com/watch?v=q68V-s12RKE
https://www.youtube.com/watch?v=Qp0hZTGau9w
https://www.youtube.com/watch?v=1uSg9JoDGeU
https://www.youtube.com/watch?v=12oSZ3FVXBA
https://www.youtube.com/watch?v=iWL9cHgYfRw
https://www.youtube.com/watch?v=_rXAqOsVcc8
https://www.youtube.com/watch?v=ZAho9cq6plg
https://www.youtube.com/watch?v=GMTFvQ97tCw
https://www.youtube.com/watch?v=Ah5wBBRArKA
https://www.youtube.com/watch?v=Yyz6A5JP-hA
https://www.youtube.com/watch?v=tyfs4p3WuJ0
https://www.youtube.com/watch?v=T6YXevqvZCM
https://www.youtube.com/watch?v=hvZvOP0AiCQ
https://soundcloud.com/user-98066669/221-anonymous-mobile-devices
https://soundcloud.com/user-98066669/220-privacy-security-osint-potluck

Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack 1oT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* Bit2check: Stolen Card Validation Service llluminates A New Corner of the Skimming Ecosystem
* Microsoft Exchange is a Global Vulnerability. Patching Efforts Reveal Regional Inconsistencies
* The Sysrv-hello Cryptojacking Botnet: Here's What's New

* This is How Your Attack Surface May Be Larger and More Exposed Than You Think

* Mobilelnter: A Popular Magecart Skimmer Redesigned For Your Phone

* DarkSide is Standing Down, But Its Affiliates Live On

* Next-Gen Threat Intelligence: Adding Profound Value to Security and Risk Functions

* TrickBot: Get to Know the Malware That Refuses to Be Killed

* SolarWinds: llluminating the Hidden Patterns That Advance the Story

* For Threat Actors, Shadow Z118 is the Kit That Keeps on Giving

FireEye

* Metasploit Wrap-Up

* Rapid7 Releases New Industry Cyber-Exposure Report (ICER): Deutsche B&ouml;rse Prime Standard
* Attack Surface Analysis Part 2. Penetration Testing

* Automated remediation level 1: Lock down fundamentals

* Metasploit Wrap-Up

* Attack Surface Analysis Part 1: Vulnerability Scanning

* [Security Nation] Jeff Man on Mapping the MITRE ATT&CK Framework Against PCI

* Akkadian Provisioning Manager Multiple Vulnerabilities Disclosure (Fixed)

* Patch Tuesday - June 2021

* Action! Start putting automation into practice.



http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/bit2check/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-regional-patching/
https://www.riskiq.com/blog/external-threat-management/sysrv-hello-cryptojacking-botnet/
https://www.riskiq.com/blog/external-threat-management/attack-surface-exposed/
https://www.riskiq.com/blog/external-threat-management/mobile-inter/
https://www.riskiq.com/blog/external-threat-management/darkside-affiliates/
https://www.riskiq.com/blog/external-threat-management/sec-ops/
https://www.riskiq.com/blog/external-threat-management/trickbot/
https://www.riskiq.com/blog/external-threat-management/solarwinds-c2-servers-new-tactics/
https://www.riskiq.com/blog/external-threat-management/shadowz118-phish-kit/
https://blog.rapid7.com/2021/06/18/metasploit-wrap-up-117/
https://blog.rapid7.com/2021/06/17/rapid7-releases-new-industry-cyber-exposure-report-icer-deutsche-borse-prime-standard/
https://blog.rapid7.com/2021/06/15/attack-surface-analysis-part-2-penetration-testing/
https://blog.rapid7.com/2021/06/14/auto-remediation-level-1/
https://blog.rapid7.com/2021/06/11/metasploit-wrap-up-116/
https://blog.rapid7.com/2021/06/10/attack-surface-analysis-part-1-vulnerability-scanning/
https://blog.rapid7.com/2021/06/09/security-nation-mapping-the-mitre-att-ck-framework-against-pci-with-jeff-man/
https://blog.rapid7.com/2021/06/08/akkadian-provisioning-manager-multiple-vulnerabilities-disclosure/
https://blog.rapid7.com/2021/06/08/patch-tuesday-june-2021/
https://blog.rapid7.com/2021/06/07/benefits-of-automated-remediation-part-1/

Proof of Concept (PoC) & Exploits

Packet Storm Security

* Windows Kerberos AppContainer Enterprise Authentication Capability Bypass
* Microsoft SharePoint Unsafe Control And ViewState Remote Code Execution
* Cisco HyperFlex HX Data Platform File Upload / Remote Code Execution
* Dup Scout 13.5.28 Unquoted Service Path

* Trojan.Win32.Alien.erf Buffer Overflow

* Unified Office Total Connect Now 1.0 SQL Injection

* Samsung NPU npu_session_format Out-Of-Bounds Write

* VeryFitPro 3.2.8 Insecure Transit

* VX Search 13.5.28 Unquoted Service Path

* Zoho ManageEngine ServiceDesk Plus 9.4 User Enumeration

* Trojan.Win32.Alien.erf Denial Of Service

* Workspace ONE Intelligent Hub 20.3.8.0 Unquoted Service Path

* Online Shopping Portal 3.1 Shell Upload

* Email-Worm.Win32.Kipis.a Code Execution

* OpenEMR 5.0.1.3 Authentication Bypass

* Sync Breeze 13.6.18 Sync Breeze 13.6.18 Unquoted Service Path

* Disk Savvy 13.6.14 Unquoted Service Path

* Cotonti Siena 0.9.19 Cross Site Scripting

* CKEditor 3 Server-Side Request Forgery

* Teachers Record Management System 1.0 SQL Injection

* Teachers Record Management System 1.0 Cross Site Scripting

* Disk Sorter Server 13.6.12 Unquoted Service Path

* DiskPulse 13.6.14 Unquoted Service Path

* SAP Netweaver JAVA 7.50 Missing Authorization

* Client Management System 1.1 SQL Injection

CXSecurity

* Post-it 5.0.1 Denial of Service (PoC)

* Sticky Notes Widget Version 3.0.6 Denial of Service (PoC)

* memono Notepad 4.2 Denial Of Service

* Sticky Notes Widget 3.0.6 Denial Of Service

* Microsoft SharePoint Server 16.0.10372.20060 Server-Side Request Forgery
* Ability FTP Server 2.34 Denial Of Service

* FreeFloat FTP Server 1.0 Denial Of Service



https://packetstormsecurity.com/files/163206/GS20210617182302.tgz
https://packetstormsecurity.com/files/163208/sharepoint_unsafe_control.rb.txt
https://packetstormsecurity.com/files/163203/cisco_hyperflex_file_upload_rce.rb.txt
https://packetstormsecurity.com/files/163202/dupscout13528-unquotedpath.txt
https://packetstormsecurity.com/files/163200/MVID-2021-0252.txt
https://packetstormsecurity.com/files/163199/uotcn10-sql.txt
https://packetstormsecurity.com/files/163198/GS20210617181023.tgz
https://packetstormsecurity.com/files/163195/TRSA-2105-01.txt
https://packetstormsecurity.com/files/163194/vxsearch13528-unquotedpath.txt
https://packetstormsecurity.com/files/163192/zohomesdpmsp-enumerate.txt
https://packetstormsecurity.com/files/163190/MVID-2021-0251.txt
https://packetstormsecurity.com/files/163189/wsoneih20380-unquotedpath.txt
https://packetstormsecurity.com/files/163185/osp31-exec.txt
https://packetstormsecurity.com/files/163183/MVID-2021-0250.txt
https://packetstormsecurity.com/files/163181/openemr5013-bypass.txt
https://packetstormsecurity.com/files/163179/syncbreeze13618-unquotedpath.txt
https://packetstormsecurity.com/files/163178/disksavvy13614-unquotedpath.txt
https://packetstormsecurity.com/files/163177/cotonisiena0919-xss.txt
https://packetstormsecurity.com/files/163173/ckeditor3-ssrf.txt
https://packetstormsecurity.com/files/163172/trms10multi-sql.txt
https://packetstormsecurity.com/files/163171/trms10-xss.txt
https://packetstormsecurity.com/files/163170/dss13612-unquotedpath.txt
https://packetstormsecurity.com/files/163169/diskpulse13614-unquotedpath.txt
https://packetstormsecurity.com/files/163166/ONAPSIS-2021-0013.txt
https://packetstormsecurity.com/files/163157/cms11-sql.txt
https://cxsecurity.com/issue/WLB-2021060107
https://cxsecurity.com/issue/WLB-2021060104
https://cxsecurity.com/issue/WLB-2021060085
https://cxsecurity.com/issue/WLB-2021060071
https://cxsecurity.com/issue/WLB-2021060063
https://cxsecurity.com/issue/WLB-2021060062
https://cxsecurity.com/issue/WLB-2021060053

Proof of Concept (PoC) & Exploits

Exploit Database

* [local] Remote Mouse GUI 3.008 - Local Privilege Escalation

* [webapps] Customer Relationship Management System (CRM) 1.0 - Remote Code Execution
* [local] Lexmark Printer Software G2 Installation Package 1.8.0.0 - 'LM___bdsvc' Unquoted Service Path
* [webapps] Simple CRM 3.0 - 'name’ Stored Cross site scripting (XSS)

* [webapps] Simple CRM 3.0 - ‘Change user information' Cross-Site Request Forgery (CSRF)

* [webapps] Websvn 2.6.0 - Remote Code Execution (Unauthenticated)

* [local] iFunbox 4.2 - 'Apple Mobile Device Service' Unguoted Service Path

* [remote] Solaris SunSSH 11.0 x86 - libpam Remote Root (3)

* [local] Wise Care 365 5.6.7.568 - 'WiseBootAssistant' Unquoted Service Path

* [webapps] OpenEMR 5.0.1.7 - 'fileName' Path Traversal (Authenticated)

* [webapps] Node.JS - 'node-serialize' Remote Code Execution (3)

* [remote] Dlink DSL2750U - 'Reboot' Command Injection

* [webapps] ICE Hrm 29.0.0.0S - 'xml upload' Stored Cross-Site Scripting (XSS)

* [webapps] ICE Hrm 29.0.0.0S - 'Account Takeover' Cross-Site Request Forgery (CSRF)

* [webapps] ICE Hrm 29.0.0.0S - 'Account Takeover' Cross-Site Scripting and Session Fixation
* [webapps] Online Shopping Portal 3.1 - Remote Code Execution (Unauthenticated)

* [local] Workspace ONE Intelligent Hub 20.3.8.0 - 'VMware Hub Health Monitoring Service' Unguoted Serv
* [webapps] Zoho ManageEngine ServiceDesk Plus MSP 9.4 - User Enumeration

* [local] VX Search 13.5.28 - 'Multiple' Unquoted Service Path

* [local] Dup Scout 13.5.28 - 'Multiple' Unquoted Service Path

* [local] Disk Savvy 13.6.14 - 'Multiple' Unquoted Service Path

* [local] Sync Breeze 13.6.18 - 'Multiple' Unquoted Service Path

* [webapps] Unified Office Total Connect Now 1.0 - 'data’ SQL Injection

* [webapps] CKEditor 3 - Server-Side Request Forgery (SSRF)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have added is
called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite simple. In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit”. It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/50047
https://www.exploit-db.com/exploits/50046
https://www.exploit-db.com/exploits/50045
https://www.exploit-db.com/exploits/50044
https://www.exploit-db.com/exploits/50043
https://www.exploit-db.com/exploits/50042
https://www.exploit-db.com/exploits/50040
https://www.exploit-db.com/exploits/50039
https://www.exploit-db.com/exploits/50038
https://www.exploit-db.com/exploits/50037
https://www.exploit-db.com/exploits/50036
https://www.exploit-db.com/exploits/50034
https://www.exploit-db.com/exploits/50032
https://www.exploit-db.com/exploits/50031
https://www.exploit-db.com/exploits/50030
https://www.exploit-db.com/exploits/50029
https://www.exploit-db.com/exploits/50028
https://www.exploit-db.com/exploits/50027
https://www.exploit-db.com/exploits/50026
https://www.exploit-db.com/exploits/50025
https://www.exploit-db.com/exploits/50024
https://www.exploit-db.com/exploits/50023
https://www.exploit-db.com/exploits/50022
https://www.exploit-db.com/exploits/50021
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

http://bursasulamabirligi.gov.tr/index.php

http://bursasulamabirligi.gov.tr/index.php notified by B3g0k&#91;Kurdish Hacker&#93;
http://diyarbakirakb.gov.tr

http://diyarbakirakb.gov.tr notified by B3gOk&#91;Kurdish Hacker&#93;
http://lpgl.go.th/hi.htm

http://Ipg1.go.th/hi.htm notified by Y11X103

https://lebongkab.go.id/by Panataran.html
https://lebongkab.go.id/by_Panataran.html notified by Panataran
http://herbaryum.tagem.gov.tr

http://herbaryum.tagem.gov.tr notified by B3g0k&#91;Kurdish Hacker&#93;
https://dumaikota.go.id/google3e4747cac4271855.html
https://dumaikota.go.id/google3e4747cac4271855.html notified by Mc&#039;SI0vv
http://wiangkarn.go.th/pun10.html

http://wiangkarn.go.th/pun10.html notified by Jakarta Blackhat
http://dongichan.go.th/pun10.html

http://dongichan.go.th/pun10.html notified by Jakarta Blackhat
http://nasum.go.th/pun10.html

http://nasum.go.th/pun10.html notified by Jakarta Blackhat
http://panna.go.th/pun10.html

http://panna.go.th/pun10.html notified by Jakarta Blackhat
http://maelaluang.go.th/pun10.html

http://maelaluang.go.th/pun10.html notified by Jakarta Blackhat
http://changkerng.go.th/pun10.html

http://changkerng.go.th/pun10.html notified by Jakarta Blackhat
http://nasaklampang.go.th/pun10.html
http://nasaklampang.go.th/pun10.html notified by Jakarta Blackhat
http://maesuad.go.th/pun10.html

http://maesuad.go.th/pun10.html notified by Jakarta Blackhat
http://yangkham.go.th/pun10.html
http://lyangkham.go.th/pun10.html notified by Jakarta Blackhat
http://phocaipiboon.go.th/pun10.html
http://phocaipiboon.go.th/pun10.html notified by Jakarta Blackhat
http://bankhon.go.th/pun10.html

http://bankhon.go.th/pun10.html notified by Jakarta Blackhat



http://www.zone-h.org/mirror/id/35150772
http://www.zone-h.org/mirror/id/35150351
http://www.zone-h.org/mirror/id/35150317
http://www.zone-h.org/mirror/id/35150035
http://www.zone-h.org/mirror/id/35149933
http://www.zone-h.org/mirror/id/35149558
http://www.zone-h.org/mirror/id/35149474
http://www.zone-h.org/mirror/id/35149479
http://www.zone-h.org/mirror/id/35149480
http://www.zone-h.org/mirror/id/35149470
http://www.zone-h.org/mirror/id/35149464
http://www.zone-h.org/mirror/id/35149459
http://www.zone-h.org/mirror/id/35149477
http://www.zone-h.org/mirror/id/35149472
http://www.zone-h.org/mirror/id/35149465
http://www.zone-h.org/mirror/id/35149478
http://www.zone-h.org/mirror/id/35149457

Dark Web News

Darknet Live

Connecticut Man Admits Selling Counterfeit Oxycodone

A Connecticut man admitted participating in the production and distribution of counterfeit oxycodone pills through the
darkweb. (via darknetlive.com)

Austrian Man Arrested for Buying Drugs on the Darkweb

Authorities in Upper Austria arrested a man suspected of importing drugs purchased through the darkweb. (via
darknetlive.com)

OM: Sentence an IS-Supporting Vendor to Eight Years

The Dutch Public Prosecution Service demanded an eight year prison sentence for an 1S-supporting darkweb drug
vendor. (via darknetlive.com)

Canadian Man Bought a Glock from an Undercover U.S. Fed

A Canadian man was sentenced to prison for purchasing a Glock 19 from an undercover fed on the darkweb. (via
darknetlive.com)

Dark Web Link

Crypto Coin Exchanges: What Is Happening Right Now?

The majority of the top cryptocurrencies are lately trading in red, with Ethereum (ETH) and Bitcoin (BTC) down around
3% in the past 24 hours. The global crypto market capitalization is currently at $1.51 trillion, which is a sharp decline of
3.40% over the previous day. The world's largest cryptocurrency, Bitcoin, has dropped as much [...] The post Crypto
Coin Exchanges: What Is Happening Right Now? appeared first on Dark Web Link | Deep web Onion Links | Darknet
News.

Clop Ransomware Gang Oozes Out Cash In The Ukrainian Raid

The Ukrainian cops have conducted almost two dozen raids that targeted the alleged associates of the Clop ransomware
gang. The ransomware gang is a Russian-speaking group that has been blamed for a half-billion dollars cyber attack as
well as extortion in the United States and South Korea. On Wednesday, a police statement mentioned that 21 [...] The
post Clop Ransomware Gang Oozes Out Cash In The Ukrainian Raid appeared first on Dark Web Link | Deep web
Onion Links | Darknet News.

Dark Web Carding: All Information That You Need To Know

The Dark Web is the haven for illegal activities and carding is no different. Massive data breaches have resulted in the
spike of dark web carding (especially credit card fraud) and related activities causing loss to both individuals and
organizations of varied sizes. The dark web skimmers are employing new techniques to hack the credit [...] The post
Dark Web Carding: All Information That You Need To Know appeared first on Dark Web Link | Deep web Onion Links |
Darknet News.



https://darknetlive.com/post/connecticut-man-admits-selling-counterfeit-oxycodone/
https://darknetlive.com/post/austrian-man-arrested-for-buying-drugs-on-the-darkweb/
https://darknetlive.com/post/om-wants-an-is-supporting-darkweb-vendor-to-spend-eight-years-in-prison/
https://darknetlive.com/post/canadian-man-bought-glock-from-an-undercover-us-fed/
https://darkweblink.com/crypto-coin-exchanges-updates/?utm_source=rss&utm_medium=rss&utm_campaign=crypto-coin-exchanges-updates
https://darkweblink.com/crypto-coin-exchanges-updates/
https://darkweblink.com/crypto-coin-exchanges-updates/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/clop-ransomware-gang/?utm_source=rss&utm_medium=rss&utm_campaign=clop-ransomware-gang
https://darkweblink.com/clop-ransomware-gang/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/dark-web-carding/?utm_source=rss&utm_medium=rss&utm_campaign=dark-web-carding
https://darkweblink.com/dark-web-carding/
https://darkweblink.com
https://darkweblink.com

Advisories
US-Cert Alerts & bulletins

* Google Releases Security Updates for Chrome

* Cisco&#8239;Releases Security Updates for Multiple&#8239;Products

* Apple Releases Security Updates for iOS 12.5.4

* CISA Releases Advisory on ZOLL Defibrillator Dashboard

* Google Releases Security Updates for Chrome

* CISA Addresses the Rise in Ransomware Targeting Operational Technology Assets

* SAP Releases June 2021 Security Updates

* Adobe Releases Security Updates for Multiple&#8239;Products

* AA21-148A: Sophisticated Spearphishing Campaign Targets Government Organizations, IGOs, and NGOs
* AA21-131A: DarkSide Ransomware: Best Practices for Preventing Business Disruption from Ransomware Att
* Vulnerability Summary for the Week of June 14, 2021

* Vulnerability Summary for the Week of June 7, 2021

Zero Day Initiative Advisories

ZDI-CAN-14112: Fatek Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali' was reported to
the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until 2021-10-16 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-14039: Fatek Automation

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali' was reported to
the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until 2021-10-16 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-14066: Oracle

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until 2021-10-16 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13818: TeamViewer

A CVSS score 3.3 (AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N) severity vulnerability discovered by '‘@Kharosx0' was reported
to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until 2021-10-16 to publish a fix or workaround.
Once the vendor has created and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-14186: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14183: OpenText

A CVSS score 3.3 (AV:L/IAC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by '‘Mat Powell of Trend



https://us-cert.cisa.gov/ncas/current-activity/2021/06/18/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/06/17/cisco-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/06/15/apple-releases-security-updates-ios-1254
https://us-cert.cisa.gov/ncas/current-activity/2021/06/14/cisa-releases-advisory-zoll-defibrillator-dashboard
https://us-cert.cisa.gov/ncas/current-activity/2021/06/10/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/06/09/cisa-addresses-rise-ransomware-targeting-operational-technology
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/sap-releases-june-2021-security-updates
https://us-cert.cisa.gov/ncas/current-activity/2021/06/08/adobe-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/alerts/aa21-148a
https://us-cert.cisa.gov/ncas/alerts/aa21-131a
https://us-cert.cisa.gov/ncas/bulletins/sb21-172
https://us-cert.cisa.gov/ncas/bulletins/sb21-165
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)

Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14184: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14185: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14180: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14182: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14167: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14166: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14179: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14181: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14169: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14178: OpenText
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A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by '‘Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14177: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14172: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14162: ESET

A CVSS score 7.8 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Michael DePlante
(@izobashi) of Trend Micro's Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The
vendor is given until 2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-14170: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14173: OpenText

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14171: OpenText

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by ‘Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14165: OpenText

A CVSS score 3.3 (AV:L/IAC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by '‘Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14174: OpenText

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-06-18, 3 days ago. The vendor is given until
2021-10-16 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
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Packet Storm Security - Latest Advisories

Red Hat Security Advisory 2021-2479-01

Red Hat Security Advisory 2021-2479-01 - Red Hat OpenShift Container Storage is software-defined storage integrated
with and optimized for the Red Hat OpenShift Container Platform. Red Hat OpenShift Container Storage is a highly
scalable, production-grade persistent storage for stateful applications running in the Red Hat OpenShift Container
Platform. Issues addressed include a cross site scripting vulnerability.

Ubuntu Security Notice USN-4990-1

Ubuntu Security Notice 4990-1 - It was discovered that Nettle incorrectly handled RSA decryption. A remote attacker
could possibly use this issue to cause Nettle to crash, resulting in a denial of service. It was discovered that Nettle
incorrectly handled certain padding oracles. A remote attacker could possibly use this issue to perform a variant of the
Bleichenbacher attack. This issue only affected Ubuntu 18.04 LTS. Various other issues were also addressed.

Red Hat Security Advisory 2021-2476-01

Red Hat Security Advisory 2021-2476-01 - Red Hat Decision Manager is an open source decision management platform
that combines business rules management, complex event processing, Decision Model & Notation execution, and
Business Optimizer for solving planning problems. It automates business decisions and makes that logic available to the
entire business. This release of Red Hat Decision Manager 7.11.0 serves as an update to Red Hat Decision Manager
7.10.1, and includes bug fixes and enhancements, which are documented in the Release Notes document linked to in
the References. Issues addressed include XML injection, code execution, denial of service, and server-side request
forgery vulnerabilities.

Trojan.Win32.Alien.erf Directory Traversal

Trojan.Win32.Alien.erf malware suffers from a directory traversal vulnerability.

Red Hat Security Advisory 2021-2475-01

Red Hat Security Advisory 2021-2475-01 - Red Hat Process Automation Manager is an open source business process
management suite that combines process management and decision service management and enables business and IT
users to create, manage, validate, and deploy process applications and decision services. This release of Red Hat
Process Automation Manager 7.11.0 serves as an update to Red Hat Process Automation Manager 7.10.1, and includes
bug fixes and enhancements, which are documented in the Release Notes document linked to in the References. Issues
addressed include XML injection, code execution, denial of service, and server-side request forgery vulnerabilities.

Red Hat Security Advisory 2021-2472-01

Red Hat Security Advisory 2021-2472-01 - This release adds the new Apache HTTP Server 2.4.37 Service Pack 8
packages that are part of the JBoss Core Services offering. This release serves as a replacement for Red Hat JBoss
Core Services Pack Apache Server 2.4.37 Service Pack 7 and includes bug fixes and enhancements. Issues addressed
include null pointer and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-2469-01

Red Hat Security Advisory 2021-2469-01 - The Dynamic Host Configuration Protocol is a protocol that allows individual
devices on an IP network to get their own network configuration information, including an IP address, a subnet mask, and
a broadcast address. The dhcp packages provide a relay agent and ISC DHCP service required to enable and
administer DHCP on a network. Issues addressed include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-2471-01

Red Hat Security Advisory 2021-2471-01 - Red Hat JBoss Core Services is a set of supplementary software for Red Hat
JBoss middleware products. This software, such as Apache HTTP Server, is common to multiple JBoss middleware
products, and is packaged under Red Hat JBoss Core Services to allow for faster distribution of updates, and for a more
consistent update experience. This release adds the new Apache HTTP Server 2.4.37 Service Pack 8 packages that are
part of the JBoss Core Services offering. This release serves as a replacement for Red Hat JBoss Core Services Pack
Apache Server 2.4.37 Service Pack 7 and includes bug fixes and enhancements. Issues addressed include null pointer
and use-after-free vulnerabilities.

Red Hat Security Advisory 2021-2467-01

Red Hat Security Advisory 2021-2467-01 - GLib provides the core application building blocks for libraries and
applications written in C. It provides the core object system used in GNOME, the main loop implementation, and a large
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set of utility functions for strings and common data structures. Issues addressed include an integer overflow vulnerability.
Red Hat Security Advisory 2021-2461-01

Red Hat Security Advisory 2021-2461-01 - Red Hat Advanced Cluster Management for Kubernetes 2.2.4 images Red
Hat Advanced Cluster Management for Kubernetes provides the capabilities to address common challenges that
administrators and site reliability engineers face as they work across a range of public and private cloud environments.
Clusters and applications are all visible and managed from a single console&mdash;with security policy built in. This
advisory contains the container images for Red Hat Advanced Cluster Management for Kubernetes, which fix several
bugs and security issues. Issues addressed include denial of service and integer overflow vulnerabilities.

Ubuntu Security Notice USN-4989-2

Ubuntu Security Notice 4989-2 - USN-4989-1 fixed several vulnerabilities in BlueZ. This update provides the
corresponding update for Ubuntu 16.04 ESM. It was discovered that BlueZ incorrectly checked certain permissions when
pairing. A local attacker could possibly use this issue to impersonate devices. Various other issues were also addressed.
Ubuntu Security Notice USN-4989-1

Ubuntu Security Notice 4989-1 - It was discovered that BlueZ incorrectly checked certain permissions when pairing. A
local attacker could possibly use this issue to impersonate devices. Jay LV discovered that BlueZ incorrectly handled
redundant disconnect MGMT events. A local attacker could use this issue to cause BlueZ to crash, resulting in a denial
of service, or possibly execute arbitrary code. This issue only affected Ubuntu 18.04 LTS and Ubuntu 20.04 LTS. Various
other issues were also addressed.

Red Hat Security Advisory 2021-2459-01

Red Hat Security Advisory 2021-2459-01 - GUPNP is an object-oriented open source framework for creating UPnP
devices and control points, written in C using GObject and libsoup. The GUPNnP API is intended to be easy to use,
efficient and flexible.

Red Hat Security Advisory 2021-2456-01

Red Hat Security Advisory 2021-2456-01 - Open vSwitch provides standard network bridging functions and support for
the OpenFlow protocol for remote per-flow control of traffic. Issues addressed include denial of service and memory leak
vulnerabilities.

Red Hat Security Advisory 2021-2445-01

Red Hat Security Advisory 2021-2445-01 - Red Hat Ceph Storage is a scalable, open, software-defined storage platform
that combines the most stable version of the Ceph storage system with a Ceph management platform, deployment
utilities, and support services. The ceph-ansible package provides Ansible playbooks for installing, maintaining, and
upgrading Red Hat Ceph Storage. The tcmu-runner packages provide a service that handles the complexity of the LIO
kernel target's userspace passthrough interface. It presents a C plugin API for extension modules that handle SCSI
requests in ways not possible or suitable to be handled by LIO's in-kernel backstores. Issues addressed include cross
site scripting and remote shell upload vulnerabilities.

SAP Solution Manager 7.20 Missing Authorization

Due to a missing authorization check in the SAP Solution Manager version 7.20 LM-SERVICE component, a remote
authenticated attacker could be able to execute privileged actions in the affected system, including the execution of
operating system commands.

Red Hat Security Advisory 2021-2439-01

Red Hat Security Advisory 2021-2439-01 - Open Liberty is a lightweight open framework for building fast and efficient
cloud-native Java microservices. This release of Open Liberty 21.0.0.6 serves as a replacement for Open Liberty
21.0.0.3, and includes a security fix and enhancements. For specific information about this release, see links in the
References section. Issues addressed include a cross site request forgery vulnerability.

Red Hat Security Advisory 2021-2417-01

Red Hat Security Advisory 2021-2417-01 - GUPNP is an object-oriented open source framework for creating UPnP
devices and control points, written in C using GObject and libsoup. The GUPNnP API is intended to be easy to use,
efficient and flexible.

SAP XMIl Remote Code Execution

By abusing a code injection vulnerability in SAP MIl, an authenticated user with SAP XMII developer privileges could
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execute code (including OS commands) on the server. Versions affected include XMII 15.1 lower than SP006 PL
000062, XMIl 15.2 lower than SP003 PL 000038, XMII 15.3 lower than SP001 PL 000022, and XMII 15.4 lower than
SPO01 PL 000007.

SAP Solution Manager 7.2 Missing Authorization

Any authenticated user of the SAP Solution Manager version 7.2 is able to craft, upload, and execute EEM scripts on the
SMDAgents affecting its integrity, confidentiality and availability.

SAP Solution Manager 7.2 File Disclosure / Denial Of Service

The End-User Experience Monitoring (EEM) application, part of the SAP Solution Manager version 7.2, is vulnerable to
path traversal. As a consequence, an unauthorized attacker would be able to read sensitive OS files and affect the
availability of the EEM robots connected to the SolMan.

SAP Wily Introscope Enterprise Default Hard-Coded Credentials

SAP Wily Introscope Enterprise versions 9.7, 10.1, 10.5, and 10.7 suffer from having default hard-coded credentials.
Red Hat Security Advisory 2021-2420-01

Red Hat Security Advisory 2021-2420-01 - The Dynamic Host Configuration Protocol is a protocol that allows individual
devices on an IP network to get their own network configuration information, including an IP address, a subnet mask, and
a broadcast address. The dhcp packages provide a relay agent and ISC DHCP service required to enable and
administer DHCP on a network. Issues addressed include a buffer overflow vulnerability.

SAP Wily Introscope Enterprise OS Command Injection

SAP Wily Introscope Enterprise versions 9.7, 10.1, 10.5, and 10.7 suffer from a command injection vulnerability.
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CSl Linux: Current Version: 2021.2 s I

Download here.

CSIl Linux is an investigation platform focusing on OSINT, SOCMINT, SIGINT, l IN' 'X
Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics,
Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend OS
and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive. The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container

CSl Linux Tutorials:

PDF: Installation Document (CSI Linux Virtual Appliance)
PDF: Installation Document (CSI Linux Bootable)
Many more Tutorials can be found HERE

Cyber Secrets
Cyber Secrets is a community revolving around all layers of cybersecurity. There are now multiple media types being

produced. We have out video series and the printed media.

Video Access:
* Amazon FireTV App - amzn.to/300iUpE
* YouTube - youtube.com/channel/UCVjF2YkyJ8CO9HUIGgdMXybg

Printed / Kindle Publications:
* Cyber Secrets on Amazon - amzn.to/2UulG9B ’Bl l
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https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
https://amzn.to/2UuIG9B

The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics

& Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If interested in
helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters issues focusing on

Blue Team and the even issues on Red Team.
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