
Jul-05-21



July 5, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals.  APTs fit into a cybercrime category
directed at both business and political targets.  Attack vectors include system compromise, social engineering, and even
traditional espionage.  Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary

Internet Storm Center Infocon Status

The intent of the 'Infocon' is to reflect changes in malicious traffic and the possibility of
disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

  Cyber Secrets books and ebook series can be found

  on Amazon.com at. amzn.to/2UuIG9B 

  Cyber Secrets was originally a video series and 

  is on both YouTube.

  

Just released!!!  Web App Hacking: Carnage & Pwnage 

Interesting News

*  Subscribe to this OSINT resource to recieve it in your inbox.  The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

* * Our active Facebook group discusses the gambit of cyber security issues.  Join the Cyber Secrets Facebook group here.

*** CSI Linux 2021.2 has just been released!  Download today! csilinux.com

https://www.informationwarfarecenter.com
https://amzn.to/3Am2f77
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3hffb7y
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
https://csilinux.com
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Packet Storm Security

* Biden Announces Investigation Into International Ransomware Attack
* Ransomware Attacks Driving Cyber Reinsurance Rates Up 40%
* Didi Barred From China App Stores Amidst Government Security Review
* Gang Behind Huge Cyber Attack Demands $70M In Bitcoin
* Ransomware Gangs Taking Aim At Soft Target Industrial Control Systems
* Hacked Data For 69K LimeVPN Users Up For Sale On Dark Web
* Feds File New Charges For Amazon Employee That Leveraged Server Access To Hack Capital One
* China Investigates Didi Over Cyber Security Days After Its IPO
* Russian Military Hackers Have Been On A Worldwide Password Guessing Spree
* Colombia Police Collar Suspected Gozi Trojan Distributor
* XKEYSCORE Spy Program Revealed By Snowden Still A Problem
* Netgear Authentication Bypass Allows Router Takeover
* Lorenz Ransomware Victims Can Recover Files With Free Tool
* Chinese Hacking Group Impersonates Afghan President To Infiltrate Government Agencies
* Microsoft Executive Says U.S. Overuses Secret Orders For Americans' Data
* This VPN Service Used By Ransomware Gangs Was Just Taken Down By Police
* You Can Hijack Google Cloud VMs Using DHCP Floods
* Cobalt Strike Usage Explodes Among Cybercrooks
* Feds Told To Better Manage Facial Recognition
* Microsoft Approved A Windows Driver With Rootkit Malware
* Hackers Exploited 0-Day, Not 2018 Bug, To Mass-Wipe My Book Live Devices
* A Well-Meaning Feature Leaves Millions Of Dell PCs Vulnerable
* Data For 700M LinkedIn Users Posted For Sale
* Using The Android USB Driver To Extract Data As USB Mass Storage Device
* GitHub Bug Bounty Payouts Surge Past $1.5 Million

Krebs on Security

* Another 0-Day Looms for Many Western Digital Users
* Intuit to Share Payroll Data from 1.4M Small Businesses With Equifax
* We Infiltrated a Counterfeit Check Ring! Now What?
* MyBook Users Urged to Unplug Devices from Internet
* How Cyber Sleuths Cracked an ATM Shimmer Gang
* How Cyber Safe is Your Drinking Water Supply?
* First American Financial Pays Farcical $500K Fine
* Ukrainian Police Nab Six Tied to CLOP Ransomware
* How Does One Get Hired by a Top Cybercrime Gang?
* Microsoft Patches Six Zero-Day Security Holes

https://packetstormsecurity.com/news/view/32436/Biden-Announces-Investigation-Into-International-Ransomware-Attack.html
https://packetstormsecurity.com/news/view/32435/Ransomware-Attacks-Driving-Cyber-Reinsurance-Rates-Up-40.html
https://packetstormsecurity.com/news/view/32434/Didi-Barred-From-China-App-Stores-Amidst-Government-Security-Review.html
https://packetstormsecurity.com/news/view/32433/Gang-Behind-Huge-Cyber-Attack-Demands-70M-In-Bitcoin.html
https://packetstormsecurity.com/news/view/32432/Ransomware-Gangs-Taking-Aim-At-Soft-Target-Industrial-Control-Systems.html
https://packetstormsecurity.com/news/view/32431/Hacked-Data-For-69K-LimeVPN-Users-Up-For-Sale-On-Dark-Web.html
https://packetstormsecurity.com/news/view/32430/Feds-File-New-Charges-For-Amazon-Employee-That-Leveraged-Server-Access-To-Hack-Capital-One.html
https://packetstormsecurity.com/news/view/32429/China-Investigates-Didi-Over-Cyber-Security-Days-After-Its-IPO.html
https://packetstormsecurity.com/news/view/32428/Russian-Military-Hackers-Have-Been-On-A-Worldwide-Password-Guessing-Spree.html
https://packetstormsecurity.com/news/view/32427/Colombia-Police-Collar-Suspected-Gozi-Trojan-Distributor.html
https://packetstormsecurity.com/news/view/32426/XKEYSCORE-Spy-Program-Revealed-By-Snowden-Still-A-Problem.html
https://packetstormsecurity.com/news/view/32425/Netgear-Authentication-Bypass-Allows-Router-Takeover.html
https://packetstormsecurity.com/news/view/32424/Lorenz-Ransomware-Victims-Can-Recover-Files-With-Free-Tool.html
https://packetstormsecurity.com/news/view/32423/Chinese-Hacking-Group-Impersonates-Afghan-President-To-Infiltrate-Government-Agencies.html
https://packetstormsecurity.com/news/view/32422/Microsoft-Executive-Says-U.S.-Overuses-Secret-Orders-For-Americans-Data.html
https://packetstormsecurity.com/news/view/32421/This-VPN-Service-Used-By-Ransomware-Gangs-Was-Just-Taken-Down-By-Police.html
https://packetstormsecurity.com/news/view/32420/You-Can-Hijack-Google-Cloud-VMs-Using-DHCP-Floods.html
https://packetstormsecurity.com/news/view/32419/Cobalt-Strike-Usage-Explodes-Among-Cybercrooks.html
https://packetstormsecurity.com/news/view/32418/Feds-Told-To-Better-Manage-Facial-Recognition.html
https://packetstormsecurity.com/news/view/32417/Microsoft-Approved-A-Windows-Driver-With-Rootkit-Malware.html
https://packetstormsecurity.com/news/view/32416/Hackers-Exploited-0-Day-Not-2018-Bug-To-Mass-Wipe-My-Book-Live-Devices.html
https://packetstormsecurity.com/news/view/32415/A-Well-Meaning-Feature-Leaves-Millions-Of-Dell-PCs-Vulnerable.html
https://packetstormsecurity.com/news/view/32414/Data-For-700M-LinkedIn-Users-Posted-For-Sale.html
https://packetstormsecurity.com/news/view/32413/Using-The-Android-USB-Driver-To-Extract-Data-As-USB-Mass-Storage-Device.html
https://packetstormsecurity.com/news/view/32412/GitHub-Bug-Bounty-Payouts-Surge-Past-1.5-Million.html
https://krebsonsecurity.com/2021/07/another-0-day-looms-for-many-western-digital-users/
https://krebsonsecurity.com/2021/07/intuit-to-share-payroll-data-from-1-4m-small-businesses-with-equifax/
https://krebsonsecurity.com/2021/06/we-infiltrated-a-counterfeit-check-ring-now-what/
https://krebsonsecurity.com/2021/06/mybook-users-urged-to-unplug-devices-from-internet/
https://krebsonsecurity.com/2021/06/how-cyber-sleuths-cracked-an-atm-shimmer-gang/
https://krebsonsecurity.com/2021/06/how-cyber-safe-is-your-drinking-water-supply/
https://krebsonsecurity.com/2021/06/first-american-financial-pays-farcical-500k-fine/
https://krebsonsecurity.com/2021/06/ukrainian-police-nab-six-tied-to-clop-ransomware/
https://krebsonsecurity.com/2021/06/how-does-one-get-hired-by-a-top-cybercrime-gang/
https://krebsonsecurity.com/2021/06/microsoft-patches-six-zero-day-security-holes/


Dark Reading

* Watch for Cybersecurity Games at the Tokyo Olympics
* Barracuda Agrees to Acquire Skout Cybersecurity
* Secured-Core PCs May Mitigate Firmware Attacks, but Adoption Lags
* Microsoft Issues New CVE for 'PrintNightmare' Flaw
* SOC Investment Improves Detection and Response Times, Data Shows
* 5 Mistakes That Impact a Security Team's Success
* WFH: A Smart Time to Revisit Employee Use of Social Media
* GitHub Unveils AI Tool to Speed Development, but Beware Insecure Code
* CISA Urges Orgs to Disable Windows Print Spooler on Critical Systems
* WhiteHat Security Rebrands as NTT Application Security
* Name That Edge Toon: Security Grill
* CISA Updates CSET Tool for Ransomware Defense
* NSA & CISA Issue Warning About Russian GRU Brute-Force Cyberattacks Against US, Global Orgs
* Why Are There Never Enough Logs During an Incident Response?
* Stop Playing Catchup: Move From Reactive to Proactive to Defeat Cyber Threats
* SentinelOne Starts Trading on NYSE, Raises $1.2B in IPO
* SMB Worm Targeting EternalBlue Vuln Spreads to US
* Impersonation Becomes Top Phishing Technique
* MyBook Investigation Reveals Attackers Exploited Legacy, Zero-Day Vulnerabilities
* Attackers Already Unleashing Malware for Apple macOS M1 Chip

The Hacker News

* Getting Started with Security Testing: A Practical Guide for Startups
* TrickBot Botnet Found Deploying A New Ransomware Called Diavol
* Microsoft Urges Azure Users to Update PowerShell to Patch RCE Flaw
* REvil Used 0-Day in Kaseya Ransomware Attack, Demands $70 Million Ransom
* Android Apps with 5.8 million Installs Caught Stealing Users' Facebook Passwords
* Kaseya Supply-Chain Attack Hits Nearly 40 Service Providers With REvil Ransomware
* Learn to Code - Get 2021 Master Bundle of 13 Online Courses @ 99% OFF
* New Mirai-Inspired Botnet Could Be Using Your KGUARD DVRs in Cyber Attacks
* Mongolian Certificate Authority Hacked to Distribute Backdoored CA Software
* New Google Scorecards Tool Scans Open-Source Software for More Security Risks
* NSA, FBI Reveal Hacking Methods Used by Russian Military Hackers
* Microsoft Warns of Critical "PrintNightmare" Flaw Being Exploited in the Wild
* IndigoZebra APT Hacking Campaign Targets the Afghan Government
* Rethinking Application Security in the API-First Era
* Facebook Sues 4 Vietnamese for Hacking Accounts and $36 Million Ad Fraud

https://www.darkreading.com/vulnerabilities---threats/watch-for-cybersecurity-games-at-the-tokyo-olympics/a/d-id/1341425?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/barracuda-agrees-to-acquire-skout-cybersecurity/d/d-id/1341474?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/secured-core-pcs-may-mitigate-firmware-attacks-but-adoption-lags/d/d-id/1341473?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/microsoft-issues-new-cve-for-printnightmare-flaw/d/d-id/1341471?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/operations/soc-investment-improves-detection-and-response-times-data-shows/d/d-id/1341472?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/5-mistakes-that-impact-a-security-teams-success/b/d-id/1341470?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/wfh-a-smart-time-to-revisit-employee-use-of-social-media/a/d-id/1341387?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/github-unveils-ai-tool-to-speed-development-but-beware-insecure-code/d/d-id/1341469?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/cisa-urges-orgs-to-disable-windows-print-spooler-on-critical-systems/d/d-id/1341468?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/whitehat-security-rebrands-as-ntt-application-security/d/d-id/1341466?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/name-that-edge-toon-security-grill/b/d-id/1341464?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/cisa-updates-cset-tool-for-ransomware-defense/d/d-id/1341459?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/nsa-and-cisa-issue-warning-about-russian-gru-brute-force-cyberattacks-against-us-global-orgs/d/d-id/1341458?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/why-are-there-never-enough-logs-during-an-incident-response/a/d-id/1341411?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/stop-playing-catchup-move-from-reactive-to-proactive-to-defeat-cyber-threats/a/d-id/1341372?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/sentinelone-starts-trading-on-nyse-raises-$12b-in-ipo/d/d-id/1341452?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/smb-worm-targeting-eternalblue-vuln-spreads-to-us/d/d-id/1341445?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/impersonation-becomes-top-phishing-technique/d/d-id/1341443?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/mybook-investigation-reveals-attackers-exploited-legacy-zero-day-vulnerabilities/d/d-id/1341440?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/attackers-already-unleashing-malware-for-apple-macos-m1-chip/d/d-id/1341442?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/sd6lvN__1oE/getting-started-with-security-testing.html
http://feedproxy.google.com/~r/TheHackersNews/~3/6wRnHgtD7RQ/trickbot-botnet-found-deploying-new.html
http://feedproxy.google.com/~r/TheHackersNews/~3/I2UBdG_izX0/microsoft-urges-azure-users-to-update.html
http://feedproxy.google.com/~r/TheHackersNews/~3/W9fsd5vw3Zk/revil-used-0-day-in-kaseya-ransomware.html
http://feedproxy.google.com/~r/TheHackersNews/~3/eQaaE5iQIPU/android-apps-with-58-million-installs.html
http://feedproxy.google.com/~r/TheHackersNews/~3/uGshBztopNw/kaseya-revil-ransomware-attack.html
http://feedproxy.google.com/~r/TheHackersNews/~3/2KB_dejlUZM/learn-to-code-get-2021-master-bundle-of.html
http://feedproxy.google.com/~r/TheHackersNews/~3/GNF24HKcybw/new-mirai-inspired-botnet-could-be.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9udDUcm4jv0/mongolian-certificate-authority-hacked.html
http://feedproxy.google.com/~r/TheHackersNews/~3/1dlZfbOZA2Q/new-google-scorecards-tool-scans-open.html
http://feedproxy.google.com/~r/TheHackersNews/~3/vZjbBFKgQdc/nsa-fbi-reveal-hacking-methods-used-by.html
http://feedproxy.google.com/~r/TheHackersNews/~3/0DtR37gKXdI/microsoft-warns-of-critical.html
http://feedproxy.google.com/~r/TheHackersNews/~3/4Y6MHBv-U8A/indigozebra-apt-hacking-campaign.html
http://feedproxy.google.com/~r/TheHackersNews/~3/fvWXO_HSCMk/rethinking-application-security-in-api.html
http://feedproxy.google.com/~r/TheHackersNews/~3/l7_IwFYucRU/facebook-sues-4-vietnamese-for-hacking.html


Security Week

* Scale, Details of Massive Kaseya Ransomware Attack Emerge
* IT Software Firm Kaseya Hit By Supply Chain Ransomware Attack
* Hackers Compromise Mongolian Certificate Authority to Spread Malware
* Microsoft Tells Azure Users to Update PowerShell to Patch Vulnerability
* New Ransomware 'Diavol' Linked to Notorious Cybercrime Gang
* Microsoft Confirms 'PrintNightmare' is New Windows Security Flaw
* Ferry Agency: No Sensitive Info Compromised in Cyberattack
* Director of Cybersecurity at NSA Gets Dedicated Twitter Account
* DHS Hired 300 Cybersecurity Professionals in Last Two Months
* Vulnerabilities in WAGO Devices Expose Industrial Firms to Remote Attacks
* French Tech Firm Charged Over Libya Cyber-Spying
* Russians Used Brute Force Attacks Against Hundreds of Orgs: Security Agencies
* The VC View: Enabling Business via IT Security
* SASE Provider Versa Networks Raises $84 Million
* Sevco Security Banks $15 Million Series A Funding
* University Medical Center Says Hackers Breached Data Server
* Becoming Elon Musk - the Danger of Artificial Intelligence
* Cybersecurity M&A Roundup: 37 Deals Announced in June 2021
* Critical, Exploitable Flaws in NETGEAR Router Firmware
* Study Finds Insurance Companies Lack Cyber Hygiene
* Google, OpenSSF Update Scorecards Project With New Security Checks
* Twitter Enables Use of Security Keys as Sole Two-Factor Authentication Method
* CISA Adds Ransomware Module to Cyber Security Evaluation Tool
* Vulnerability Found in Industrial Remote Access Product From Claroty

Infosecurity Magazine

http://feedproxy.google.com/~r/securityweek/~3/VBTVHjU4vDs/scale-details-massive-kaseya-ransomware-attack-emerge
http://feedproxy.google.com/~r/securityweek/~3/HcbTSgvIxXg/it-software-firm-kaseya-hit-supply-chain-ransomware-attack
http://feedproxy.google.com/~r/securityweek/~3/44JhlUNSe_o/hackers-compromise-mongolian-certificate-authority-spread-malware
http://feedproxy.google.com/~r/securityweek/~3/BQB3NSZ5lQM/microsoft-tells-azure-users-update-powershell-patch-vulnerability
http://feedproxy.google.com/~r/securityweek/~3/B_t24AtMypM/new-ransomware-diavol-linked-notorious-cybercrime-gang
http://feedproxy.google.com/~r/securityweek/~3/9-3wOpWdhrs/microsoft-confirms-printnightmare-new-windows-security-flaw
http://feedproxy.google.com/~r/securityweek/~3/37IxF4-0qtU/ferry-agency-no-sensitive-info-compromised-cyberattack
http://feedproxy.google.com/~r/securityweek/~3/DOt3DP-HnIE/director-cybersecurity-nsa-gets-dedicated-twitter-account
http://feedproxy.google.com/~r/securityweek/~3/_Tj1IWZaCNM/dhs-hired-300-cybersecurity-professionals-last-two-months
http://feedproxy.google.com/~r/securityweek/~3/Jb3T5AGLm-U/vulnerabilities-wago-devices-expose-industrial-firms-remote-attacks
http://feedproxy.google.com/~r/securityweek/~3/ZL4wrS_wFQk/french-tech-firm-charged-over-libya-cyber-spying
http://feedproxy.google.com/~r/securityweek/~3/nF-Sp2Q_JpQ/security-agencies-russian-cyberspies-used-brute-force-against-hundreds-orgs
http://feedproxy.google.com/~r/securityweek/~3/gHsH2g54dGw/vc-view-enabling-business-it-security
http://feedproxy.google.com/~r/securityweek/~3/F0AV9jOkQ34/sase-provider-versa-networks-raises-86-million
http://feedproxy.google.com/~r/securityweek/~3/9BCDfBPcboo/sevco-security-banks-15-million-series-funding
http://feedproxy.google.com/~r/securityweek/~3/CXJv0WPTrxc/university-medical-center-says-hackers-breached-data-server
http://feedproxy.google.com/~r/securityweek/~3/x-A8mnR99qY/becoming-elon-musk-%E2%80%93-danger-artificial-intelligence
http://feedproxy.google.com/~r/securityweek/~3/EM4yC9OxT3I/cybersecurity-ma-roundup-37-deals-announced-june-2021
http://feedproxy.google.com/~r/securityweek/~3/bnCCCoLlY0M/critical-exploitable-flaws-netgear-router-firmware
http://feedproxy.google.com/~r/securityweek/~3/mAUMSrPS9tE/study-finds-insurance-companies-lack-cyber-hygiene
http://feedproxy.google.com/~r/securityweek/~3/J-jofF0d6G4/google-openssf-update-scorecards-project-new-security-checks
http://feedproxy.google.com/~r/securityweek/~3/g-WzjM4-AwY/twitter-enables-use-security-keys-sole-two-factor-authentication-method
http://feedproxy.google.com/~r/securityweek/~3/xD4Cm82AqAw/cisa-adds-ransomware-module-cyber-security-evaluation-tool
http://feedproxy.google.com/~r/securityweek/~3/GkCoNsIboHc/vulnerability-found-industrial-remote-access-product-claroty


KnowBe4 Security Awareness Training Blog RSS Feed

* Important Kaseya Notice! Turn VSA Off. Now. Ransomware. Updated
* [BREAKING] NSA, Partners Release Cybersecurity Advisory on Brute Force Global Cyber Campaign
* New IcedID and QBot Phishing Campaigns Are Running Amuck
* How to Get The Most Out of Your Compliance Platform
* Almost All LinkedIn User's Data Has Been Scraped and is Up for Sale on the Dark Web
* Spear Phishing Impersonation Attacks Take on New Tactics to Become More Convincing and Effective
* Yet Another Disk Image File Format Spotted in the Wild Used to Deliver Malware
* 35% of All Security Incidents are Business Email Compromise Phishing Attacks
* [Eye Opener] The Biggest Bitcoin Heist Ever: A Whopping 3.6 Billion Dollars!
* CyberheistNews Vol 11 #25 [Heads Up] Attackers Abuse Your Google Docs With a New Phishing Angle

ISC2.org Blog

* Igniting Passion for Diversity, Equity and Inclusion (DEI): Cybersecurity Professionals Address Chall
* DoD Adds Two More (ISC)&sup2; Certifications to Requirements for Cybersecurity Staff
* NIST Has Come Out With Its Own Ransomware Guidance | #RansomwareWeek
* Six Steps to Protect Your Organization from Ransomware | #RansomwareWeek
* (ISC)&sup2; Offers Free Access to Ransomware Education | #RANSOMWAREWEEK

HackRead

* Revil ransomware increases ransom to $70M in Kaseya attack
* 9 apps with 6M installs stole Facebook logins of Android users
* REvil Ransomware targets 1000+ businesses causing holiday havoc
* Spanish telecom giant MasMovil hit by Revil ransomware gang
* Online learning provider New Skills Academy alerts users of data breach
* Colombia arrests suspect wanted by US over Gozi virus
* Domain, server of DoubleVPN used by ransomware gangs seized

Koddos

* Revil ransomware increases ransom to $70M in Kaseya attack
* 9 apps with 6M installs stole Facebook logins of Android users
* REvil Ransomware targets 1000+ businesses causing holiday havoc
* Spanish telecom giant MasMovil hit by Revil ransomware gang
* Online learning provider New Skills Academy alerts users of data breach
* Colombia arrests suspect wanted by US over Gozi virus
* Domain, server of DoubleVPN used by ransomware gangs seized

https://blog.knowbe4.com/important-kaseya-notice-turn-vsa-off.-now.-ransomware
https://blog.knowbe4.com/breaking-nsa-partners-release-cybersecurity-advisory-on-brute-force-global-cyber-campaign
https://blog.knowbe4.com/new-icedid-and-qbot-phishing-campaigns-are-running-amuck
https://blog.knowbe4.com/how-to-get-the-most-out-of-your-compliance-platform
https://blog.knowbe4.com/almost-all-linkedin-users-data-has-been-scraped-and-is-up-for-sale-on-the-dark-web
https://blog.knowbe4.com/spear-phishing-impersonation-attacks-take-on-new-tactics-to-become-more-convincing-and-effective
https://blog.knowbe4.com/yet-another-disk-image-file-format-spotted-in-the-wild-used-to-deliver-malware
https://blog.knowbe4.com/35-of-all-security-incidents-are-business-email-compromise-phishing-attacks
https://blog.knowbe4.com/eye-opener-the-biggest-bitcoin-heist-ever-a-whopping-3.6-billion-dollars
https://blog.knowbe4.com/cyberheistnews-vol-11-25-heads-up-attackers-abuse-your-google-docs-with-a-new-phishing-angle
http://feedproxy.google.com/~r/isc2Blog/~3/EUstg_MyQPc/igniting-passion-for-diversity-equity-and-inclusion-dei.html
http://feedproxy.google.com/~r/isc2Blog/~3/v7yRrwhp0xY/dod-adds-two-more-isc2-certifications.html
http://feedproxy.google.com/~r/isc2Blog/~3/iUwtfIRoH40/nist-has-come-out-with-its-own-ransomware-guidance-ransomwareweek.html
http://feedproxy.google.com/~r/isc2Blog/~3/zV7Ncpkyc_M/six-steps-to-protect-your-organization-from-ransomware-ransomwareweek.html
http://feedproxy.google.com/~r/isc2Blog/~3/fXLgUD1LdPQ/free-access-to-education.html
https://www.hackread.com/revil-ransomware-increases-ransom-kaseya-attack/
https://www.hackread.com/apps-stole-android-users-facebook-logins/
https://www.hackread.com/revil-ransomware-targets-1000-business/
https://www.hackread.com/revil-ransomware-gang-hits-masmovil-telecom/
https://www.hackread.com/new-skills-academy-data-breach-alerts-users/
https://www.hackread.com/colombia-arrests-gozi-virus-suspect/
https://www.hackread.com/doublevpn-domain-server-ransomware-gangs-seized/
https://www.hackread.com/revil-ransomware-increases-ransom-kaseya-attack/
https://www.hackread.com/apps-stole-android-users-facebook-logins/
https://www.hackread.com/revil-ransomware-targets-1000-business/
https://www.hackread.com/revil-ransomware-gang-hits-masmovil-telecom/
https://www.hackread.com/new-skills-academy-data-breach-alerts-users/
https://www.hackread.com/colombia-arrests-gozi-virus-suspect/
https://www.hackread.com/doublevpn-domain-server-ransomware-gangs-seized/


Naked Security

* Kaseya ransomware attackers say: "Pay $70 million and we'll set everyone free"
* US email hacker gets his "computer trespass" conviction reversed
* S3 Ep39: Paying the date, #SocialMediaDay tips, and a special splintersode [Podcast]
* PrintNightmare, the zero-day hole in Windows -  here's what to do
* Colombian police arrest Gozi malware suspect after 8 years at large
* Police warn of WhatsApp scams in time for Social Media Day
* British tourists charged Â£1000s for pier visits in billing blunder
* S3 Ep38: Clop busts, destructive Linux hacking, and rooted bicycles [Podcast]
* Ransomware: What REALLY happens if you pay the crooks?
* Can *YOU* blow a PC speaker using only a Linux kernel driver?

Threat Post

* Ransomware Defense: Top 5 Things to Do Right Now
* TrickBot Spruces Up Its Banking Trojan Module
* Widespread Brute-Force Attacks Tied to Russia's APT28
* Why Healthcare Keeps Falling Prey to Ransomware and Other Cyberattacks
* CISA Offers New Mitigation for PrintNightmare Bug
* Linux Variant of REvil Ransomware Targets VMware's ESXi, NAS Devices
* Defeating Ransomware-as-a-Service? Think Intel-Sharing
* Hacked Data for 69K LimeVPN Users Up for Sale on Dark Web
* Babuk Ransomware Builder Mysteriously Appears in VirusTotal
* Data Exfiltration: What You Should Know to Prevent It

Null-Byte

* These High-Quality Courses Are Only $49.99
* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit
* The Best-Selling VPN Is Now on Sale
* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps
* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM
* Get a Jump Start into Cybersecurity with This Bundle
* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch
* This Top-Rated Course Will Make You a Linux Master
* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks

https://nakedsecurity.sophos.com/2021/07/05/kaseya-ransomware-attackers-say-pay-70-million-and-well-set-everyone-free/
https://nakedsecurity.sophos.com/2021/07/02/us-email-hacker-gets-his-computer-trespass-conviction-reversed/
https://nakedsecurity.sophos.com/2021/07/01/s3-ep39-paying-the-date-socialmediaday-tips-and-a-special-splintersode-podcast/
https://nakedsecurity.sophos.com/2021/06/30/printnightmare-the-zero-day-hole-in-windows-heres-what-to-do/
https://nakedsecurity.sophos.com/2021/06/30/colombian-police-arrest-gozi-malware-suspect-after-8-years-at-large/
https://nakedsecurity.sophos.com/2021/06/30/police-warn-of-whatsapp-scams-in-time-for-social-media-day/
https://nakedsecurity.sophos.com/2021/06/25/british-tourists-charged-1000s-for-pier-visits-in-billing-blunder/
https://nakedsecurity.sophos.com/2021/06/24/s3-ep38-clop-busts-destructive-linux-hacking-and-rooted-bicycles-podcast/
https://nakedsecurity.sophos.com/2021/06/22/ransomware-what-really-happens-if-you-pay-the-crooks/
https://nakedsecurity.sophos.com/2021/06/18/can-you-blow-a-pc-speaker-using-only-a-linux-kernel-driver/
https://threatpost.com/ransomware-defense-top-5-tips/167536/
https://threatpost.com/trickbot-banking-trojan-module/167521/
https://threatpost.com/kubernetes-brute-force-attacks-russia-apt28/167518/
https://threatpost.com/healthcare-prey-ransomware-cyberattacks/167525/
https://threatpost.com/cisa-mitigation-printnightmare-bug/167515/
https://threatpost.com/linux-variant-ransomware-vmwares-nas/167511/
https://threatpost.com/ransomware-as-a-service-intel-sharing/167508/
https://threatpost.com/hacked-data-limevpn-dark-web/167492/
https://threatpost.com/babuk-ransomware-builder-virustotal/167481/
https://threatpost.com/data-exfiltration-prevent-it/167413/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/


IBM Security Intelligence

* The OSI Model and You Part 7: Stopping Threats at the Application Layer
* Confessions of a Famous Fraudster: How and Why Social Engineering Scams Work
* Hunting for Windows "Features" with Frida: DLL Sideloading
* June 2021 Security Intelligence Roundup: Cybersecurity Certifications, The Problem With New Accounts 
* A Fly on ShellBot's Wall: The Risk of Publicly Available Cryptocurrency Miners
* The OSI Model and You Part 6: Stopping Threats at the OSI Presentation Layer
* Cloud Security: Navigating the Cloud Migration Journey Successfully
* Data Security Along Every Stage of the Journey
* Shifting Left With Analytics to Identify Software Supply Chain Anomalies
* Ursnif Leverages Cerberus to Automate Fraudulent Bank Transfers in Italy

InfoWorld

* How the cloud and big compute are remaking HPC
* How 5 companies got their developers to care about cloud costs
* The problem with sharding
* GitHub unveils AI coding assistant for Visual Studio Code
* Cloud lock-in is real
* Accessibility improvements coming to Visual Studio
* What is MongoDB? A quick guide for developers
* Rethinking data architectures for a cloud world
* Red Hat OpenShift 4.8 shines on CI/CD, serverless functions
* What Windows 11 means for developers

C4ISRNET - Media for the Intelligence Age Military

* Rafael combines AI and automatic target recognition in new Sea Breaker missile
* Big screen to battlefield: How sci-fi can inspire next-generation weaponry
* Robins looks to bring home the BACN under new Air Force proposal
* The Space Development Agency now has demo satellites on orbit. Here's what they'll do.
* Army to set in stone the importance of information advantage, with new capabilities on deck
* Skyborg makes its second flight, this time autonomously piloting General Atomics' Avenger drone
* Virgin Orbit plane launches four US military satellites into space
* Intel agencies, armed services push for more data and capability sharing to win future fights
* Pentagon's top IT official: More coordination needed on weapon systems and critical infrastructure cy
* Pentagon official placed on leave over allegations of unauthorized release of classified info

http://feedproxy.google.com/~r/SecurityIntelligence/~3/3iMKPv4i2kM/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Kxp_2Zh8P-Y/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/R3lV6I9y5Bc/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/fvkBDx6X8_g/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/4bxvZ4nhK9s/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/zR26CcMW3ms/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/rTol1L7eOKo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/Qq-sfkdn5_U/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/udLUkYMGXko/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/BZxx_vbHOgE/
https://www.infoworld.com/article/3624168/how-the-cloud-and-big-compute-are-remaking-hpc.html#tk.rss_all
https://www.infoworld.com/article/3623709/how-5-companies-got-their-developers-to-care-about-cloud-costs.html#tk.rss_all
https://www.infoworld.com/article/3623388/the-problem-with-sharding.html#tk.rss_all
https://www.infoworld.com/article/3623724/github-unveils-ai-coding-assistant-for-visual-studio-code.html#tk.rss_all
https://www.infoworld.com/article/3623721/cloud-lock-in-is-real.html#tk.rss_all
https://www.infoworld.com/article/3623821/accessibility-improvements-coming-to-visual-studio.html#tk.rss_all
https://www.infoworld.com/article/3623357/what-is-mongodb-a-quick-guide-for-developers.html#tk.rss_all
https://www.infoworld.com/article/3622916/rethinking-data-architectures-for-a-cloud-world.html#tk.rss_all
https://www.infoworld.com/article/3623749/red-hat-openshift-48-shines-on-cicd-serverless-functions.html#tk.rss_all
https://www.infoworld.com/article/3623057/what-windows-11-means-for-developers.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/u7gde737734/
http://feedproxy.google.com/~r/c4isrnet/home/~3/E_IuR2Y5W9o/
http://feedproxy.google.com/~r/c4isrnet/home/~3/vbsSUjIrJLk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/-APMdKUS0xE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/qw0a4M7kNuM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/fRn7MrN6Ie0/
http://feedproxy.google.com/~r/c4isrnet/home/~3/jM_TJ0cFR-w/
http://feedproxy.google.com/~r/c4isrnet/home/~3/tpdIj9V7JBQ/
http://feedproxy.google.com/~r/c4isrnet/home/~3/QJOutcUHqI4/
http://feedproxy.google.com/~r/c4isrnet/home/~3/ds6tV6MEaOI/


The Hacker Corner

Conferences

* Cybersecurity Employment Market
* Cybersecurity Marketing Trends
* Is It Worth Public Speaking?
* Our Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid
* Best Ways To Market A Conference
* Marketing To Cybersecurity Companies
* Upcoming Black Hat Events (2021)
* How To Sponsor Cybersecurity Conferences

Google Zero Day Project

* An EPYC escape: Case-study of a KVM breakout
* Fuzzing iOS code on macOS at native speed

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events.  Below is a list if
CTFs they have on thier calendar.

* Capture the Signal CTF 2021
* redpwnCTF 2021
* ENOWARS 5
* TyphoonCon CTF 2021
* Google Capture The Flag 2021
* RuCTF 2021
* HTB Business CTF 2021
* ImaginaryCTF 2021
* IJCTF 2021
* CyBRICS CTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* HackathonCTF: 2
* Hackable: II
* VulnCMS: 1
* hacksudo: ProximaCentauri
* Tech_Supp0rt: 1

https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://infosec-conferences.com/sponsoring-cybersecurity-conferences/
https://googleprojectzero.blogspot.com/2021/06/an-epyc-escape-case-study-of-kvm.html
https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-native.html
https://ctftime.org/event/1389
https://ctftime.org/event/1327
https://ctftime.org/event/1340
https://ctftime.org/event/1390
https://ctftime.org/event/1318
https://ctftime.org/event/1297
https://ctftime.org/event/1386
https://ctftime.org/event/1384
https://ctftime.org/event/1382
https://ctftime.org/event/1306
http://www.vulnhub.com/entry/hackathonctf_2,714/
http://www.vulnhub.com/entry/hackable_ii,711/
http://www.vulnhub.com/entry/vulncms_1,710/
http://www.vulnhub.com/entry/hacksudo_proximacentauri,709/
http://www.vulnhub.com/entry/tech_supp0rt_1,708/


Tools & Techniques

Packet Storm Security Tools Links

* Suricata IDPE 6.0.3
* nfstream 6.3.3
* Lynis Auditing Tool 3.0.5
* TOR Virtual Network Tunneling Tool 0.4.6.6
* Falco 0.29.1
* Samhain File Integrity Checker 4.4.5
* Global Socket 1.4.32
* Faraday 3.16.0
* Proxmark 4.13441
* Flawfinder 2.0.18

Kali Linux Tutorials

* Shreder : A Powerful Multi-Threaded SSH Protocol Password Bruteforce Tool
* BlobHunter : Find Exposed Data In Azure With This Public Blob Scanner
* SharpHook : Tool Tath Uses Various API Hooks In Order To Give Us The Desired Credentials
* CamRaptor : Tool That Exploits Several Vulnerabilities In Popular DVR Cameras To Obtain Network Camer
* HoneyCreds : Network Credential Injection To Detect Responder And Other Network Poisoners
* Dark Load Library : Load Library For Offensive Operations
* Mythic : A Collaborative, Multi-Platform, Red Teaming Framework
* HashCheck : Tool To Assist In The Search For Leaked Passwords
* Swift-Attack : Unit Tests For Blue Teams To Aid With Building Detections For Some Common macOS Post E
* Xerror : An Automated Penetration Tool

GBHackers Analysis

* Hackers Use Western Digital My Book Zero-day Vulnerability to Mass-wipe Live Devices
* 5 Key Phases of Ethical Hacking
* Researcher Managed to Hack ATMs Using His Phone's NFC & Android App
* 10 Best WiFi Hacking Apps for Android - 2021 Edition
* How to Protect Your Email From Hacking?

https://packetstormsecurity.com/files/163354/suricata-6.0.3.tar.gz
https://packetstormsecurity.com/files/163352/nfstream-6.3.3.tar.gz
https://packetstormsecurity.com/files/163353/lynis-3.0.5.tar.gz
https://packetstormsecurity.com/files/163341/tor-0.4.6.6.tar.gz
https://packetstormsecurity.com/files/163340/falco-0.29.1.tar.gz
https://packetstormsecurity.com/files/163338/samhain-4.4.5.tar.gz
https://packetstormsecurity.com/files/163329/gsocket-1.4.32.tar.gz
https://packetstormsecurity.com/files/163326/faraday-3.16.0.tar.gz
https://packetstormsecurity.com/files/163304/proxmark3-4.13441.tar.gz
https://packetstormsecurity.com/files/163287/flawfinder-2.0.18.tar.gz
https://kalilinuxtutorials.com/shreder/
https://kalilinuxtutorials.com/blobhunter/
https://kalilinuxtutorials.com/sharphook/
https://kalilinuxtutorials.com/camraptor/
https://kalilinuxtutorials.com/honeycreds/
https://kalilinuxtutorials.com/darkloadlibrary/
https://kalilinuxtutorials.com/mythic/
https://kalilinuxtutorials.com/hashcheck/
https://kalilinuxtutorials.com/swift-attack/
https://kalilinuxtutorials.com/xerror-an-automated-penetration-tool/
https://gbhackers.com/western-digital-my-book-zero-day-vulnerability/
https://gbhackers.com/5-key-phases-of-ethical-hacking/
https://gbhackers.com/researcher-managed-to-hack-atms/
https://gbhackers.com/top-best-wifi-hacking-apps-android/
https://gbhackers.com/how-to-protect-your-email-from-hacking/


Weekly Cyber Security Video and Podcasts

SANS DFIR

*  SANS Threat Analysis Rundown - Ransomware with guest speaker Ryan Chapman
*  Mobile Validation - Working together for the Common Good
*  FOR500: Windows Forensic Analysis course: What to expect
*  Why take the FOR500: Windows Forensic Analysis course

Defcon Conference

*  DEF CON China Party 2021 - Keynote Interview Excerpt - Steve Wozniak, The Dark Tangent
*  DEF CON China Party 2021 - Whispers Among the Stars - James Pavur
*  DEF CON China Party 2021- Wall of Sheep: Hilarious Fails and the Sheep Behind Them - Riverside
*  DEF CON China Party -  Cooper Quintin- Detecting  Fake 4G Base Stations in Real Time

Hak5

*  Building DIY Lithium Battery Packs w/Glytch Pt3
*  HakByte: Build a Hackable Router with a $5 ESP32
*  Introducing the Bash Bunny Mark II - Story Time with @Hak5Darren

The PC Security Channel [TPSC]

*  F Secure Total: Test vs Malware and ID Protection
*  Windows Defender vs Malware in 2021

Eli the Computer Guy

*  How to Become a YouTuber
*  How to Become a Tech Professional
*  "Easy" SMS with Twilio (Add SMS to Your Coding Projects)
*  "Easy" Computer Vision with Azure and AWS

Security Now

*  Halfway Through 2021 - Google's FLoC, $600M Ransomware Attack, Where Will Windows 11 Run?
*  Avaddon Ransonomics - Chrome 0-Day, Big Spinrite Update, iOS Wi-Fi Bug, Economics of Ransomware

Troy Hunt

*  Weekly Update 250

Intel Techniques: The Privacy, Security, & OSINT Show

* 223-Secure Messaging Woes (and Solutions)
* 222-Spoiler: We all die

https://www.youtube.com/watch?v=PmiksJmo6O0
https://www.youtube.com/watch?v=zSNRuc8u6CU
https://www.youtube.com/watch?v=AmYFFuzuiaw
https://www.youtube.com/watch?v=ZhQ_SNo3MMM
https://www.youtube.com/watch?v=y16QQilQGsg
https://www.youtube.com/watch?v=90_4kKpgFuw
https://www.youtube.com/watch?v=4ZabsNgMHCM
https://www.youtube.com/watch?v=q68V-s12RKE
https://www.youtube.com/watch?v=Pqvzep2Qci8
https://www.youtube.com/watch?v=41Lymi6rXA8
https://www.youtube.com/watch?v=-UmvZdDxCiI
https://www.youtube.com/watch?v=qoVKBiFJ7wY
https://www.youtube.com/watch?v=iWL9cHgYfRw
https://www.youtube.com/watch?v=RpBlI0XVQsI
https://www.youtube.com/watch?v=eAdNtpdh0So
https://www.youtube.com/watch?v=ZAho9cq6plg
https://www.youtube.com/watch?v=GMTFvQ97tCw
https://www.youtube.com/watch?v=WT-_WlcFS50
https://www.youtube.com/watch?v=Okxn7G3FC38
https://www.youtube.com/watch?v=f4kDVO2QFyA
https://soundcloud.com/user-98066669/223-secure-messaging-woes-and-solutions
https://soundcloud.com/user-98066669/222-spoiler-we-all-die


Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications
* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild
* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts
* Mirai Botnet Exploit Weaponized to Attack IoT Devices via CVE-2020-5902
* Ensiko: A Webshell With Ransomware Capabilities
* Updates on ThiefQuest, the Quickly-Evolving macOS Malware
* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws
* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RiskIQ

* Media Land: Bulletproof Hosting Provider is a Playground for Threat Actors
* Bit2check: Stolen Card Validation Service Illuminates A New Corner of the Skimming Ecosystem
* Microsoft Exchange is a Global Vulnerability. Patching Efforts Reveal Regional Inconsistencies 
* The Sysrv-hello Cryptojacking Botnet: Here's What's New
* This is How Your Attack Surface May Be Larger and More Exposed Than You Think
* MobileInter: A Popular Magecart Skimmer Redesigned For Your Phone
* DarkSide is Standing Down, But Its Affiliates Live On
* Next-Gen Threat Intelligence: Adding Profound Value to Security and Risk Functions
* TrickBot: Get to Know the Malware That Refuses to Be Killed
* SolarWinds: Illuminating the Hidden Patterns That Advance the Story

FireEye

* Managed Service Providers Used in Coordinated, Mass Ransomware Attack Impacting Hundreds of Companies
* Metasploit Wrap-Up
* CVE-2021-1675 (PrintNightmare) Patch Does Not Remediate Vulnerability
* ForgeRock Access Manager/OpenAM Pre-Auth Remote Code Execution Vulnerability (CVE-2021-35464): What Y
* #Rapid7Life Belfast: Why I Joined
* Automated remediation level 3: Governance and hygiene
* 3 Takeaways From The 2021 VDBIR: It's An Appandemic
* Metasploit Wrap-Up
* Kill Chains: Part 3&rarr;What's Next
* CVE-2021-20025: SonicWall Email Security Appliance Backdoor Credential

http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/media-land-bulletproof-hosting-provider-is-a-playground-for-threat-actors/
https://www.riskiq.com/blog/external-threat-management/bit2check/
https://www.riskiq.com/blog/external-threat-management/microsoft-exchange-regional-patching/
https://www.riskiq.com/blog/external-threat-management/sysrv-hello-cryptojacking-botnet/
https://www.riskiq.com/blog/external-threat-management/attack-surface-exposed/
https://www.riskiq.com/blog/external-threat-management/mobile-inter/
https://www.riskiq.com/blog/external-threat-management/darkside-affiliates/
https://www.riskiq.com/blog/external-threat-management/sec-ops/
https://www.riskiq.com/blog/external-threat-management/trickbot/
https://www.riskiq.com/blog/external-threat-management/solarwinds-c2-servers-new-tactics/
https://blog.rapid7.com/2021/07/02/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://blog.rapid7.com/2021/07/02/metasploit-wrap-up-119/
https://blog.rapid7.com/2021/06/30/cve-2021-1675-printnightmare-patch-does-not-remediate-vulnerability/
https://blog.rapid7.com/2021/06/30/forgerock-openam-pre-auth-remote-code-execution-vulnerability-what-you-need-to-know/
https://blog.rapid7.com/2021/06/29/rapid7life-belfast-why-i-joined/
https://blog.rapid7.com/2021/06/28/automated-remediation-level-3-governance-and-hygiene/
https://blog.rapid7.com/2021/06/25/3-takeaways-from-the-2021-vdbir-its-an-appandemic/
https://blog.rapid7.com/2021/06/25/metasploit-wrap-up-118/
https://blog.rapid7.com/2021/06/25/kill-chains-part-3-whats-next/
https://blog.rapid7.com/2021/06/23/cve-2021-20025-sonicwall-email-security-appliance-backdoor-credential/


Proof of Concept (PoC) & Exploits

Packet Storm Security

* PrintNightmare Windows Spooler Service Remote Code Execution
* Garbage Collection Management System 1.0 SQL Injection
* Microsoft PrintNightmare Proof Of Concept
* Scratch Desktop 3.17 Code Execution / Cross Site Scripting
* WordPress Modern Events Calendar 5.16.2 Shell Upload
* WordPress Modern Events Calendar 5.16.2 Information Disclosure
* b2evolution 7.2.2 Cross Site Request Forgery
* AKCP sensorProbe SPX476 Cross Site Scripting
* Packet Storm New Exploits For June, 2021
* Docker Container Escape
* WordPress XCloner 4.2.12 Remote Code Execution
* WinWaste.NET 1.0.6183.16475 Local Privilege Escalation
* Online Voting System 1.0 Remote Code Execution
* Online Voting System 1.0 SQL Injection
* Vianeos OctoPUS 5 SQL Injection
* KVM nested_svm_vmrun Double Fetch
* Apache Superset 1.1.0 Account Enumeration
* Securepoint SSL VPN Client 2.0.30 Local Privilege Escalation
* Doctors Patients Management System 1.0 SQL Injection
* phpAbook 0.9i SQL Injection
* ES File Explorer 4.1.9.7.4 Arbitrary File Read
* WordPress wpDiscuz 7.0.4 Shell Upload
* Constructor.Win32.Bifrose.asc Buffer Overflow / Heap Corruption
* WordPress YOP Polls 6.2.7 Cross Site Scripting
* Personnel Record Management System 1.0 Authentication Bypass / XSS

CXSecurity

* GLPI 9.4.5 Remote Code Execution
* EasyFTP Server 1.7.0.11 Denial Of Service
* KnFTP Server 1.0.0 Denial Of Service
* elFinder 2.0.47 - 'PHP connector' Command Injection
* WordPress Modern Events Calendar 5.16.2 Shell Upload
* rConfig Shell Upload
* Adobe ColdFusion 8 Remote Command Execution

https://packetstormsecurity.com/files/163351/PrintNightmare-main.zip
https://packetstormsecurity.com/files/163350/gcms10-sql.txt
https://packetstormsecurity.com/files/163349/CVE-2021-1675-main.zip
https://packetstormsecurity.com/files/163348/scratchdesktop317-xssexec.txt
https://packetstormsecurity.com/files/163346/wpmec5162-shell.txt
https://packetstormsecurity.com/files/163345/wpmec5162-disclose.txt
https://packetstormsecurity.com/files/163344/b2evolution722-xsrf.txt
https://packetstormsecurity.com/files/163343/akcpsensorprobespx476-xss.txt
https://packetstormsecurity.com/files/163342/2106-exploits.tgz
https://packetstormsecurity.com/files/163339/docker_runc_escape.rb.txt
https://packetstormsecurity.com/files/163336/wpxcloner4212-exec.txt
https://packetstormsecurity.com/files/163335/winwastenet-escalate.txt
https://packetstormsecurity.com/files/163333/ovs10-exec.txt
https://packetstormsecurity.com/files/163332/ovs10-sql.txt
https://packetstormsecurity.com/files/163330/vianeosoctopus5-sql.txt
https://packetstormsecurity.com/files/163324/GS20210630152849.tgz
https://packetstormsecurity.com/files/163322/apachesuperset110-enumerate.txt
https://packetstormsecurity.com/files/163320/securepointsslvpn2030-escalate.txt
https://packetstormsecurity.com/files/163316/dpms10-sql.txt
https://packetstormsecurity.com/files/163312/phpabook09i-sql.txt
https://packetstormsecurity.com/files/163303/esfileexplorer41974-fileread.txt
https://packetstormsecurity.com/files/163302/wp_wpdiscuz_unauthenticated_file_upload.rb.txt
https://packetstormsecurity.com/files/163300/MVID-2021-0263.txt
https://packetstormsecurity.com/files/163299/wpyoppolls627-xss.txt
https://packetstormsecurity.com/files/163298/prms10-bypassxss.txt
https://cxsecurity.com/issue/WLB-2021070036
https://cxsecurity.com/issue/WLB-2021070018
https://cxsecurity.com/issue/WLB-2021070017
https://cxsecurity.com/issue/WLB-2021070011
https://cxsecurity.com/issue/WLB-2021070005
https://cxsecurity.com/issue/WLB-2021060152
https://cxsecurity.com/issue/WLB-2021060146


Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] Ricon Industrial Cellular Router S9922XL - Remote Command Execution (RCE)
* [webapps] TextPattern CMS 4.9.0-dev - Remote Command Execution (RCE) (Authenticated)
* [webapps] Simple Client Management System 1.0 - Remote Code Execution (RCE)
* [webapps] Wordpress Plugin Backup Guard 1.5.8 - Remote Code Execution (Authenticated)
* [webapps] Church Management System 1.0 - 'password' SQL Injection (Authentication Bypass)
* [webapps] Church Management System 1.0 - 'Multiple' Stored Cross-Site Scripting (XSS)
* [webapps] Church Management System 1.0 - Unrestricted File Upload to Remote Code Execution (Authentic
* [webapps] Online Birth Certificate System 1.1 - 'Multiple' Stored Cross-Site Scripting (XSS)
* [webapps] Online Voting System 1.0 - SQLi (Authentication Bypass) + Remote Code Execution (RCE)
* [webapps] OpenEMR 5.0.1.7 - 'fileName' Path Traversal (Authenticated) (2)
* [webapps] WordPress Plugin WP Learn Manager 1.1.2 - Stored Cross-Site Scripting (XSS)
* [webapps] Garbage Collection Management System 1.0 - SQL Injection (Unauthenticated)
* [webapps] Wordpress Plugin Modern Events Calendar 5.16.2 - Event export (Unauthenticated)
* [local] WinWaste.NET 1.0.6183.16475 - Privilege Escalation due Incorrect Access Control
* [webapps] Wordpress Plugin Modern Events Calendar 5.16.2 - Remote Code Execution (Authenticated)
* [webapps] b2evolution 7.2.2 - 'edit account details' Cross-Site Request Forgery (CSRF)
* [webapps] AKCP sensorProbe SPX476 - 'Multiple' Cross-Site Scripting (XSS)
* [webapps] Scratch Desktop 3.17 - Cross-Site Scripting/Remote Code Execution (XSS/RCE)
* [webapps] Vianeos OctoPUS 5 - 'login_user' SQLi
* [webapps] Wordpress Plugin XCloner 4.2.12 - Remote Code Execution (Authenticated)
* [webapps] Online Voting System 1.0 - Remote Code Execution (Authenticated)
* [webapps] Online Voting System 1.0 - Authentication Bypass (SQLi)
* [webapps] Doctors Patients Management System 1.0 - SQL Injection (Authentication Bypass)
* [webapps] Simple Traffic Offense System 1.0 - Stored Cross Site Scripting (XSS)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis.  The tool that they have added is
called "SearchSploit".  This can be installed on Linux, Mac, and Windows.  Using the tool is also quite simple.  In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit".  It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.

https://www.exploit-db.com/exploits/50096
https://www.exploit-db.com/exploits/50095
https://www.exploit-db.com/exploits/50094
https://www.exploit-db.com/exploits/50093
https://www.exploit-db.com/exploits/50092
https://www.exploit-db.com/exploits/50091
https://www.exploit-db.com/exploits/50090
https://www.exploit-db.com/exploits/50089
https://www.exploit-db.com/exploits/50088
https://www.exploit-db.com/exploits/50087
https://www.exploit-db.com/exploits/50086
https://www.exploit-db.com/exploits/50085
https://www.exploit-db.com/exploits/50084
https://www.exploit-db.com/exploits/50083
https://www.exploit-db.com/exploits/50082
https://www.exploit-db.com/exploits/50081
https://www.exploit-db.com/exploits/50080
https://www.exploit-db.com/exploits/50079
https://www.exploit-db.com/exploits/50078
https://www.exploit-db.com/exploits/50077
https://www.exploit-db.com/exploits/50076
https://www.exploit-db.com/exploits/50075
https://www.exploit-db.com/exploits/50074
https://www.exploit-db.com/exploits/50073
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit


Latest Hacked Websites

Published on Zone-h.org

https://pn-pangkalanbalai.go.id/zzz.txt
https://pn-pangkalanbalai.go.id/zzz.txt notified by Family Attack Cyber
http://rajfed.gov.in/rn.html
http://rajfed.gov.in/rn.html notified by Ren4Sploit
https://www.npc.gov.gh/vz.txt
https://www.npc.gov.gh/vz.txt notified by aDriv4
http://centralinvest.gov.vn/rn.html
http://centralinvest.gov.vn/rn.html notified by Ren4Sploit
http://daknongdpi.gov.vn/rn.html
http://daknongdpi.gov.vn/rn.html notified by Ren4Sploit
https://www.ezeiza.gob.ar/noname.html
https://www.ezeiza.gob.ar/noname.html notified by K4TSUY4-GH05T
http://pn-tuban.go.id/readme.html
http://pn-tuban.go.id/readme.html notified by Family Attack Cyber
http://municaceresdelperu.gob.pe/ox.html
http://municaceresdelperu.gob.pe/ox.html notified by F.Z MalaikatHati
http://pta-babel.go.id/hyme.html
http://pta-babel.go.id/hyme.html notified by Family Attack Cyber
https://www.casadeculturapiedradelsol.gov.co/vz.txt
https://www.casadeculturapiedradelsol.gov.co/vz.txt notified by aDriv4
http://zls.go.tz/er.php
http://zls.go.tz/er.php notified by LahBodoAmat
http://erdemlisydv.gov.tr/rn.html
http://erdemlisydv.gov.tr/rn.html notified by Ren4Sploit
http://ataturkarboretumu.gov.tr/rn.html
http://ataturkarboretumu.gov.tr/rn.html notified by Ren4Sploit
http://marsu.gov.tr/rn.html
http://marsu.gov.tr/rn.html notified by Ren4Sploit
http://ataturkolimpiyatstadi.gov.tr/rn.html
http://ataturkolimpiyatstadi.gov.tr/rn.html notified by Ren4Sploit
http://artvinkhb.gov.tr/rn.html
http://artvinkhb.gov.tr/rn.html notified by Ren4Sploit
http://yhsb.gov.tr/rn.html
http://yhsb.gov.tr/rn.html notified by Ren4Sploit

http://www.zone-h.org/mirror/id/35216513
http://www.zone-h.org/mirror/id/35207054
http://www.zone-h.org/mirror/id/35204905
http://www.zone-h.org/mirror/id/35200550
http://www.zone-h.org/mirror/id/35200552
http://www.zone-h.org/mirror/id/35194884
http://www.zone-h.org/mirror/id/35192118
http://www.zone-h.org/mirror/id/35192010
http://www.zone-h.org/mirror/id/35190187
http://www.zone-h.org/mirror/id/35190126
http://www.zone-h.org/mirror/id/35188662
http://www.zone-h.org/mirror/id/35185736
http://www.zone-h.org/mirror/id/35182020
http://www.zone-h.org/mirror/id/35180719
http://www.zone-h.org/mirror/id/35180466
http://www.zone-h.org/mirror/id/35179673
http://www.zone-h.org/mirror/id/35179672


Dark Web News

Darknet Live

The Majority of Market Admins Don't Get Caught
Although many high-profile cases involving darkweb market admins make the news, the majority of market creators retire
in peace. (via darknetlive.com)
German Woman Tried to Hire a Hitman on the Darkweb
A German woman allegedly tried to hire a hitman on the darkweb to murder her ex-husband's girlfriend. (via
darknetlive.com)
PA Man Admits Attempting to Buy Meth on the Darkweb
A Pennsylvania man faces 40 years in prison for attempting to purchase methamphetamine on the darkweb. (via
darknetlive.com)
Alleged Firearm Vendor and Customers Charged in Germany
Four Germans allegedly traded firearms and other weapons on the darkweb, according to authorities in Frankfurt. (via
darknetlive.com)

Dark Web Link

Biometric Selfies & Forged Passports On The Dark Web For Sale
Personal identities are rapidly sold on the dark web, with the recent ones being biometric selfies. Privacy Affairs has
published a report named "2021 Dark Web Price Index&rdquo;, seeing this massive surge. The report details the
average prices for various products that include all kinds of selfies bearing IDs. These selfies can be utilized to [...] The
post Biometric Selfies & Forged Passports On The Dark Web For Sale appeared first on Dark Web Link | Deep web
Onion Links | Darknet News. 
Brit Paedophile Arrested After 70 Home Security Camera Hack
A Brit paedophile has been arrested in Benidorm. The man had been under suspicion of hacking over 70 families' home
security cameras around the world. Spanish Police stated that the unnamed pedophile had worked as a babysitter and
private tutor. He had acquired 1,000 images of the naked children. Apart from this, the Brit paedophile [...] The post Brit
Paedophile Arrested After 70 Home Security Camera Hack appeared first on Dark Web Link | Deep web Onion Links |
Darknet News. 
Crypto Coin Exchanges: What Is Happening Right Now?
The majority of the top cryptocurrencies are lately trading in red, with Ethereum (ETH) and Bitcoin (BTC) down around
3% in the past 24 hours. The global crypto market capitalization is currently at $1.51 trillion, which is a sharp decline of
3.40% over the previous day. The world's largest cryptocurrency, Bitcoin, has dropped as much [...] The post Crypto
Coin Exchanges: What Is Happening Right Now? appeared first on Dark Web Link | Deep web Onion Links | Darknet
News. 

https://darknetlive.com/post/the-majority-of-market-admins-don-t-get-caught/
https://darknetlive.com/post/german-woman-allegedly-tried-to-hire-a-hitman-on-the-darkweb/
https://darknetlive.com/post/pa-chap-pleads-guilty-to-meth-charges/
https://darknetlive.com/post/alleged-firearm-vendor-and-four-customers-charged-in-germany/
https://darkweblink.com/biometric-selfies-dark-web-sale/?utm_source=rss&utm_medium=rss&utm_campaign=biometric-selfies-dark-web-sale
https://darkweblink.com/biometric-selfies-dark-web-sale/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/brit-paedophile-arrested/?utm_source=rss&utm_medium=rss&utm_campaign=brit-paedophile-arrested
https://darkweblink.com/brit-paedophile-arrested/
https://darkweblink.com/brit-paedophile-arrested/
https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/crypto-coin-exchanges-updates/?utm_source=rss&utm_medium=rss&utm_campaign=crypto-coin-exchanges-updates
https://darkweblink.com/crypto-coin-exchanges-updates/
https://darkweblink.com/crypto-coin-exchanges-updates/
https://darkweblink.com
https://darkweblink.com


Advisories
US-Cert Alerts & bulletins

* CISA-FBI Guidance for MSPs and their Customers Affected by the Kaseya VSA Supply-Chain Ransomware Att
* Kaseya VSA Supply-Chain Ransomware Attack
* NSA-CISA-NCSC-FBI Joint Cybersecurity Advisory on Russian GRU Brute Force Campaign
* PrintNightmare, Critical Windows Print Spooler Vulnerability 
* CISA's CSET Tool Sets Sights on Ransomware Threat 
* CISA Begins Cataloging Bad Practices that Increase Cyber Risk
* Citrix Releases Security Updates for Hypervisor
* VMware&#8239;Releases Security Updates
* AA21-148A: Sophisticated Spearphishing Campaign Targets Government Organizations, IGOs, and NGOs
* AA21-131A: DarkSide Ransomware: Best Practices for Preventing Business Disruption from Ransomware Att
* Vulnerability Summary for the Week of June 28, 2021
* Vulnerability Summary for the Week of June 21, 2021

Zero Day Initiative Advisories

ZDI-CAN-14375: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14372: Adobe
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14466: Apple
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin (@patch1t) of
Trend Micro' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until 2021-10-30 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-14335: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14308: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until

https://us-cert.cisa.gov/ncas/current-activity/2021/07/04/cisa-fbi-guidance-msps-and-their-customers-affected-kaseya-vsa
https://us-cert.cisa.gov/ncas/current-activity/2021/07/02/kaseya-vsa-supply-chain-ransomware-attack
https://us-cert.cisa.gov/ncas/current-activity/2021/07/01/nsa-cisa-ncsc-fbi-joint-cybersecurity-advisory-russian-gru-brute
https://us-cert.cisa.gov/ncas/current-activity/2021/06/30/printnightmare-critical-windows-print-spooler-vulnerability
https://us-cert.cisa.gov/ncas/current-activity/2021/06/30/cisas-cset-tool-sets-sights-ransomware-threat
https://us-cert.cisa.gov/ncas/current-activity/2021/06/29/cisa-begins-cataloging-bad-practices-increase-cyber-risk
https://us-cert.cisa.gov/ncas/current-activity/2021/06/25/citrix-releases-security-updates-hypervisor
https://us-cert.cisa.gov/ncas/current-activity/2021/06/23/vmware-releases-security-updates
https://us-cert.cisa.gov/ncas/alerts/aa21-148a
https://us-cert.cisa.gov/ncas/alerts/aa21-131a
https://us-cert.cisa.gov/ncas/bulletins/sb21-186
https://us-cert.cisa.gov/ncas/bulletins/sb21-179
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)


2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14333: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14325: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14314: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14299: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14285: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14353: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14345: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14301: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14351: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14352: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
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Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14331: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14349: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14329: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14337: Open Design Alliance (ODA)
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-14350: Open Design Alliance (ODA)
A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mat Powell of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until
2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-13796: D-Link
A CVSS score 8.8 (AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous' was
reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given until 2021-10-30 to publish a fix or
workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14457: Trend Micro
A CVSS score 6.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L) severity vulnerability discovered by 'Simon Zuckerbraun -
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-07-02, 3 days ago. The vendor is given
until 2021-10-30 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.
ZDI-CAN-13755: Commvault
A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Justin Kennedy, Brandon
Perry' was reported to the affected vendor on: 2021-06-30, 5 days ago. The vendor is given until 2021-10-28 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-13706: Commvault
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Brandon Perry, Justin
Kennedy and Steven Seeley of Source Incite' was reported to the affected vendor on: 2021-06-30, 5 days ago. The
vendor is given until 2021-10-28 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-4905-2
Ubuntu Security Notice 4905-2 - USN-4905-1 fixed a vulnerability in X.Org. This update provides the corresponding
update for Ubuntu 14.04 ESM. Jan-Niklas Sohn discovered that the X.Org X Server incorrectly handled certain lengths of
XInput extension ChangeFeedbackControl requests. An attacker could use this issue to cause the server to crash,
resulting in a denial of service, or possibly execute arbitrary code. Various other issues were also addressed.
Red Hat Security Advisory 2021-2634-01
Red Hat Security Advisory 2021-2634-01 - Go Toolset provides the Go programming language tools and libraries. Go is
alternatively known as golang. Issues addressed include a memory exhaustion vulnerability.
Red Hat Security Advisory 2021-2517-01
Red Hat Security Advisory 2021-2517-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory contains
the RPM packages for Red Hat OpenShift Container Platform 3.11.462. Issues addressed include XML injection, cross
site request forgery, and denial of service vulnerabilities.
Red Hat Security Advisory 2021-2575-01
Red Hat Security Advisory 2021-2575-01 - The lz4 packages provide support for LZ4, a very fast, lossless compression
algorithm that provides compression speeds of 400 MB/s per core and scales with multicore CPUs. It also features an
extremely fast decoder that reaches speeds of multiple GB/s per core and typically reaches RAM speed limits on
multicore systems. Issues addressed include an integer overflow vulnerability.
Red Hat Security Advisory 2021-2566-01
Red Hat Security Advisory 2021-2566-01 - The fwupd packages provide a service that allows session software to update
device firmware. Issues addressed include buffer overflow, out of bounds write, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-2569-01
Red Hat Security Advisory 2021-2569-01 - The libxml2 library is a development toolbox providing the implementation of
various XML standards. Issues addressed include buffer overflow, bypass, null pointer, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-2574-01
Red Hat Security Advisory 2021-2574-01 - The RPM Package Manager is a command-line driven package management
system capable of installing, uninstalling, verifying, querying, and updating software packages. Issues addressed include
a bypass vulnerability.
Red Hat Security Advisory 2021-2570-01
Red Hat Security Advisory 2021-2570-01 - The kernel packages contain the Linux kernel, the core of any Linux operating
system. Issues addressed include bypass and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-2595-01
Red Hat Security Advisory 2021-2595-01 - 389 Directory Server is an LDAP version 3 compliant server. The base
packages include the Lightweight Directory Access Protocol server and command-line utilities for server administration.
Issues addressed include a null pointer vulnerability.
Red Hat Security Advisory 2021-2588-01
Red Hat Security Advisory 2021-2588-01 - Ruby is an extensible, interpreted, object-oriented, scripting language. It has
features to process text files and to perform system management tasks. Issues addressed include HTTP request
smuggling, HTTP response splitting, denial of service, information leakage, and insecure permissions vulnerabilities.
Red Hat Security Advisory 2021-2587-01
Red Hat Security Advisory 2021-2587-01 - Ruby is an extensible, interpreted, object-oriented, scripting language. It has
features to process text files and to perform system management tasks. Issues addressed include HTTP request
smuggling, HTTP response splitting, denial of service, and information leakage vulnerabilities.
Red Hat Security Advisory 2021-2591-01
Red Hat Security Advisory 2021-2591-01 - EDK is a project to enable UEFI support for Virtual Machines. This package
contains a sample 64-bit UEFI firmware for QEMU and KVM. Issues addressed include a heap corruption vulnerability.
Red Hat Security Advisory 2021-2584-01
Red Hat Security Advisory 2021-2584-01 - Ruby is an extensible, interpreted, object-oriented, scripting language. It has
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features to process text files and to perform system management tasks. Issues addressed include a HTTP request
smuggling vulnerability.
Red Hat Security Advisory 2021-2583-01
Red Hat Security Advisory 2021-2583-01 - Python is an interpreted, interactive, object-oriented programming language,
which includes modules, classes, exceptions, very high level dynamic data types and dynamic typing. Python supports
interfaces to many system calls and libraries, as well as to various windowing systems. 
Red Hat Security Advisory 2021-2599-01
Red Hat Security Advisory 2021-2599-01 - The kernel-rt packages provide the Real Time Linux Kernel, which enables
fine-tuning for systems with extremely high determinism requirements. Issues addressed include bypass and
use-after-free vulnerabilities.
Red Hat Security Advisory 2021-2563-01
Red Hat Security Advisory 2021-2563-01 - This is a kernel live patch module which is automatically loaded by the RPM
post-install script to modify the code of a running kernel. Issues addressed include a use-after-free vulnerability.
Red Hat Security Advisory 2021-2561-01
Red Hat Security Advisory 2021-2561-01 - Red Hat JBoss Web Server is a fully integrated and certified set of
components for hosting Java web applications. It is comprised of the Apache Tomcat Servlet container, JBoss HTTP
Connector, the PicketLink Vault extension for Apache Tomcat, and the Tomcat Native library. This release of Red Hat
JBoss Web Server 5.5.0 serves as a replacement for Red Hat JBoss Web Server 5.4.2, and includes bug fixes,
enhancements and component upgrades, which are documented in the Release Notes, linked to in the References.
Issues addressed include a remote SQL injection vulnerability.
Red Hat Security Advisory 2021-2562-01
Red Hat Security Advisory 2021-2562-01 - Red Hat JBoss Web Server is a fully integrated and certified set of
components for hosting Java web applications. It is comprised of the Apache Tomcat Servlet container, JBoss HTTP
Connector, the PicketLink Vault extension for Apache Tomcat, and the Tomcat Native library. This release of Red Hat
JBoss Web Server 5.5.0 serves as a replacement for Red Hat JBoss Web Server 5.4.2, and includes bug fixes,
enhancements and component upgrades, which are documented in the Release Notes, linked to in the References.
Issues addressed include a remote SQL injection vulnerability.
Red Hat Security Advisory 2021-2500-01
Red Hat Security Advisory 2021-2500-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. Issues addressed
include code execution and denial of service vulnerabilities.
Red Hat Security Advisory 2021-2499-01
Red Hat Security Advisory 2021-2499-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory contains
the RPM packages for Red Hat OpenShift Container Platform 4.6.36. Issues addressed include a denial of service
vulnerability.
Ubuntu Security Notice USN-4997-2
Ubuntu Security Notice 4997-2 - USN-4997-1 fixed vulnerabilities in the Linux kernel for Ubuntu 21.04. This update
provides the corresponding updates for the Linux KVM kernel for Ubuntu 21.04. Norbert Slusarek discovered a race
condition in the CAN BCM networking protocol of the Linux kernel leading to multiple use-after-free vulnerabilities. A local
attacker could use this issue to execute arbitrary code. Various other issues were also addressed.
Ubuntu Security Notice USN-5000-2
Ubuntu Security Notice 5000-2 - USN-5000-1 fixed vulnerabilities in the Linux kernel for Ubuntu 20.04 LTS and the Linux
HWE kernel for Ubuntu 18.04 LTS. This update provides the corresponding updates for the Linux KVM kernel for Ubuntu
20.04 LTS. Norbert Slusarek discovered a race condition in the CAN BCM networking protocol of the Linux kernel
leading to multiple use-after-free vulnerabilities. A local attacker could use this issue to execute arbitrary code. Various
other issues were also addressed.
Ubuntu Security Notice USN-4998-1
Ubuntu Security Notice 4998-1 - It was discovered that in some situations Ceph logged passwords from the mgr module
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in clear text. An attacker could use this to expose sensitive information. Goutham Pacha Ravi, Jahson Babel, and John
Garbutt discovered that user credentials in Ceph could be manipulated in certain environments. An attacker could use
this to gain unintended access. It was discovered that the Ceph dashboard was susceptible to a cross-site scripting
attack. An attacker could use this to expose sensitive information or gain unintended access. Various other issues were
also addressed.
Ubuntu Security Notice USN-4995-2
Ubuntu Security Notice 4995-2 - USN-4995-1 fixed vulnerabilities in Thunderbird. This update provides the
corresponding updates for Ubuntu 18.04 LTS. Multiple security issues were discovered in Thunderbird. If a user were
tricked into opening a specially crafted website in a browsing context, an attacker could potentially exploit these to cause
a denial of service, obtain sensitive information, spoof the UI, bypass security restrictions, or execute arbitrary code. It
was discovered that extensions could open popup windows with control of the window title in some circumstances. If a
user were tricked into installing a specially crafted extension, an attacker could potentially exploit this to spoof a website
and trick the user into providing credentials. Multiple security issues were discovered in Thunderbird's OpenPGP
integration. If a user were tricked into importing a specially crafted key in some circumstances, an attacker could
potentially exploit this to cause a denial of service or confuse the user. A use-after-free was discovered when
Responsive Design Mode was enabled. If a user were tricked into opening a specially crafted website with Responsive
Design Mode enabled, an attacker could potentially exploit this to cause a denial of service, or execute arbitrary code. It
was discovered that Thunderbird mishandled ftp URLs with encoded newline characters. If a user were tricked into
clicking on a specially crafted link, an attacker could potentially exploit this to send arbitrary FTP commands. It was
discovered that Thunderbird wrote signatures to disk and read them back during verification. A local attacker could
potentially exploit this to replace the data with another signature file. It was discovered that Thunderbird might load an
alternative OTR library. If a user were tricked into copying a specially crafted library to one of Thunderbird's search paths,
an attacker could potentially exploit this to execute arbitrary code. It was discovered that secret keys imported into
Thunderbird were stored unencrypted. A local attacker could potentially exploit this to obtain private keys. It was
discovered that Thunderbird did not indicate when an inline signed or encrypted message contained additional
unprotected parts. Various other issues were also addressed.
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Sponsored Products

CSI Linux: Current Version: 2021.2

Download here.

CSI Linux  is an investigation platform focusing on OSINT, SOCMINT, SIGINT,
 Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics, 
 Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend OS
and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive.  The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container
 
 CSI Linux Tutorials:
 
 PDF: Installation Document (CSI Linux Virtual Appliance)
 PDF: Installation Document (CSI Linux Bootable)
 Many more Tutorials can be found HERE

Cyber Secrets

Cyber Secrets is a community revolving around all layers of cybersecurity.  There are now multiple media types being
produced.  We have out video series and the printed media. 
 
 Video Access:
  * Amazon FireTV App - amzn.to/30oiUpE
  * YouTube - youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg

 Printed / Kindle Publications:
  * Cyber Secrets on Amazon - amzn.to/2UuIG9B

https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
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The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics
& Incident Response (DIFR), and the gambit of digital dangers. 
 
Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment.  If interested in
helping evolve, please let us know.  The Cyber Secrets publications rotates between odd quarters issues focusing on
Blue Team and the even issues on Red Team. 

Other Publications from Information Warfare Center

https://amzn.to/35ixDWv
https://amzn.to/3mWXcUf
https://amzn.to/307EKhP
https://amzn.to/3kKZHqF
https://amzn.to/3j2nyBx
https://amzn.to/3mWWJkX
https://amzn.to/3lkHtwb
https://amzn.to/365GRq6
https://amzn.to/3j1Qk5o
https://amzn.to/36drn3k
https://amzn.to/304jae1
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