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CYBER WEEKLY AWARENESS REPORT

August 9, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.
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Internet Storm Center Infocon Status

The intent of the 'Infocon’ is to reflect changes in malicious traffic and the possibility of Cz =

disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

Cyber Secrets books and ebook series can be found

Tor Browser downloads and updates by locale
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The Tor Project - https://metrics.torproject.org/

Interesting News

* Subscribe to this OSINT resource to recieve it in your inbox. The Cyber WAR (Weekly Awareness Reports) keep you up
to date with the current cyber threat landscape.

** Our active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.

*** CSI Linux 2021.2 has just been released! Download today! csilinux.com


https://www.informationwarfarecenter.com
https://amzn.to/3Am2f77
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3hffb7y
https://comms.informationwarfarecenter.com/?p=subscribe
https://www.facebook.com/groups/cybersecrets/
https://csilinux.com
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LATEST NEWS

Packet Storm Security

* StarHub Suffers Data Breach, But Says No System Was Compromised

* Apple Plans To Scan US iPhones For Child Sexual Abuse Images

* South Korea To Test Grenade Launching Drones

* MacOS Flaw In Telegram Retrieves Deleted Messages

* Black Hat: BadAlloc Bugs Expose Millions Of 10T Devices To Hijack

* Critical Cobalt Strike Bug Leaves Botnet Servers Vulnerable To Takedown

* Black Hat: Let's All Help Cyber Immunize Each Other

* Black Hat: Security Bugs Allow Takeover Of Capsule Hotel Rooms

* TechScape: Why Hacker Summer Camp And Pandemics Don't Mix

* Raccoon Stealer Bundles Malware, Propagates Via Google SEO

* Four US Agencies Earned A D In Cybersecurity

* SEC Chair Wants To Reqgulate Cryptocurrency

* [ranian APT Lures Defense Contractor In Catfishing-Malware Scam

* Supply Chain Attacks Are Getting Worse, And You Are Not Ready For Them
* DeadRinger: Chinese APTs Strike Major Telecom Companies

* Check Out The Newly Discovered Tetraguark

* PwnedPiper Outlines Devastating Bugs In More Than 80% Of Hospital Pneumatics
* CISA Launches Own Vulnerability Disclosure Program

* Microsoft Warns Of Sneakier Than Usual Phishing Attack

* SolarWinds Attackers Breached Email Of US Prosecutors, Says Department Of Justice
* Novel Meteor Wiper Used In Attack That Crippled Iranian Train System

* Vultur Bank Malware Infests Thousands Of Devices

* Cisco Researchers Spotlight Solarmarker Malware

* Security Team Finds Crimea Manifesto Buried In VBA Rat

* Inside The Bitcoin Mine With Its Own Power Plant

Krebs on Security

* Ransomware Gangs and the Name Game Distraction

* The Life Cycle of a Breached Database

* PlugwalkJoe Does the Perp Walk

* Serial Swatter Who Caused Death Gets Five Years in Prison

* Spam Kingpin Peter Levashov Gets Time Served

* Don't Wanna Pay Ransom Gangs? Test Your Backups.

* Microsoft Patch Tuesday, July 2021 Edition

* Spike in "Chain Gang" Destructive Attacks on ATMs

* Kaseya Left Customer Portal Vulnerable to 2015 Flaw in its Own Software
* Microsoft Issues Emergency Patch for Windows Flaw



https://packetstormsecurity.com/news/view/32540/StarHub-Suffers-Data-Breach-But-Says-No-System-Was-Compromised.html
https://packetstormsecurity.com/news/view/32539/Apple-Plans-To-Scan-US-iPhones-For-Child-Sexual-Abuse-Images.html
https://packetstormsecurity.com/news/view/32538/South-Korea-To-Test-Grenade-Launching-Drones.html
https://packetstormsecurity.com/news/view/32537/MacOS-Flaw-In-Telegram-Retrieves-Deleted-Messages.html
https://packetstormsecurity.com/news/view/32536/Black-Hat-BadAlloc-Bugs-Expose-Millions-Of-IoT-Devices-To-Hijack.html
https://packetstormsecurity.com/news/view/32535/Critical-Cobalt-Strike-Bug-Leaves-Botnet-Servers-Vulnerable-To-Takedown.html
https://packetstormsecurity.com/news/view/32534/Black-Hat-Lets-All-Help-Cyber-Immunize-Each-Other.html
https://packetstormsecurity.com/news/view/32533/Black-Hat-Security-Bugs-Allow-Takeover-Of-Capsule-Hotel-Rooms.html
https://packetstormsecurity.com/news/view/32532/TechScape-Why-Hacker-Summer-Camp-And-Pandemics-Dont-Mix.html
https://packetstormsecurity.com/news/view/32531/Raccoon-Stealer-Bundles-Malware-Propagates-Via-Google-SEO.html
https://packetstormsecurity.com/news/view/32530/Four-US-Agencies-Earned-A-D-In-Cybersecurity.html
https://packetstormsecurity.com/news/view/32529/SEC-Chair-Wants-To-Regulate-Cryptocurrency.html
https://packetstormsecurity.com/news/view/32528/Iranian-APT-Lures-Defense-Contractor-In-Catfishing-Malware-Scam.html
https://packetstormsecurity.com/news/view/32527/Supply-Chain-Attacks-Are-Getting-Worse-And-You-Are-Not-Ready-For-Them.html
https://packetstormsecurity.com/news/view/32526/DeadRinger-Chinese-APTs-Strike-Major-Telecom-Companies.html
https://packetstormsecurity.com/news/view/32525/Check-Out-The-Newly-Discovered-Tetraquark.html
https://packetstormsecurity.com/news/view/32524/PwnedPiper-Outlines-Devastating-Bugs-In-More-Than-80-Of-Hospital-Pneumatics.html
https://packetstormsecurity.com/news/view/32523/CISA-Launches-Own-Vulnerability-Disclosure-Program.html
https://packetstormsecurity.com/news/view/32522/Microsoft-Warns-Of-Sneakier-Than-Usual-Phishing-Attack.html
https://packetstormsecurity.com/news/view/32521/SolarWinds-Attackers-Breached-Email-Of-US-Prosecutors-Says-Department-Of-Justice.html
https://packetstormsecurity.com/news/view/32520/Novel-Meteor-Wiper-Used-In-Attack-That-Crippled-Iranian-Train-System.html
https://packetstormsecurity.com/news/view/32519/Vultur-Bank-Malware-Infests-Thousands-Of-Devices.html
https://packetstormsecurity.com/news/view/32518/Cisco-Researchers-Spotlight-Solarmarker-Malware.html
https://packetstormsecurity.com/news/view/32517/Security-Team-Finds-Crimea-Manifesto-Buried-In-VBA-Rat.html
https://packetstormsecurity.com/news/view/32516/Inside-The-Bitcoin-Mine-With-Its-Own-Power-Plant.html
https://krebsonsecurity.com/2021/08/ransomware-gangs-and-the-name-game-distraction/
https://krebsonsecurity.com/2021/07/the-life-cycle-of-a-breached-database/
https://krebsonsecurity.com/2021/07/plugwalkjoe-does-the-perp-walk/
https://krebsonsecurity.com/2021/07/serial-swatter-who-caused-death-gets-five-years-in-prison/
https://krebsonsecurity.com/2021/07/spam-kingpin-peter-levashov-gets-time-served/
https://krebsonsecurity.com/2021/07/dont-wanna-pay-ransom-gangs-test-your-backups/
https://krebsonsecurity.com/2021/07/microsoft-patch-tuesday-july-2021-edition/
https://krebsonsecurity.com/2021/07/spike-in-chain-gang-destructive-attacks-on-atms/
https://krebsonsecurity.com/2021/07/kaseya-left-customer-portal-vulnerable-to-2015-flaw-in-its-own-software/
https://krebsonsecurity.com/2021/07/microsoft-issues-emergency-patch-for-windows-flaw/
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LATEST NEWS

Dark Reading

* FragAttacks Foil 2 Decades of Wireless Security

* Researchers Call for 'CVE' Approach for Cloud Vulnerabilities

* HTTP/2 Implementation Errors Exposing Websites to Serious Risks

* CISA Launches JCDC, the Joint Cyber Defense Collaborative

* Incident Responders Explore Microsoft 365 Attacks in the Wild

* Researchers Find Significant Vulnerabilities in macOS Privacy Protections

* A New Approach to Securing Authentication Systems' Core Secrets

* Organizations Still Struggle to Hire & Retain Infosec Employees: Report

* Why Supply Chain Attacks Are Destined to Escalate

* New Normal Demands New Security Leadership Structure

* Multiple Zero-Day Flaws Discovered in Popular Hospital Pneumatic Tube System
* 8 Security Tools to be Unveiled at Black Hat USA

* Biden Administration Responds to Geopolitical Cyber Threats

* 7 Hot Cyber Threat Trends to Expect at Black Hat

* Law Firm for Ford, Pfizer, Exxon Discloses Ransomware Attack

* US Accuses China of Using Criminal Hackers in Cyber Espionage Operations
* How Gaming Attack Data Aids Defenders Across Industries

* NSO Group Spyware Used On Journalists & Activists Worldwide

* When Ransomware Comes to (Your) Town

* 7 Ways Al and ML Are Helping and Hurting Cybersecurity

The Hacker News

* Pulse Secure VPNs Get New Urgent Update for Poorly Patched Critical Flaw

* Apple to Scan Every Device for Child Abuse Content - But Experts Fear for Privacy

* New Amazon Kindle Bug Could've Let Attackers Hijack Your eBook Reader

* India's Koo, a Twitter-like Service, Found Vulnerable to Critical Worm Attacks

* VMware Issues Patches to Fix Critical Bugs Affecting Multiple Products

* Salesforce Release Updates - A Cautionary Tale for Security Teams

* A Wide Range of Cyber Attacks Leveraging Prometheus TDS Malware Service

* Unpatched Security Flaws Expose Mitsubishi Safety PLCs to Remote Attacks

* Cisco Issues Critical Security Patches to Fix Small Business VPN Router Bugs

* Several Malware Families Targeting IS Web Servers With Malicious Modules

* Russian Federal Agencies Were Attacked With Chinese Webdav-O Virus

* New Chinese Spyware Being Used in Widespread Cyber Espionage Attacks

* Critical Flaws Affect Embedded TCP/IP Stack Widely Used in Industrial Control Devices
* Chinese Hackers Target Major Southeast Asian Telecom Companies

* Cynet Empowers IT Resellers and Service Providers to Become Fully Qualified MSSPs



https://www.darkreading.com/iot/fragattacks-foil-2-decades-of-wireless-security/d/d-id/1341595?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/researchers-call-for-cve-approach-for-cloud-vulnerabilities/d/d-id/1341594?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/http-2-implementation-errors-exposing-websites-to-serious-risks/d/d-id/1341593?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/cisa-launches-jcdc-the-joint-cyber-defense-collaborative/d/d-id/1341592?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/incident-responders-explore-microsoft-365-attacks-in-the-wild/d/d-id/1341591?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/researchers-find-significant-vulnerabilities-in-macos-privacy-protections/d/d-id/1341590?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/endpoint/a-new-approach-to-securing-authentication-systems-core-secrets/d/d-id/1341589?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/careers-and-people/organizations-still-struggle-to-hire-and-retain-infosec-employees-report/d/d-id/1341587?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/why-supply-chain-attacks-are-destined-to-escalate/d/d-id/1341588?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/cloud/new-normal-demands-new-security-leadership-structure/d/d-id/1341585?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/vulnerabilities---threats/multiple-zero-day-flaws-discovered-in-popular-hospital-pneumatic-tube-system/d/d-id/1341584?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/8-security-tools-to-be-unveiled-at-black-hat-usa/d/d-id/1341574?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/omdia/biden-administration-responds-to-geopolitical-cyber-threats/a/d-id/1341566?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/7-hot-cyber-threat-trends-to-expect-at-black-hat/d/d-id/1341564?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/threat-intelligence/law-firm-for-ford-pfizer-exxon-discloses-ransomware-attack/d/d-id/1341556?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/informationweek-home/us-accuses-china-of-using-criminal-hackers-in-cyber-espionage-operations-/d/d-id/1341552?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/theedge/how-gaming-attack-data-aids-defenders-across-industries-/b/d-id/1341526?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/attacks-breaches/nso-group-spyware-used-on-journalists-and-activists-worldwide/d/d-id/1341551?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/edge/theedge/when-ransomware-comes-to-(your)-town/b/d-id/1341550?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
https://www.darkreading.com/application-security/7-ways-ai-and-ml-are-helping-and-hurting-cybersecurity/a/d-id/1341498?_mc=rss_x_drr_edt_aud_dr_x_x-rss-simple
http://feedproxy.google.com/~r/TheHackersNews/~3/pAt4zMSVrsI/pulse-secure-vpns-get-new-urgent-update.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9rcyWF6hqNc/apple-to-scan-every-device-for-child.html
http://feedproxy.google.com/~r/TheHackersNews/~3/dBPrsd-4_y4/new-amazon-kindle-bug-couldve-let.html
http://feedproxy.google.com/~r/TheHackersNews/~3/zH8P5kkSDGI/indias-koo-twitter-like-service-found.html
http://feedproxy.google.com/~r/TheHackersNews/~3/eXRJh4_7sV0/vmware-issues-patches-to-fix-critical.html
http://feedproxy.google.com/~r/TheHackersNews/~3/JxK2TjOWwvI/salesforce-release-updates-cautionary.html
http://feedproxy.google.com/~r/TheHackersNews/~3/mi7rIHIlOWw/a-wide-range-of-cyber-attacks.html
http://feedproxy.google.com/~r/TheHackersNews/~3/D4O5b9sYOww/unpatched-security-flaws-expose.html
http://feedproxy.google.com/~r/TheHackersNews/~3/NWw0fXZOtLk/cisco-issues-critical-security-patches.html
http://feedproxy.google.com/~r/TheHackersNews/~3/Ou5UQz4wbvY/several-malware-families-targeting-iis.html
http://feedproxy.google.com/~r/TheHackersNews/~3/c1i23SpnOC8/russian-federal-agencies-were-attacked.html
http://feedproxy.google.com/~r/TheHackersNews/~3/SfZ4rX3mo-s/new-chinese-spyware-being-used-in.html
http://feedproxy.google.com/~r/TheHackersNews/~3/-sdlozcW6D8/critical-flaws-affect-embedded-tcpip.html
http://feedproxy.google.com/~r/TheHackersNews/~3/hlWcTvbAJ5Y/chinese-hackers-target-major-southeast.html
http://feedproxy.google.com/~r/TheHackersNews/~3/dsNqxBpU5JE/managed-cybersecurity-services.html
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LATEST NEWS

Security Week

* Threat Detection Provider ReversingLabs Raises $56 Million

* New DNS Attack Enables 'Nation-State Level Spying' via Domain Registration

* VMware Patches Severe Vulnerability in Workspace ONE Access, Identity Manager
* Black Hat 2021: Microsoft Wins Worst of Pwnie Awards

* Critical Code Execution Vulnerability Patched in Pulse Connect Secure

* Prometheus TDS - Underground Service Distributing Several Malware Families

* Analysis of ICS Exploits Can Help Defenders Prioritize Vulnerability Remediation

* 'Sophisticated Group' Behind Alaska Cyberattack, Agency Says

* Black Hat 2021: New CISA Boss Unveils Anti-Ransomware Collab With Big Tech

* Tech Titans Join US Cyber Team to Fight Ransomware

* U.S. Infrastructure Bill Allocates $2 Billion to Cybersecurity

* Microsoft Launches JIT-Free 'Super Duper Secure Mode' Edge Browser Experiment
* [ran-Linked Hackers Expand Arsenal With New Android Backdoor

* Cisco Patches Critical Vulnerability in Small Business VPN Routers

* China-Linked Cyberespionage Operation Suggests Interest in SCADA Systems

* Security is a Big Data Problem, and It's Getting Bigger

* Researchers Analyze Chinese Malware Used Against Russian Government

* Oregon Examines Spyware Investment Amid Controversy

* Black Hat Keynote: Mobile Platforms 'Actively Obstructing' Zero-Day Malware Hunters
* Senate Report: Federal Agencies Still Have Poor Cybersecurity Practices

* Advanced Technology Ventures Discloses Ransomware Attack

* New CISA and NSA Guidance Details Steps to Harden Kubernetes Systems

* |CS Vendors Address Vulnerabilities Affecting Widely Used Licensing Product

* Chinese Cyberspy Group APT31 Starts Targeting Russia

Infosecurity Magazine

Unfortunately, at the time of this report, the Infosecuroty Magazine resource was not availible.


http://feedproxy.google.com/~r/securityweek/~3/OiFmQR57_yU/threat-detection-provider-reversinglabs-raises-56-million
http://feedproxy.google.com/~r/securityweek/~3/uVmbURBFEzo/new-dns-attack-enables-nation-state-level-spying-domain-registration
http://feedproxy.google.com/~r/securityweek/~3/8uuJpxtavRU/vmware-patches-severe-vulnerability-workspace-one-access-identity-manager
http://feedproxy.google.com/~r/securityweek/~3/hZN7GngLpDA/black-hat-2021-microsoft-wins-worst-pwnie-awards
http://feedproxy.google.com/~r/securityweek/~3/ad7yHcXWDIQ/critical-code-execution-vulnerability-patched-pulse-connect-secure
http://feedproxy.google.com/~r/securityweek/~3/npdN2f8CYmw/prometheus-tds-underground-service-distributing-several-malware-families
http://feedproxy.google.com/~r/securityweek/~3/MiM3ejygvLo/analysis-ics-exploits-can-help-defenders-prioritize-vulnerability-remediation
http://feedproxy.google.com/~r/securityweek/~3/y81pMOgHHpY/sophisticated-group-behind-alaska-cyberattack-agency-says
http://feedproxy.google.com/~r/securityweek/~3/HroPLIKQYTo/black-hat-2021-new-cisa-boss-unveils-anti-ransomware-collab-big-tech
http://feedproxy.google.com/~r/securityweek/~3/zm8U94SETBM/tech-titans-join-us-cyber-team-fight-ransomware
http://feedproxy.google.com/~r/securityweek/~3/a48T7ZSq7U4/us-infrastructure-bill-allocates-2-billion-cybersecurity
http://feedproxy.google.com/~r/securityweek/~3/s6tmd1U-swQ/microsoft-launches-jit-free-super-duper-secure-mode-edge-browser-experiment
http://feedproxy.google.com/~r/securityweek/~3/n6qIj2C2k4g/iran-linked-hackers-expand-arsenal-new-android-backdoor
http://feedproxy.google.com/~r/securityweek/~3/8qO3d62csrg/cisco-patches-critical-vulnerability-small-business-vpn-routers
http://feedproxy.google.com/~r/securityweek/~3/_Y5EMzsxJ10/china-linked-cyberespionage-operation-suggests-interest-scada-systems
http://feedproxy.google.com/~r/securityweek/~3/vbtOpNqbs9Y/security-big-data-problem-and-its-getting-bigger
http://feedproxy.google.com/~r/securityweek/~3/4HHFqAtLHSw/researchers-analyze-chinese-malware-used-against-russian-government
http://feedproxy.google.com/~r/securityweek/~3/N-ZMxTAyI0k/oregon-examines-spyware-investment-amid-controversy
http://feedproxy.google.com/~r/securityweek/~3/hbwXPPNqFGY/black-hat-keynote-mobile-platforms-actively-obstructing-zero-day-malware-hunters
http://feedproxy.google.com/~r/securityweek/~3/t38MV6ivTdU/senate-report-federal-agencies-still-have-poor-cybersecurity-practices
http://feedproxy.google.com/~r/securityweek/~3/FW3iMw6mZ1M/advanced-technology-ventures-discloses-ransomware-attack
http://feedproxy.google.com/~r/securityweek/~3/hAfx9UJ2I14/new-cisa-and-nsa-guidance-details-steps-harden-kubernetes-systems
http://feedproxy.google.com/~r/securityweek/~3/HyjmTwwQLHs/ics-vendors-address-vulnerabilities-affecting-widely-used-licensing-product
http://feedproxy.google.com/~r/securityweek/~3/7vp2LzKnE0E/chinese-cyberspy-group-apt31-starts-targeting-russia
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* Your KnowBe4 Fresh Content Updates from July

* 12 Steps to a Security Ignorance Program

* BEC Attacks Are Targeting Lower-Level Employees

* Open Source Intelligence (OSINT): Learn the Methods Bad Actors Use to Hack Your Organization

* 79% of Employees Have Knowingly Engaged in Risky Online Activities in the Past Year

* You Knew It Would Eventually Happen: Ransomware Lawsuits

* Egress: 73% of Orgs Were Victims of Phishing Attacks in the Last Year

* CyberheistNews Vol 11 #30 [Eye Opener] Image Inversion as a New Phishing Technigue

* Ransomware Extortion Attacks Continue to Rise in Frequency as Ransom Payments Decrease by 40%
* Phishing Attacks Target IT Professionals More Than Any Other Organizational Role

ISC2.0rg Blog

* Cybersecurity Leaders: Think in Business Terms

* READY To Celebrate Global Achievement Award Winners?

* READY for What's New at (ISC)&sup2; Security Congress in 20217
* Relevance Requires More than Just Paying Attention

* The Role of Culture in Compliance

HackRead

* Apple's neuralMatch tool will scan iPhones for child abuse content

* Someone pubished Conti ransomware gang's sensitive insider data online
* Lead generation firm exposed household data of 63 million Americans

* How to Protect Your CRM Information from Security Threats

* Defunct marketing firm exposed 32GB worth of records, customers data

* WhatsApp Introduces View Once Feature for Videos and Photos

* Fake Brave browser website dropped malware, thanks to Google Ads

Koddos

* Apple's neuralMatch tool will scan iPhones for child abuse content

* Someone pubished Conti ransomware gang's sensitive insider data online
* Lead generation firm exposed household data of 63 million Americans

* How to Protect Your CRM Information from Security Threats

* Defunct marketing firm exposed 32GB worth of records, customers data

* WhatsApp Introduces View Once Feature for Videos and Photos

* Fake Brave browser website dropped malware, thanks to Google Ads



https://blog.knowbe4.com/your-knowbe4-fresh-content-updates-from-july
https://blog.knowbe4.com/12-steps-to-a-security-ignorance-program
https://blog.knowbe4.com/bec-attacks-are-targeting-lower-level-employees
https://blog.knowbe4.com/open-source-intelligence-osint-learn-the-methods-bad-actors-use-to-hack-your-organization
https://blog.knowbe4.com/79-of-employees-have-knowingly-engaged-in-risky-online-activities-in-the-past-year
https://blog.knowbe4.com/you-knew-it-would-eventually-happen-ransomware-lawsuits
https://blog.knowbe4.com/egress-73-of-orgs-were-victims-of-phishing-attacks-in-the-last-year
https://blog.knowbe4.com/cyberheistnews-vol-11-30-eye-opener-image-inversion-as-a-new-phishing-technique
https://blog.knowbe4.com/ransomware-extortion-attacks-continue-to-rise-in-frequency-as-ransom-payments-decrease-by-40
https://blog.knowbe4.com/phishing-attacks-target-it-professionals-more-than-any-other-organizational-role
http://feedproxy.google.com/~r/isc2Blog/~3/AwtKCpeiY74/cybersecurity-leaders-think-in-business-terms.html
http://feedproxy.google.com/~r/isc2Blog/~3/sHMU3iwpLKw/celebrate-gaa-winners.html
http://feedproxy.google.com/~r/isc2Blog/~3/dAD_wkr1h4k/security-congress-2021-new.html
http://feedproxy.google.com/~r/isc2Blog/~3/DpAlsOcEO40/relevance-requires-more.html
http://feedproxy.google.com/~r/isc2Blog/~3/f6JUxw3vi4U/the-role-of-culture-in-compliance.html
https://www.hackread.com/apples-neuralmatch-tool-scan-iphone-child-abuse/
https://www.hackread.com/conti-ransomware-gang-insider-data-leak/
https://www.hackread.com/lead-generation-firm-exposed-americans-data/
https://www.hackread.com/how-to-protect-crm-information-security-threats/
https://www.hackread.com/defunct-marketing-firm-exposed-customers-data/
https://www.hackread.com/whatsapp-view-once-feature-videos-photos/
https://www.hackread.com/fake-brave-browser-website-malware-google-ads/
https://www.hackread.com/apples-neuralmatch-tool-scan-iphone-child-abuse/
https://www.hackread.com/conti-ransomware-gang-insider-data-leak/
https://www.hackread.com/lead-generation-firm-exposed-americans-data/
https://www.hackread.com/how-to-protect-crm-information-security-threats/
https://www.hackread.com/defunct-marketing-firm-exposed-customers-data/
https://www.hackread.com/whatsapp-view-once-feature-videos-photos/
https://www.hackread.com/fake-brave-browser-website-malware-google-ads/
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LATEST NEWS

Naked Security

* S3 Ep44: Unreported holes, retro computing, and tech support for malware [Podcast]

* Conti ransomware affiliate goes rogue, leaks "gang data”

* "Cobalt Strike" network attack tool patches crashtastic server bug

* BazarCaller - the malware gang that talks you into infecting yourself

* S3 Ep43: Apple 0-day, pyamy hippos, hive nightmares and Twitter hacker bust [Podcast]
* Microsoft researcher found Apple 0-day in March, didn't report it

* Apple emergency zero-day fix for iPhones and Macs - get it now!

* Windows "PetitPotam" network attack - how to protect against it

* US court gets UK Twitter hack suspect arrested in Spain

* S3 Ep42: Viruses, Nightmares, patches, rewards and scammers [Podcast]

Threat Post

* Golang Cryptomining Worm Offers 15% Speed Boost

* Amazon Kindle Vulnerable to Malicious EBooks

* Critical Cisco Bug in VPN Routers Allows Remote Takeover

* Zoom Settlement: An $85M Business Case for Security Investment

* Angry Affiliate Leaks Conti Ransomware Gang Playbook

* Black Hat: New CISA Head Woos Crowd With Public-Private Task Force

* Auditors: Feds' Cybersecurity Gets the Dunce Cap

* MacOS Flaw in Telegram Retrieves Deleted Messages

* Black Hat: Microsoft's Patch for Windows Hello Bypass Bug is Faulty, Researchers Say
* Black Hat: Charming Kitten Leaves More Paw Prints

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2021/08/08/s3-ep44-unreported-holes-retro-computing-and-tech-support-for-malware-podcast/
https://nakedsecurity.sophos.com/2021/08/06/conti-ransomware-affiliate-goes-rogue-leaks-company-data/
https://nakedsecurity.sophos.com/2021/08/05/cobalt-strike-network-attack-tool-patches-crashtastic-server-bug/
https://nakedsecurity.sophos.com/2021/08/03/bazarcaller-the-malware-gang-that-talks-you-into-infecting-yourself/
https://nakedsecurity.sophos.com/2021/07/30/s3-ep43-apple-0-day-pygmy-hippos-hive-nightmares-and-twitter-hacker-bust-podcast/
https://nakedsecurity.sophos.com/2021/07/29/microsoft-researcher-found-apple-0-day-in-march-didnt-report-it/
https://nakedsecurity.sophos.com/2021/07/27/apple-emergency-zero-day-fix-for-iphones-and-macs-get-it-now/
https://nakedsecurity.sophos.com/2021/07/26/windows-petitpotam-network-attack-how-to-protect-against-it/
https://nakedsecurity.sophos.com/2021/07/23/us-court-gets-uk-twitter-hack-suspect-arrested-in-spain/
https://nakedsecurity.sophos.com/2021/07/22/s3-ep42-viruses-nightmares-patches-rewards-and-scammers-podcast/
https://threatpost.com/golang-cryptomining-worm-speed-boost/168456/
https://threatpost.com/amazon-kindle-malicious-ebooks/168454/
https://threatpost.com/critical-cisco-bug-vpn-routers/168449/
https://threatpost.com/zoom-settlement-85m-security-investment/168445/
https://threatpost.com/affiliate-leaks-conti-ransomware-playbook/168442/
https://threatpost.com/cisa-head-woos-security-crowd/168426/
https://threatpost.com/auditors-feds-poor-cybersecurity-dunce-cap/168418/
https://threatpost.com/macos-flaw-in-telegram-retrieves-deleted-messages/168412/
https://threatpost.com/microsofts-patch-windows-hello-faulty/168392/
https://threatpost.com/black-hat-charming-kitten-opsec-goofs-training-videos/168394/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/
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LATEST NEWS

IBM Security Intelligence

* Spend Wisely (Not Just More) to Become Cyber Resilient

* ITG18: Operational Security Errors Continue to Plague Sizable Iranian Threat Group

* 5 Ways to Increase Password Safety

* Building Effective Business Cases to Cover Cybersecurity Costs

* July 2021 Security Intelligence Roundup: Ransomware, Security by Design and How to Analyze in Windows
* Data Breach Costs at Record High, Zero Trust, Al and Automation Help Reduce Costs

* What's New in the 2021 Cost of a Data Breach Report

* Double Encryption: When Ransomware Recovery Gets Complicated

* How Al Will Transform Data Security

* API Abuse Is a Data Security Issue Here to Stay

InfoWorld

* How to screw up data migration to the cloud

* JDK 17: The new features in Java 17

* What's new in Rust 1.54

* What's new in Kubernetes 1.22

* Developers love Rust and Svelte, dread AngularJS, Stack Overflow survey says
* How to work with Azure Queue Storage in C#

* How to choose a cloud database

* Oracle launches Verrazzano container platform for Kubernetes

* Debugging concurrent code with Coyote

* Eclipse Temurin Java SE binaries debut

C4ISRNET - Media for the Intelligence Age Military

* Commandant calls on senior Marines to stop ‘'shackling' junior leaders

* Corps' sergeant major calls for improved treatment, care of junior Marines

* Space-based optical communications: updating SATCOM for the information age

* |s expeditionary foraging in the Corps' future?

* Northrop Grumman, Ball Aerospace clear milestone for missile warning payload

* Autonomous systems to help NATO examine climate change effects in Arctic waters
* DoD pledges militarywide alignment on electromagnetic spectrum ops

* Putin's push for isolated internet will shift the Russian cyber landscape

* The Space Force wants to manage acquisitions by portfolio

* US Coast Guard updates cyber plans to reflect rapid threat changes



http://feedproxy.google.com/~r/SecurityIntelligence/~3/RNPGXW3HbhM/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/xUwqxoI5yaA/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/lRmp0qvOTrs/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/9EOeD00aS5g/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/jqBROB1C3G4/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/oPFBrnVvzTw/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/L58L1_Ktj1s/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/sQOB-g2W23o/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/P5Lk-ogd2nI/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/RUNjX1rUQk4/
https://www.infoworld.com/article/3628448/how-to-screw-up-data-migration-to-the-cloud.html#tk.rss_all
https://www.infoworld.com/article/3606833/jdk-17-the-new-features-in-java-17.html#tk.rss_all
https://www.infoworld.com/article/3267624/whats-new-in-the-rust-language.html#tk.rss_all
https://www.infoworld.com/article/3229359/whats-new-in-kubernetes.html#tk.rss_all
https://www.infoworld.com/article/3628231/developers-love-rust-and-svelte-dread-angularjs-stack-overflow-survey-says.html#tk.rss_all
https://www.infoworld.com/article/3628229/how-to-work-with-azure-queue-storage-in-csharp.html#tk.rss_all
https://www.infoworld.com/article/3627792/how-to-choose-a-cloud-database.html#tk.rss_all
https://www.infoworld.com/article/3627407/oracle-launches-verrazzano-container-platform-for-kubernetes.html#tk.rss_all
https://www.infoworld.com/article/3627404/debugging-concurrent-code-with-coyote.html#tk.rss_all
https://www.infoworld.com/article/3627503/eclipse-temurin-java-se-binaries-debut.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/mKoxlXPjABI/
http://feedproxy.google.com/~r/c4isrnet/home/~3/788ud8YRal8/
http://feedproxy.google.com/~r/c4isrnet/home/~3/yFqOhLAqp8g/
http://feedproxy.google.com/~r/c4isrnet/home/~3/T7rv-DWPvSY/
http://feedproxy.google.com/~r/c4isrnet/home/~3/qrZryOtk8ec/
http://feedproxy.google.com/~r/c4isrnet/home/~3/3F1t44XZPO4/
http://feedproxy.google.com/~r/c4isrnet/home/~3/Mkl_Ujzmd-s/
http://feedproxy.google.com/~r/c4isrnet/home/~3/ms3OTv9B-TE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/uEoEtS6SnAs/
http://feedproxy.google.com/~r/c4isrnet/home/~3/7ZmBVQS9Uks/

The Hacker Corner

Conferences

* Marketing Cybersecurity In 2021

* Cybersecurity Employment Market

* Cybersecurity Marketing Trends

* |s It Worth Public Speaking?

* Qur Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

Google Zero Day Project

* An EPYC escape: Case-study of a KVM breakout
* Fuzzing iOS code on macOS at native speed

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is a list if
CTFs they have on thier calendar.

* RCTS CERT 2021 Defending the SOC
* InCTF 2021

* Really Awesome CTF 2021

* Hacker's Playground 2021

* corCTF 2021

* Midnight Sun CTF 2021 Finals

* YauzaCTF 2021

* FwordCTF 2021

* WORMCON 0x01

* ALLES! CTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Hack Me Please: 1
* Corrosion: 1

* ContainMe: 1
*Hms?: 1

*doli: 1



https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/06/an-epyc-escape-case-study-of-kvm.html
https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-native.html
https://ctftime.org/event/1420
https://ctftime.org/event/1370
https://ctftime.org/event/1354
https://ctftime.org/event/1396
https://ctftime.org/event/1364
https://ctftime.org/event/1268
https://ctftime.org/event/1417
https://ctftime.org/event/1405
https://ctftime.org/event/1391
https://ctftime.org/event/1313
http://www.vulnhub.com/entry/hack-me-please_1,731/
http://www.vulnhub.com/entry/corrosion_1,730/
http://www.vulnhub.com/entry/containme_1,729/
http://www.vulnhub.com/entry/hms_1,728/
http://www.vulnhub.com/entry/doli_1,727/

Tools & Techniques

Packet Storm Security Tools Links

* SQLMAP - Automatic SQL Injection Tool 1.5.8

* Logwatch 7.5.6

* Lynis Auditing Tool 3.0.6

* American Fuzzy Lop plus plus 3.14c

* Hashcat Advanced Password Recovery 6.2.3 Source Code

* Hashcat Advanced Password Recovery 6.2.3 Binary Release
* Wireshark Analyzer 3.4.7

* UFONet 1.7

* Global Socket 1.4.33

* Zeek 4.0.3

Kali Linux Tutorials

* Uchihash : A Small Utility To Deal With Malware Embedded Hashes

* SharpLAPS : Retrieve LAPS Password From LDAP

* Doldrums : A Flutter/Dart Reverse Engineering Tool

* Rz-Ghidra : Deep Ghidra Decompiler And Sleigh Disassembler Integration For Rizin

* Domhttpx : A Google Search Engine Dorker With HTTP Toolkit Built With Python, Can Make It Easier For
* PowerShell Armoury : A PowerShell Armoury For Security Guys And Girls

* TSharkVM : TShark + ELK Analytics Virtual Machine

* CSIRT-Collect : PowerShell Script To Collect Memory And (Triage) Disk Forensics

* Cerbrutus : Network Brute Force Tool, Written In Python

* Ruse : Mobile Camera-Based Application That Attempts To Alter Photos To Preserve Their Utility To Hum

GBHackers Analysis

* SolarWinds Actors Hacked 27 State Attorneys' Offices in the U.S.

* Critical Oracle Weblogic Flaw Let Remote Attacker Take Control of The System

* Millions of Printers Worldwide Vulnerable To The 16-Year-Old Bug

* Russian APT Hackers Launched A Mass Global Brute Force Attack to Hack Enterprise & Cloud Networks
* Hackers Use Western Digital My Book Zero-day Vulnerability to Mass-wipe Live Devices



https://packetstormsecurity.com/files/163719/sqlmap-1.5.8.tar.gz
https://packetstormsecurity.com/files/163654/logwatch-7.5.6.tar.gz
https://packetstormsecurity.com/files/163629/lynis-3.0.6.tar.gz
https://packetstormsecurity.com/files/163549/AFLplusplus-3.14c.tar.gz
https://packetstormsecurity.com/files/163550/hashcat-6.2.3.tar.gz
https://packetstormsecurity.com/files/163551/hashcat-6.2.3.7z
https://packetstormsecurity.com/files/163513/wireshark-3.4.7.tar.xz
https://packetstormsecurity.com/files/163503/ufonet-v1.7.tar.gz
https://packetstormsecurity.com/files/163484/gsocket-1.4.33.tar.gz
https://packetstormsecurity.com/files/163430/zeek-4.0.3.tar.gz
https://kalilinuxtutorials.com/uchihash/
https://kalilinuxtutorials.com/sharplaps/
https://kalilinuxtutorials.com/doldrums-a-flutter-dart-reverse-engineering-tool/
https://kalilinuxtutorials.com/rz-ghidra/
https://kalilinuxtutorials.com/domhttpx/
https://kalilinuxtutorials.com/powershell-armoury/
https://kalilinuxtutorials.com/tsharkvm/
https://kalilinuxtutorials.com/csirt-collect/
https://kalilinuxtutorials.com/cerbrutus/
https://kalilinuxtutorials.com/ruse/
https://gbhackers.com/solarwinds-actors-hacked-27-state-attorneys-offices-in-the-u-s/
https://gbhackers.com/critical-oracle-weblogic-flaw/
https://gbhackers.com/millions-of-printers-worldwide-vulnerable-to-the-16-year-old-bug/
https://gbhackers.com/a-mass-global-brute-force-attack/
https://gbhackers.com/western-digital-my-book-zero-day-vulnerability/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* Getting started in DFIR: Testing 1,2,3

* DFIR Summit 2021

* STAR Webcast: Dissecting BadBlood: an Iranian APT Campaign
* FORS585: Smartphone Forensic Analysis In-Depth

Defcon Conference

* DEF CON 29 - Vivek Nair - Time Turner Hacking RF Attendance Systems To Be in Two Places at Once
* DEF CON 29 - Hao Xing, Zekai Wu - How | use a JSON Oday to Steal Your Money on the Blockchain

* DEF CON 29 - Rion Carter - Why does my security camera scream like a Banshee?

* DEF CON 29 - Jeff Dileo - Instrument and Find Out: Parasitic Tracers for High Level Languages

Hak5

* Chat with the OMG Dev Team
* Hakb5 LIVE: 16th Anniversary Celebration
* HakByte: Capture Wi-Fi Passwords From Smartphones with a Half-Handshake Attack

The PC Security Channel [TPSC]

* Discord Ransomware
* Windows 11: Better Security?

Eli the Computer Guy

* eBeggar Wednesday - HEMAN is a BLACK WOMAN edition

* Cyber Security Introduction

* Hacking Introduction

* "Easy" Computer Speech Recognition with Azure Cognitive Services and Python

Security Now

* The BlackMatter Interview - Bad News for Firefox, DarkSide Return, Tailscale, Google to Assume HTTPS
* SeriousSAM & PetitPotam - Kaseya Universal Decryptor, Window's Process Hacker, Chrome 92

Troy Hunt

* Weekly Update 255

Intel Techniques: The Privacy, Security, & OSINT Show

* 228-New Privacy & OSINT Strategies
* 227-Eleven Topics



https://www.youtube.com/watch?v=pSAW_T_WvME
https://www.youtube.com/watch?v=5uLg1xR3n8E
https://www.youtube.com/watch?v=TilYElMV3_g
https://www.youtube.com/watch?v=YOTZO_0U8Ls
https://www.youtube.com/watch?v=NdAIeXy2zoY
https://www.youtube.com/watch?v=pUexrXOGCkE
https://www.youtube.com/watch?v=JpL3lySZNeM
https://www.youtube.com/watch?v=Iy1BNywebpY
https://www.youtube.com/watch?v=vV9QeSBpR8s
https://www.youtube.com/watch?v=6HWcgaRs9CM
https://www.youtube.com/watch?v=5guDKTc6Hak
https://www.youtube.com/watch?v=yRvofOgIRrM
https://www.youtube.com/watch?v=GwXlaZ_U8Ns
https://www.youtube.com/watch?v=a6siaH_ULVA
https://www.youtube.com/watch?v=aIq44rZntmg
https://www.youtube.com/watch?v=oCTfScItu_8
https://www.youtube.com/watch?v=Ninm-0fMkQo
https://www.youtube.com/watch?v=34nYFxUTauw
https://www.youtube.com/watch?v=EnxaXWz10Fg
https://www.youtube.com/watch?v=iHpkMN1g7WQ
https://soundcloud.com/user-98066669/228-new-privacy-osint-strategies
https://soundcloud.com/user-98066669/227-eleven-topics

Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack 1oT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* Bear Tracks: Infrastructure Patterns Lead to More Than 30 Active APT29 C2 Servers

* New Analysis Shows XAMPP Serving Agent Tesla and Formbook Malware

* Taking a Closer Look at a Malicious Infrastructure Mogqul

* Joining Microsoft is the Next Stage of the RisklQ Journey

* Here's How Much Threat Activity is in Each Internet Minute

* Media Land: Bulletproof Hosting Provider is a Playground for Threat Actors

* Bit2check: Stolen Card Validation Service llluminates A New Corner of the Skimming Ecosystem
* Microsoft Exchange is a Global Vulnerability. Patching Efforts Reveal Regional Inconsistencies

* The Sysrv-hello Cryptojacking Botnet: Here's What's New

* This is How Your Attack Surface May Be Larger and More Exposed Than You Think

FireEye

* Metasploit Wrap-Up

* Black Hat 2021: Rapid7 Experts Share Key Day 2 Takeaways

* Slot Machines and Cybercrime: Why Ransomware Won't Quit Pulling Our Lever

* Black Hat 2021: Rapid7 Experts Share Key Day 1 Takeaways

* [Security Nation] Richard Kaufmann on Cybersecurity in Home Healthcare

* PetitPotam: Novel Attack Chain Can Fully Compromise Windows Domains Running AD CS
* The Ransomware Task Force: A New Approach to Fighting Ransomware

* [The Lost Bots] Episode 2: Extended Detection and Response (XDR)

* 3 Steps to Integrate Rapid7 Products Into the DevSecOps Cycle

* Metasploit Wrap-Up



http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://www.riskiq.com/blog/external-threat-management/apt29-bear-tracks/
https://www.riskiq.com/blog/external-threat-management/agent-tesla-xampp/
https://www.riskiq.com/blog/external-threat-management/malicious-infrastructure-mogul/
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Proof of Concept (PoC) & Exploits

Packet Storm Security

* Backdoor.Win32.Zaratustra Remote File Write / Code Execution

* Backdoor.Win32.Zdemon.126 Remote Command Execution

* Backdoor.Win32.Zdemon.10 Remote Command Execution

* Trojan-Dropper.Win32.Small.fp Unauthenticated Open Proxy

* Constructor.Win32.SS.11.c Unauthenticated Open Proxy

* Amica Prodigy 1.7 Privilege Escalation

* GFI Mail Archiver 15.1 Arbitrary File Upload

* Moodle 3.9 Remote Code Execution

* CMSuno 1.7 Cross Site Scripting

* gdPM 9.2 Information Disclosure

* Client Management System 1.1 Cross Site Scripting

* Riak Insecure Default Configuration / Remote Command Execution
* WordPress WP Customize Login 1.1 Cross Site Scripting

* Apache OfBiz 17.12.01 Remote Command Execution

* Hotel Management System 1.0 Cross Site Scripting / Shell Upload
* Packet Storm New Exploits For July, 2021

* Online Hotel Reservation System 1.0 Cross Site Scripting

* Neo4j 3.4.18 Remote Code Execution

* Men Salon Management System 1.0 SQL Injection

* Pi-Hole Remove Commands Linux Privilege Escalation

* Panasonic Sanyo CCTV Network Camera 2.03-0x Cross Site Request Forgery
* ObjectPlanet Opinio 7.13 Shell Upload

* ObjectPlanet Opinio 7.13 Expression Language Injection

* ObjectPlanet Opinio 7.13 / 7.14 XML Injection

* Microsoft Exchange AD Schema Misconfiguration Privilege Escalation

CXSecurity

* GFI Mail Archiver 15.1 Telerik Ul Component Arbitrary File Upload (Unauthenticated)
* GFI Mail Archiver 15.1 Arbitrary File Upload

* Moodle 3.9 Remote Code Execution

* ApacheOfBiz 17.12.01 Remote Command Execution

* Pi-Hole Remove Commands Linux Privilege Escalation

* PHP 7.3.15-3 PHP_SESSION_UPLOAD_PROGRESS Session Data Injection

* NoteBurner 2.35 Denial Of Service



https://packetstormsecurity.com/files/163752/MVID-2021-0315.txt
https://packetstormsecurity.com/files/163751/MVID-2021-0314.txt
https://packetstormsecurity.com/files/163750/MVID-2021-0313.txt
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https://packetstormsecurity.com/files/163740/moodle39-exec.txt
https://packetstormsecurity.com/files/163737/cmsuno17-xss.txt
https://packetstormsecurity.com/files/163735/qdpm92-disclose.txt
https://packetstormsecurity.com/files/163733/clientms11-xss.txt
https://packetstormsecurity.com/files/163732/riak-insecure-config-rce.txt
https://packetstormsecurity.com/files/163731/wpcustomizelogin11-xss.txt
https://packetstormsecurity.com/files/163730/apacheofbiz171201-exec.txt
https://packetstormsecurity.com/files/163725/hms10-xssshell.txt
https://packetstormsecurity.com/files/163720/2107-exploits.tgz
https://packetstormsecurity.com/files/163718/onlinehrs10-xss.txt
https://packetstormsecurity.com/files/163717/neo4j3418-exec.txt
https://packetstormsecurity.com/files/163716/msms10-sql.txt
https://packetstormsecurity.com/files/163715/pihole_remove_commands_lpe.rb.txt
https://packetstormsecurity.com/files/163714/ZSL-2021-5659.txt
https://packetstormsecurity.com/files/163709/opinion713-shell.txt
https://packetstormsecurity.com/files/163708/opinio713-inject.txt
https://packetstormsecurity.com/files/163707/opinio714-xml.txt
https://packetstormsecurity.com/files/163706/GS20210729135149.tgz
https://cxsecurity.com/issue/WLB-2021080022
https://cxsecurity.com/issue/WLB-2021080021
https://cxsecurity.com/issue/WLB-2021080019
https://cxsecurity.com/issue/WLB-2021080011
https://cxsecurity.com/issue/WLB-2021080004
https://cxsecurity.com/issue/WLB-2021070169
https://cxsecurity.com/issue/WLB-2021070168

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] GFI Mail Archiver 15.1 - Telerik Ul Component Arbitrary File Upload (Unauthenticated)

* [webapps] Moodle 3.9 - Remote Code Execution (RCE) (Authenticated)

* [webapps] CMSuno 1.7 - 'tgo' Stored Cross-Site Scripting (XSS) (Authenticated)

* [webapps] ApacheOfBiz 17.12.01 - Remote Command Execution (RCE) via Unsafe Deserialization of XMLRPC
* [webapps] Client Management System 1.1 - 'cname' Stored Cross-site scripting (XSS)

* [webapps] qdPM 9.2 - DB Connection String and Password Exposure (Unauthenticated)

* [webapps] qdPM 9.1 - Remote Code Execution (RCE) (Authenticated)

* [webapps] WordPress Plugin WP Customize Login 1.1 - 'Change Logo Title' Stored Cross-Site Scripting (
* [webapps] Hotel Management System 1.0 - Cross-Site Scripting (XSS) Arbitrary File Upload Remote Code
* [webapps] Panasonic Sanyo CCTV Network Camera 2.03-0x - 'Disable Authentication / Change Password' CS
* [webapps] Online Hotel Reservation System 1.0 - 'Multiple' Cross-site scripting (XSS)

* [remote] Neo4j 3.4.18 - RMI based Remote Code Execution (RCE)

* [webapps] Men Salon Management System 1.0 - SQL Injection Authentication Bypass

* [webapps] Oracle Fatwire 6.3 - Multiple Vulnerabilities

* [webapps] CloverDX 5.9.0 - Cross-Site Request Forgery (CSRF) to Remote Code Execution (RCE)

* [webapps] Care2x Integrated Hospital Info System 2.7 - ‘Multiple' SQL Injection

* [webapps] IntelliChoice eFORCE Software Suite 2.5.9 - Username Enumeration

* [webapps] Longjing Technology BEMS API 1.21 - Remote Arbitrary File Download

* [webapps] Denver IP Camera SHO-110 - Unauthenticated Snapshot

* [webapps] TripSpark VEO Transportation - Blind SQL Injection

* [remote] Denver Smart Wifi Camera SHC-150 - 'Telnet' Remote Code Execution (RCE)

* [webapps] Event Registration System with QR Code 1.0 - Authentication Bypass & RCE

* [webapps] Customer Relationship Management System (CRM) 1.0 - Sal Injection Authentication Bypass

* [webapps] PHP 7.3.15-3 - 'PHP_SESSION_UPLOAD_PROGRESS' Session Data Injection

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have added is
called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite simple. In the
command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit”. It is also a
command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/50181
https://www.exploit-db.com/exploits/50180
https://www.exploit-db.com/exploits/50179
https://www.exploit-db.com/exploits/50178
https://www.exploit-db.com/exploits/50177
https://www.exploit-db.com/exploits/50176
https://www.exploit-db.com/exploits/50175
https://www.exploit-db.com/exploits/50174
https://www.exploit-db.com/exploits/50173
https://www.exploit-db.com/exploits/50172
https://www.exploit-db.com/exploits/50171
https://www.exploit-db.com/exploits/50170
https://www.exploit-db.com/exploits/50169
https://www.exploit-db.com/exploits/50167
https://www.exploit-db.com/exploits/50166
https://www.exploit-db.com/exploits/50165
https://www.exploit-db.com/exploits/50164
https://www.exploit-db.com/exploits/50163
https://www.exploit-db.com/exploits/50162
https://www.exploit-db.com/exploits/50161
https://www.exploit-db.com/exploits/50160
https://www.exploit-db.com/exploits/50159
https://www.exploit-db.com/exploits/50158
https://www.exploit-db.com/exploits/50156
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

Unfortunately, at the time of this report, the Zone-H.org last hacked feed was not availible.



Dark Web News

Darknet Live

Apple to Scan iPhones for Child Abuse Content

The concern is that governments will eventually use this to catch their ideological opponents (or drug users). (via
darknetlive.com)

Prescription Vendor "Pillpusher" Pleads Guilty to Drug Charges

A Georgia man pleaded guilty to distributing prescription drugs through the darkweb under the username
"Pillpusher.&rdquo; (via darknetlive.com)

Opioid Vendor "Fentmaster" Sentenced to 15 Years in Prison

The infamous AlphaBay vendor "Fentmaster&rdquo; will spend the next 180 months in prison for selling opioids through
the darkweb. (via darknetlive.com)

Student Caught with 23 Kilos of MDMA Heads to Prison

A master's student in France is heading to prison for selling MDMA to customers on darkweb markets. (via
darknetlive.com)

Dark Web Link

Data Laundering Fakes Security, Privacy Risks

Data laundering, just like money laundering, is the process of obtaining data through illegal means, such as the dark web
or a stolen/hacked database, and then passing it through a legitimate business or process to make it appear authentic.
There are more avenues to gather and force data as both companies and customer bases familiarise [...] The post Data
Laundering Fakes Security, Privacy Risks appeared first on Dark Web Link | Deep web Onion Links | Darknet News.
Fake Covid Passport, The Newest Call For Dark Web Criminals

The law was followed, and the snare was set. We first saw it during pandemics with the illegal sale of masks and medical
supplies. Then there were drugs ostensibly effective against the coronavirus, as well as the sale of ostensibly effective
vaccines on the dark web. Now it's the covid passport's turn. Countries from Europe [...] The post Fake Covid Passport,
The Newest Call For Dark Web Criminals appeared first on Dark Web Link | Deep web Onion Links | Darknet News.
Coronavirus: How The Black Market Of Covid Certificates Works

The first tourist to visit our country this year was a 65-year-old Russian who was treated in a Coronavirus Intensive Care
Unit.He arrived in Greece on May 29 with a 72-hour negative PCR test, as required by current legislation; however, the
fact that he developed symptoms the same day he arrived and was hospitalised three [...] The post Coronavirus: How
The Black Market Of Covid Certificates Works appeared first on Dark Web Link | Deep web Onion Links | Darknet News.
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Advisories
US-Cert Alerts & bulletins

* lvanti Releases Security Update for Pulse Connect Secure

* CISA Releases Security Advisory for InterNiche Products

* VMware Releases Security Updates for Multiple Products

* Cisco Releases Security Updates&#8239;

* Google Releases Security Updates for Chrome

* CISA Releases Security Advisory for Swisslog Healthcare

* CISA and NSA Release Kubernetes Hardening Guidance

* CISA Announces Vulnerability Disclosure Policy (VDP) Platform
* AA21-209A: Top Routinely Exploited Vulnerabilities

* AA21-201A: Chinese Gas Pipeline Intrusion Campaign, 2011 to 2013
* Vulnerability Summary for the Week of July 26, 2021

* Vulnerability Summary for the Week of July 19, 2021

Zero Day Initiative Advisories

ZDI-CAN-14539: NetBSD

A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Reno Robert of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-08-09, 0 days ago. The vendor is given until
2021-12-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14695: Bentley

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Francis Provencher
{PRL} was reported to the affected vendor on: 2021-08-09, 0 days ago. The vendor is given until 2021-12-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-14808: NetBSD

A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Reno Robert of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-08-09, 0 days ago. The vendor is given until
2021-12-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14538: FreeBSD

A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Reno Robert of Trend
Micro Zero Day Initiative' was reported to the affected vendor on; 2021-08-09, 0 days ago. The vendor is given until
2021-12-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14807: NetBSD

A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Reno Robert of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-08-09, 0 days ago. The vendor is given until
2021-12-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
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release of a public advisory.

ZDI-CAN-14809: NetBSD

A CVSS score 5.5 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Reno Robert of Trend
Micro Zero Day Initiative' was reported to the affected vendor on: 2021-08-09, 0 days ago. The vendor is given until
2021-12-07 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14571: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on; 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14574: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14420: WECON

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14572: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14421: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on; 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14573: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14413: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14422: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14423: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03



http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)

to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14658: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'ZhangJiaxing(@r0Ofm1a)
from Codesafe Team of Legendsec at Qi‘anxin Group' was reported to the affected vendor on: 2021-08-05, 4 days ago.
The vendor is given until 2021-12-03 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.

ZDI-CAN-14419: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14408: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14569: WECON

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14417: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14411: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on; 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14410: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14886: Microsoft

A CVSS score 6.5 (AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N) severity vulnerability discovered by 'Simon Zuckerbraun -
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-08-05, 4 days ago. The vendor is given
until 2021-12-03 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the
release of a public advisory.

ZDI-CAN-14570: WECON

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Natnael Samson
(@NattiSamson)' was reported to the affected vendor on; 2021-08-05, 4 days ago. The vendor is given until 2021-12-03
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-5032-1

Ubuntu Security Notice 5032-1 - Several vulnerabilities were fixed in Docker. This update provides a new upstream
version that fixed them.

Red Hat Security Advisory 2021-3020-01

Red Hat Security Advisory 2021-3020-01 - Ruby is an extensible, interpreted, object-oriented, scripting language. It has
features to process text files and to perform system management tasks. Issues addressed include a code execution
vulnerability.

Red Hat Security Advisory 2021-3015-01

Red Hat Security Advisory 2021-3015-01 - Go Toolset provides the Go programming language tools and libraries. Go is
alternatively known as golang. The go-toolset packages have been updated to version 1.15.14.

Ubuntu Security Notice USN-5031-1

Ubuntu Security Notice 5031-1 - It was discovered that openCryptoki incorrectly handled certain EC keys. An attacker
could possibly use this issue to cause a invalid curve attack.

Ubuntu Security Notice USN-5027-2

Ubuntu Security Notice 5027-2 - USN-5027-1 fixed a vulnerability in PEAR. This update provides the corresponding
update for Ubuntu 16.04 ESM. It was discovered that PEAR incorrectly handled symbolic links in archives. A remote
attacker could possibly use this issue to execute arbitrary code.

Ubuntu Security Notice USN-5030-1

Ubuntu Security Notice 5030-1 - It was discovered that the Perl DBI module incorrectly opened files outside of the folder
specified in the data source name. A remote attacker could possibly use this issue to obtain sensitive information. It was
discovered that the Perl DBI module incorrectly handled certain long strings. A local attacker could possibly use this
issue to cause the DBI module to crash, resulting in a denial of service. This issue only affected Ubuntu 18.04 LTS.
Various other issues were also addressed.

Red Hat Security Advisory 2021-3001-01

Red Hat Security Advisory 2021-3001-01 - Windows Container Support for Red Hat OpenShift allows you to deploy
Windows container workloads running on Windows Server containers.

Red Hat Security Advisory 2021-2998-01

Red Hat Security Advisory 2021-2998-01 - The glibc packages provide the standard C libraries, POSIX thread libraries,
standard math libraries, and the name service cache daemon used by multiple programs on the system. Without these
libraries, the Linux system cannot function correctly. Issues addressed include a buffer overflow vulnerability.

Red Hat Security Advisory 2021-2993-01

Red Hat Security Advisory 2021-2993-01 - Varnish Cache is a high-performance HTTP accelerator. It stores web pages
in memory so web servers don't have to create the same web page over and over again, giving the website a significant
speed up.

Red Hat Security Advisory 2021-2992-01

Red Hat Security Advisory 2021-2992-01 - PHP is an HTML-embedded scripting language commonly used with the
Apache HTTP Server. Issues addressed include bypass, null pointer, and server-side request forgery vulnerabilities.
Ubuntu Security Notice USN-5029-1

Ubuntu Security Notice 5029-1 - It was discovered that GnuTLS incorrectly handled sending certain extensions when
being used as a client. A remote attacker could use this issue to cause GnuTLS to crash, resulting in a denial of service,
or possibly execute arbitrary code.

Ubuntu Security Notice USN-5028-1

Ubuntu Security Notice 5028-1 - It was discovered that Exiv2 incorrectly handled certain images. An attacker could
possibly use this issue to cause a denial of service.

Red Hat Security Advisory 2021-2989-01

Red Hat Security Advisory 2021-2989-01 - The lasso packages provide the Lasso library that implements the Liberty
Alliance Single Sign-On standards, including the SAML and SAML?2 specifications. It allows handling of the whole
life-cycle of SAML-based federations and provides bindings for multiple languages.
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Red Hat Security Advisory 2021-2988-01

Red Hat Security Advisory 2021-2988-01 - Varnish Cache is a high-performance HTTP accelerator. It stores web pages
in memory so web servers don't have to create the same web page over and over again, giving the website a significant
speed up.

Ubuntu Security Notice USN-5026-2

Ubuntu Security Notice 5026-2 - USN-5026-1 fixed several vulnerabilities in QPDF. This update provides the
corresponding update for Ubuntu 16.04 ESM. It was discovered that QPDF incorrectly handled certain malformed PDF
files. A remote attacker could use this issue to cause QPDF to consume resources, resulting in a denial of service. It was
discovered that QPDF incorrectly handled certain malformed PDF files. A remote attacker could use this issue to cause
QPDF to crash, resulting in a denial of service, or possibly execute arbitrary code. Various other issues were also
addressed.

Red Hat Security Advisory 2021-2965-01

Red Hat Security Advisory 2021-2965-01 - Red Hat Single Sign-On 7.4 is a standalone server, based on the Keycloak
project, that provides authentication and standards-based single sign-on capabilities for web and mobile applications.
This release of Red Hat Single Sign-On 7.4.8 serves as a replacement for Red Hat Single Sign-On 7.4.7, and includes
bug fixes and enhancements, which are documented in the Release Notes document linked to in the References. Issues
addressed include a cross site scripting vulnerability.

Ubuntu Security Notice USN-5026-1

Ubuntu Security Notice 5026-1 - It was discovered that QPDF incorrectly handled certain malformed PDF files. A remote
attacker could use this issue to cause QPDF to consume resources, resulting in a denial of service. This issue only
affected Ubuntu 18.04 LTS. It was discovered that QPDF incorrectly handled certain malformed PDF files. A remote
attacker could use this issue to cause QPDF to crash, resulting in a denial of service, or possibly execute arbitrary code.
Various other issues were also addressed.

Ubuntu Security Notice USN-5027-1

Ubuntu Security Notice 5027-1 - It was discovered that PEAR incorrectly handled symbolic links in archives. A remote
attacker could possibly use this issue to execute arbitrary code.

Ubuntu Security Notice USN-5025-2

Ubuntu Security Notice 5025-2 - USN-5025-1 fixed a vulnerability in libsndfile. This update provides the corresponding
update for Ubuntu 14.04 ESM and Ubuntu 16.04 ESM. It was discovered that libsndfile incorrectly handled certain
malformed files. A remote attacker could use this issue to cause libsndfile to crash, resulting in a denial of service, or
possibly execute arbitrary code. Various other issues were also addressed.

Ubuntu Security Notice USN-5025-1

Ubuntu Security Notice 5025-1 - It was discovered that libsndfile incorrectly handled certain malformed files. A remote
attacker could use this issue to cause libsndfile to crash, resulting in a denial of service, or possibly execute arbitrary
code.

Ubuntu Security Notice USN-4944-2

Ubuntu Security Notice 4944-2 - USN-4944-1 fixed vulnerabilities in MariaDB. It caused a regression. This update fixes
the problem. Ubuntu 20.04 has been updated to MariaDB 10.3.30.

Ubuntu Security Notice USN-5024-1

Ubuntu Security Notice 5024-1 - A large number of security issues were discovered in the WebKitGTK Web and
JavaScript engines. If a user were tricked into viewing a malicious website, a remote attacker could exploit a variety of
issues related to web browser security, including cross-site scripting attacks, denial of service attacks, and arbitrary code
execution.

Red Hat Security Advisory 2021-2932-01

Red Hat Security Advisory 2021-2932-01 - Node.js is a software development platform for building fast and scalable
network applications in the JavaScript programming language. Issues addressed include denial of service, information
leakage, and out of bounds read vulnerabilities.

Red Hat Security Advisory 2021-2931-01

Red Hat Security Advisory 2021-2931-01 - Node.js is a software development platform for building fast and scalable
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network applications in the JavaScript programming language. Issues addressed include denial of service, information
leakage, and out of bounds read vulnerabilities.
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CSl Linux: Current Version: 2021.2 s I

Download here.

CSIl Linux is an investigation platform focusing on OSINT, SOCMINT, SIGINT, l IN' 'X
Cyberstalking, Darknet, Cryptocurrency, (Online-Network-Disk) Forensics,
Incident Response, & Reverse Engineering/Malware Analysis.

CSI Linux has been rebuilt from the ground up on Ubuntu 20.04 LTS to provide long term support for the backend OS
and has become a powerful Investigation environment that comes in both the traditional Virtual Machine option and a
bootable image that you can install onto an external drive or USB to use as your daily driver or DFIR triage drive. The
SIEM has been given an evolution boost with capability while being encapsulated into a Docker container

CSl Linux Tutorials:

PDF: Installation Document (CSI Linux Virtual Appliance)
PDF: Installation Document (CSI Linux Bootable)
Many more Tutorials can be found HERE

Cyber Secrets
Cyber Secrets is a community revolving around all layers of cybersecurity. There are now multiple media types being

produced. We have out video series and the printed media.

Video Access:
* Amazon FireTV App - amzn.to/300iUpE
* YouTube - youtube.com/channel/UCVjF2YkyJ8CO9HUIGgdMXybg

Printed / Kindle Publications:
* Cyber Secrets on Amazon - amzn.to/2UulG9B ’Bl l
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https://csilinux.com/download.html
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Virtual%20Appliance.pdf
https://csilinux.com/Documents/Setting%20up%20the%20CSI%20Linux%202021.1%20Bootable%20Image.pdf
https://csilinux.com/Tutorials.html
https://amzn.to/30oiUpE
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg
https://amzn.to/2UuIG9B

The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering around an
array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark Web, Digital Forensics

& Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If interested in
helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters issues focusing on

Blue Team and the even issues on Red Team.
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