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The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals.  APTs fit into a cybercrime category
directed at both business and political targets.  Attack vectors include system compromise, social engineering, and even
traditional espionage.  Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.

Summary

Internet Storm Center Infocon Status

The intent of the 'Infocon' is to reflect changes in malicious traffic and the possibility of
disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.

Other IWC Publications

  Cyber Secrets books and ebook series can be found

  on Amazon.com at. amzn.to/2UuIG9B 

  Cyber Secrets was originally a video series and 

  is on both YouTube.

  

Interesting News

*  Subscribe to this OSINT resource to recieve it in in your inbox.  The Cyber WAR (Weekly Awareness Reports) keep you
up to date with the current cyber threat landscape.  

* The newest issue in the Cyber Secrets series (#6) - Incident Response: Evidence Preservation and Collection is now
availible on Amazon!! This issue Incident Responce and Threat Hunting topics.  Great for any security team.

* * Our active Facebook group discusses the gambit of cyber security issues.  Join the Cyber Secrets Facebook group here.

https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/2EAR2rk
https://amzn.to/36drn3k
https://comms.informationwarfarecenter.com/?p=subscribe
https://amzn.to/35ixDWv
https://www.facebook.com/groups/cybersecrets/
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Packet Storm Security

* Apple's Federighi Delivers Dramatic Speech On Dangers Of Sideloading
* Beijing Fingers Foreign Spies For Data Mischief
* US Offers $10 Million Bounty For Colonial Pipeline Hackers
* Mystery Surrounds Labour Party Ransomware Attack
* Microsoft Just Expanded Its Malware Protection For Linux Servers
* US Indicts UK Resident PlugwalkJoe For Cryptocurrency Theft
* Remote Code Execution Flaw Patched In Linux Kernel TIPC Module
* Senate Panel Passes Slew Of Cybersecurity Bills
* Ukraine Doxes Russian Government Hackers' Phone Calls
* Code Compiled To WebAssembly May Lack Standard Security Defenses
* Almost Half Of Rootkits Are Used Against Government Organizations
* Squid Game Crypto Scammers Rips Off Investors For Millions
* US Sanctions Could Cut Off NSO From Tech It Relies On
* Facebook To Shutdown Facial Recognition System And Delete 1 Billion Faceprints
* New Federal Order Narrows Agency Patching Focus To Known, Exploited Vulnerabilities
* Google Just Tripled Its Bounty For Linux Kernel Bugs
* Pirate Sports Streamer Gets Busted, Pivots To Extortion
* Trojan Source Hides Invisible Bugs In Source Code
* The Booming Underground Market For Bots That Steal Your 2FA Codes
* Android Has Its Head In The Sand With AbstractEmu Malware
* Signal Unveils How Far US Law Enforcement Will Go To Get Information About People
* Microsoft Found A Way To Evade SIP On macOS
* China's Personal Data Protection Law Kicks In Today
* Ransomware Has Disrupted Almost 1,000 Schools In The US This Year
* Suspected REvil Gang Insider Identified

Krebs on Security

* 'Tis the Season for the Wayward Package Phish
* The 'Groove' Ransomware Gang Was a Hoax
* 'Trojan Source' Bug Threatens the Security of All Code
* Zales.com Leaked Customer Data, Just Like Sister Firms Jared, Kay Jewelers Did in 2018
* FBI Raids Chinese Point-of-Sale Giant PAX Technology
* Conti Ransom Gang Starts Selling Access to Victims
* Missouri Governor Vows to Prosecute St. Louis Post-Dispatch for Reporting Security Vulnerability
* How Coinbase Phishers Steal One-Time Passwords
* Patch Tuesday, October 2021 Edition
* What Happened to Facebook, Instagram, & WhatsApp?

https://packetstormsecurity.com/news/view/32796/Apples-Federighi-Delivers-Dramatic-Speech-On-Dangers-Of-Sideloading.html
https://packetstormsecurity.com/news/view/32795/Beijing-Fingers-Foreign-Spies-For-Data-Mischief.html
https://packetstormsecurity.com/news/view/32794/US-Offers-10-Million-Bounty-For-Colonial-Pipeline-Hackers.html
https://packetstormsecurity.com/news/view/32793/Mystery-Surrounds-Labour-Party-Ransomware-Attack.html
https://packetstormsecurity.com/news/view/32792/Microsoft-Just-Expanded-Its-Malware-Protection-For-Linux-Servers.html
https://packetstormsecurity.com/news/view/32791/US-Indicts-UK-Resident-PlugwalkJoe-For-Cryptocurrency-Theft.html
https://packetstormsecurity.com/news/view/32790/Remote-Code-Execution-Flaw-Patched-In-Linux-Kernel-TIPC-Module.html
https://packetstormsecurity.com/news/view/32789/Senate-Panel-Passes-Slew-Of-Cybersecurity-Bills.html
https://packetstormsecurity.com/news/view/32788/Ukraine-Doxes-Russian-Government-Hackers-Phone-Calls.html
https://packetstormsecurity.com/news/view/32787/Code-Compiled-To-WebAssembly-May-Lack-Standard-Security-Defenses.html
https://packetstormsecurity.com/news/view/32786/Almost-Half-Of-Rootkits-Are-Used-Against-Government-Organizations.html
https://packetstormsecurity.com/news/view/32785/Squid-Game-Crypto-Scammers-Rips-Off-Investors-For-Millions.html
https://packetstormsecurity.com/news/view/32784/US-Sanctions-Could-Cut-Off-NSO-From-Tech-It-Relies-On.html
https://packetstormsecurity.com/news/view/32783/Facebook-To-Shutdown-Facial-Recognition-System-And-Delete-1-Billion-Faceprints.html
https://packetstormsecurity.com/news/view/32782/New-Federal-Order-Narrows-Agency-Patching-Focus-To-Known-Exploited-Vulnerabilities.html
https://packetstormsecurity.com/news/view/32781/Google-Just-Tripled-Its-Bounty-For-Linux-Kernel-Bugs.html
https://packetstormsecurity.com/news/view/32780/Pirate-Sports-Streamer-Gets-Busted-Pivots-To-Extortion.html
https://packetstormsecurity.com/news/view/32779/Trojan-Source-Hides-Invisible-Bugs-In-Source-Code.html
https://packetstormsecurity.com/news/view/32778/The-Booming-Underground-Market-For-Bots-That-Steal-Your-2FA-Codes.html
https://packetstormsecurity.com/news/view/32777/Android-Has-Its-Head-In-The-Sand-With-AbstractEmu-Malware.html
https://packetstormsecurity.com/news/view/32776/Signal-Unveils-How-Far-US-Law-Enforcement-Will-Go-To-Get-Information-About-People.html
https://packetstormsecurity.com/news/view/32775/Microsoft-Found-A-Way-To-Evade-SIP-On-macOS.html
https://packetstormsecurity.com/news/view/32774/Chinas-Personal-Data-Protection-Law-Kicks-In-Today.html
https://packetstormsecurity.com/news/view/32773/Ransomware-Has-Disrupted-Almost-1-000-Schools-In-The-US-This-Year.html
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https://krebsonsecurity.com/2021/10/missouri-governor-vows-to-prosecute-st-louis-post-dispatch-for-reporting-security-vulnerability/
https://krebsonsecurity.com/2021/10/how-coinbase-phishers-steal-one-time-passwords/
https://krebsonsecurity.com/2021/10/patch-tuesday-october-2021-edition/
https://krebsonsecurity.com/2021/10/what-happened-to-facebook-instagram-whatsapp/


Dark Reading

* 3 Ways to Deal With the Trojan Source Attack
* SecureAuth Buys Acceptto to Deliver Low-Friction Authentication to Enterprises
* US Defense Contractor Discloses Data Breach
* Who's Minding Your Company's Crypto Decisions?
* How InfoSec Should Use the Minimum Viable Secure Product Checklist
* To Secure DevOps, Security Teams Must be Agile
* 4 Tips on How Small to Midsize Businesses Can Combat Cyberattacks
* How Is Zero Trust Different From Traditional Security?
* API Security Issues Hinder Application Delivery
* Ripping Off the Blindfold: Illuminating OT Environments
* US Offers $10M Reward For ID, Location of DarkSide Leadership
* Phishing Attack Blends Spoofed Amazon Order and Fraudulent Customer Service Agents
* Appsian Security Announces Acquisition of Q Software, a Leader in JD Edwards Security and Compliance
* Having Trouble Finding Cybersecurity Talent? You Might Be the Problem
* Coalfire Expands Application Security Vision With Major Upgrade to Application Security Platform, Thr
* How to Avoid Another Let's Encrypt-Like Meltdown
* Researchers Scan the Web to Uncover Malware Infections
* CISA Issues New Directive for Patching Known Exploited Vulnerabilities
* 5 MITRE ATT&CK Tactics Most Frequently Detected by Cisco Secure Firewalls
* Cloud Data Security Startup Launches

The Hacker News

* BlackBerry Uncovers Initial Access Broker Linked to 3 Distinct Hacker Groups
* Types of Penetration Testing
* Critical Flaws in Philips TASY EMR Could Expose Patient Data
* Two NPM Packages With 22 Million Weekly Downloads Found Backdoored
* Ukraine Identifies Russian FSB Officers Hacking As Gamaredon Group
* U.S. Federal Agencies Ordered to Patch Hundreds of Actively Exploited Flaws
* U.S. Offers $10 Million Reward for Information on DarkSide Ransomware Group
* Hardcoded SSH Key in Cisco Policy Suite Lets Remote Hackers Gain Root Access
* Critical RCE Vulnerability Reported in Linux Kernel's TIPC Module
* Our journey to API security at Raiffeisen Bank International
* US Sanctions Pegasus-maker NSO Group and 3 Others For Selling Spyware
* BlackMatter Ransomware Reportedly Shutting Down; Latest Analysis Released
* Product Overview - Cynet Centralized Log Management
* Mekotio Banking Trojan Resurfaces with New Attacking and Stealth Techniques
* Facebook to Shut Down Facial Recognition System and Delete Billions of Records

https://www.darkreading.com/dr-tech/3-ways-to-deal-with-the-trojan-source-attack
https://www.darkreading.com/dr-tech/secureauth-buys-acceptto-to-deliver-low-friction-authentication-to-enterprises
https://www.darkreading.com/attacks-breaches/us-defense-contractor-discloses-data-breach
https://www.darkreading.com/edge-articles/companies-should-involve-infosec-before-accepting-cryptocurrency-payments
https://www.darkreading.com/operations/how-infosec-should-use-the-minimum-viable-secure-product-checklist
https://www.darkreading.com/application-security/to-secure-devops-security-teams-must-be-agile
https://www.darkreading.com/attacks-breaches/4-tips-on-how-small-to-midsize-businesses-can-combat-cyberattacks
https://www.darkreading.com/edge-ask-the-experts/how-is-zero-trust-different-from-traditional-security-
https://www.darkreading.com/vulnerabilities-threats/api-security-issues-hinder-application-delivery
https://www.darkreading.com/dr-tech/ripping-off-the-blindfold-illuminating-ot-environments
https://www.darkreading.com/threat-intelligence/us-offers-10m-reward-for-id-location-of-darkside-leadership
https://www.darkreading.com/attacks-breaches/new-lure-impersonates-popular-amazon-brand-and-combines-email-phishing-with-a-voice-scam-
https://www.darkreading.com/application-security/appsian-security-announces-acquisition-of-q-software-a-leader-in-jd-edwards-security-and-compliance
https://www.darkreading.com/careers-and-people/having-trouble-finding-cybersecurity-talent-you-might-be-the-problem
https://www.darkreading.com/application-security/coalfire-expands-application-security-vision-with-major-upgrade-to-application-security-platform-threadfix
https://www.darkreading.com/dr-tech/how-to-avoid-another-lets-encrypt-like-meltdown
https://www.darkreading.com/security-monitoring/researchers-scan-the-web-to-uncover-malware-infections
https://www.darkreading.com/vulnerabilities-threats/cisa-issues-new-directive-for-patching-known-exploited-vulnerabilities
https://www.darkreading.com/edge-threat-monitor/5-mitre-attck-tactics-most-frequently-detected-by-cisco-secure-firewalls
https://www.darkreading.com/cloud/data-security-startup-launches
http://feedproxy.google.com/~r/TheHackersNews/~3/ZwCF24m6OzA/blackberry-uncover-initial-access.html
http://feedproxy.google.com/~r/TheHackersNews/~3/fVDGj88iYls/types-of-penetration-testing.html
http://feedproxy.google.com/~r/TheHackersNews/~3/HCq5CP-R_zU/critical-flaws-in-philips-tasy-emr.html
http://feedproxy.google.com/~r/TheHackersNews/~3/7LD7Mw15KQM/two-npm-packages-with-22-million-weekly.html
http://feedproxy.google.com/~r/TheHackersNews/~3/XkpOsQBKGWM/ukraine-identifies-russian-fsb-officers.html
http://feedproxy.google.com/~r/TheHackersNews/~3/HC1NIHDqocg/us-federal-agencies-ordered-to-patch.html
http://feedproxy.google.com/~r/TheHackersNews/~3/9h4TBkmoCOc/us-offers-10-million-reward-for.html
http://feedproxy.google.com/~r/TheHackersNews/~3/gt1ZmsjQVeQ/hardcoded-ssh-key-in-cisco-policy-suite.html
http://feedproxy.google.com/~r/TheHackersNews/~3/xaheEC-hk_k/critical-rce-vulnerability-reported-in.html
http://feedproxy.google.com/~r/TheHackersNews/~3/FVy6fgW6bO8/our-journey-to-api-security-at.html
http://feedproxy.google.com/~r/TheHackersNews/~3/qXuytnB6xZk/us-sanctions-pegasus-maker-nso-group.html
http://feedproxy.google.com/~r/TheHackersNews/~3/5UvtykUeXgE/blackmatter-ransomware-reportedly.html
http://feedproxy.google.com/~r/TheHackersNews/~3/dlePv6kq1-8/product-overview-cynet-centralized-log.html
http://feedproxy.google.com/~r/TheHackersNews/~3/aPSQl58pHQs/mekotio-banking-trojan-resurfaces-with.html
http://feedproxy.google.com/~r/TheHackersNews/~3/uIwlGh64JAk/facebook-to-shut-down-facial.html


Security Week

* Six Arrested for Roles in Clop Ransomware Operation
* Report: 6 Palestinian Rights Activists Hacked by NSO Spyware
* Experts Analyze Proposed Bill Allowing Private Entities to 'Hack Back'
* The AP Interview: Justice Dept. Conducting Cyber Crackdown
* Babuk Ransomware Seen Exploiting ProxyShell Vulnerabilities
* 'Critical Severity' Warning: Malware Found in Widely Deployed npm Packages
* Device Exploits Earn Hackers Over $1 Million at Pwn2Own Austin 2021
* FBI: Scams Involving Cryptocurrency ATMs and QR Codes on the Rise
* Researchers Release PoC Tool Targeting BrakTooth Bluetooth Vulnerabilities
* Hungarian Official: Government Bought, Used Pegasus Spyware
* Industry Reactions to New 'Trojan Source' Attack: Feedback Friday
* US Offers $10 Million Bounty in Hunt for DarkSide Ransomware Operators
* Cisco Plugs Critical Holes in Catalyst PON Enterprise Switches
* Linux Foundation Fixes 'Dangerous' Code Execution Kernel Bug
* Mozilla Rolling Out 'Site Isolation' With Release of Firefox 94
* Ukraine Names Russian FSB Officers Involved in Gamaredon Cyberattacks
* Engaging Customers on an Uncertain Journey
* House Passes Two Bills to Improve Small Business Cybersecurity
* Compliance-as-a-Service Platform Laika Raises $35 Million
* Twitter Hacker Charged Over Theft of $784,000 in Cryptocurrency
* US Puts New Controls on Israeli Spyware Company NSO Group
* Application Security Startup Wabbi Raises Over $2 Million in Seed Funding
* BlackMatter Ransomware Gang Announces Shutdown
* Microsoft Announces New Endpoint Security Solution for SMBs
* CISA Lists 300 Exploited Vulnerabilities That Organizations Need to Patch

Infosecurity Magazine

http://feedproxy.google.com/~r/securityweek/~3/TCjLFLLFbUg/six-arrested-roles-clop-ransomware-operation
http://feedproxy.google.com/~r/securityweek/~3/rX6nDvLpLkE/report-6-palestinian-rights-activists-hacked-nso-spyware
http://feedproxy.google.com/~r/securityweek/~3/jV_iViqSD9M/experts-analyze-proposed-bill-allowing-private-entities-hack-back%E2%80%99
http://feedproxy.google.com/~r/securityweek/~3/nbWhbCdSjfw/ap-interview-justice-dept-conducting-cyber-crackdown
http://feedproxy.google.com/~r/securityweek/~3/Y1iVzkkbHWo/babuk-ransomware-seen-exploiting-proxyshell-vulnerabilities
http://feedproxy.google.com/~r/securityweek/~3/yD635VZFg6Y/critical-severity-warning-malware-found-widely-deployed-npm-packages
http://feedproxy.google.com/~r/securityweek/~3/BbDq6SpchyM/device-exploits-earn-hackers-over-1-million-pwn2own-austin-2021
http://feedproxy.google.com/~r/securityweek/~3/PhwK880EIeY/fbi-scams-involving-cryptocurrency-atms-and-qr-codes-rise
http://feedproxy.google.com/~r/securityweek/~3/0o8U5a-LaWI/researchers-release-poc-tool-targeting-braktooth-bluetooth-vulnerabilities
http://feedproxy.google.com/~r/securityweek/~3/IVb-fQnZCP0/hungarian-official-government-bought-used-pegasus-spyware
http://feedproxy.google.com/~r/securityweek/~3/m8Om0bURenw/industry-reactions-new-trojan-source-attack-feedback-friday
http://feedproxy.google.com/~r/securityweek/~3/lZyCjS04BxY/us-gov-offering-10m-reward-data-darkside-ransomware-operators
http://feedproxy.google.com/~r/securityweek/~3/_K3GcqAFbXs/cisco-plugs-critical-holes-catalyst-pon-enterprise-switches
http://feedproxy.google.com/~r/securityweek/~3/uTYxjQPwCYI/linux-foundation-fixes-dangerous-code-execution-kernel-bug
http://feedproxy.google.com/~r/securityweek/~3/dI8unmBIMew/mozilla-rolling-out-site-isolation-release-firefox-94
http://feedproxy.google.com/~r/securityweek/~3/TfeGxPwuiv4/ukraine-names-russian-fsb-officers-involved-gamaredon-cyberattacks
http://feedproxy.google.com/~r/securityweek/~3/t6hUK3p9i9A/engaging-customers-uncertain-journey
http://feedproxy.google.com/~r/securityweek/~3/puNt_MmEejQ/house-passes-two-bills-improve-small-business-cybersecurity
http://feedproxy.google.com/~r/securityweek/~3/x7glcA3Vh9U/compliance-service-platform-laika-raises-35-million
http://feedproxy.google.com/~r/securityweek/~3/cgtMrpFSjCU/twitter-hacker-charged-over-theft-784000-cryptocurrency
http://feedproxy.google.com/~r/securityweek/~3/Gjo3Xhtr3KA/us-puts-new-controls-israeli-spyware-company-nso-group
http://feedproxy.google.com/~r/securityweek/~3/vovfqSgRRGQ/application-security-startup-wabbi-raises-over-2-million-seed-funding
http://feedproxy.google.com/~r/securityweek/~3/MVALUM8zee0/blackmatter-ransomware-gang-announces-shutdown
http://feedproxy.google.com/~r/securityweek/~3/BT-hJdEmw7c/microsoft-announces-new-endpoint-security-solution-smbs
http://feedproxy.google.com/~r/securityweek/~3/x1s2fAy_HEE/cisa-lists-300-exploited-vulnerabilities-organizations-need-patch


KnowBe4 Security Awareness Training Blog RSS Feed

* Preparing for Black Friday Scams
* How Not To Get Phished: It Is the Message Not the Medium
* Your KnowBe4 Fresh Content Updates from October 2021
* FBI Warns that Financial Events are Occasions for Extortion
* CyberheistNews Vol 11 #43 [HEADS UP] Nuclear Ransomware 3.0: It Is About To Get Much Worse
* Not that You Would, but Looking for a Sugar Daddy's a Bad Idea
* Hacking Your Organization: 7 Steps Cybercriminals Use to Take Total Control of Your Network
* Misconceptions and Assumptions about Cybersecurity
* Multi-Stage Vishing Attacks are Coming to an Inbox Near You
* Eight Romance Phishing Scammers with Ties to Nigerian Organized Crime Arrested After Stealing Nearly 

ISC2.org Blog

* We Heard You: Updates to the (ISC)&sup2; Ethics Questions
* CCSP vs. Microsoft Certified: Azure Administrator Associate - How Does Vendor Focus Factor In?
* CISSPs from Around the Globe: An Interview with Dr. Christina Izuakor
* The Threat of Insecure Interfaces and APIs
* Meet Roela Santos, Honoree of the 2021 (ISC)&sup2; Julie Peeler Franz "Do It for The Children" Volunt

HackRead

* Is a Consolidated Approach Better for WAAP Security?
* Twitter hacker charged in sim swapping, cryptocurrency scheme
* Top 10 Things Everyone Should be Doing During Development
* US offers $10m reward for decisive info on DarkSide ransomware gang
* Ransom fail: Iranian hackers leak trove of Israeli LGBTQ dating app data
* BlackMatter ransomware gang is reportedly quitting operation
* Facebook to end facial recognition and delete billions of records

Koddos

* Is a Consolidated Approach Better for WAAP Security?
* Twitter hacker charged in sim swapping, cryptocurrency scheme
* Top 10 Things Everyone Should be Doing During Development
* US offers $10m reward for decisive info on DarkSide ransomware gang
* Ransom fail: Iranian hackers leak trove of Israeli LGBTQ dating app data
* BlackMatter ransomware gang is reportedly quitting operation
* Facebook to end facial recognition and delete billions of records

https://blog.knowbe4.com/preparing-for-black-friday-scams
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https://blog.knowbe4.com/eight-romance-phishing-scammers-with-ties-to-nigerian-organized-crime-arrested-after-stealing-nearly-7-million
http://feedproxy.google.com/~r/isc2Blog/~3/G4BDfTE7TyU/we-heard-you-updates-to-the-isc2-ethics-questions.html
http://feedproxy.google.com/~r/isc2Blog/~3/5npStfKhT6A/ccsp-vs-microsoft-certified-azure-administrator-associate.html
http://feedproxy.google.com/~r/isc2Blog/~3/Mvj32ki5wwU/cissps-drchristina-izuakor.html
http://feedproxy.google.com/~r/isc2Blog/~3/WHrdiVsAm5A/the-threat-of-insecure-interfaces-and-apis.html
http://feedproxy.google.com/~r/isc2Blog/~3/I6KZunuMGf0/meet-roela-santos.html
https://www.hackread.com/is-a-consolidated-approach-better-for-waap-security/
https://www.hackread.com/twitter-hacker-charged-sim-swapping-cryptocurrency-scheme/
https://www.hackread.com/top-10-things-to-do-during-development/
https://www.hackread.com/us-offer-reward-info-darkside-ransomware-gang/
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Naked Security

* "Customer complaint" email scam preys on your fear of getting into trouble at work
* S3 Ep57: Europol v. Ransomware, Shrootless bug, and Linux browser flamewars [Podcast]
* Facebook to throw out face recognition, delete all template data
* Europol announces "targeting" of 12 suspects in ransomware attacks
* Microsoft documents "SHROOTLESS" hack patched in latest Apple updates
* Microsoft Edge finally arrives on Linux - "Official" build lands in repos
* S3 Ep56: Cryptotrading rodent, ransomware hackback, and a Docusign phish [Podcast]
* Apple ships Monterey with security updates, fixes 0-day in Watch and TV products, updates iDevices
* Banking scam uses Docusign phish to thieve 2FA codes
* Cybersecurity Awareness Month: Listen up - CYBER&shy;SECURITY FIRST!

Threat Post

* Native Tribal Casinos Taking Millions in Ransomware Losses
* BrakTooth Bluetooth Bugs Bite: Exploit Code, PoC Released
* Beyond the Basics: Tips for Building Advanced Ransomware Resiliency
* Google Ads for Faux Cryptowallets Net Scammers At Least $500K
* Proofpoint Phish Harvests Microsoft O365, Google Logins
* Feds Offer $10 Million Bounty for DarkSide Info
* US Bans Trade With Pegasus Spyware Maker
* 3 Guideposts for Building a Better Incident-Response Plan
* Free Discord Nitro Offer Used to Steal Steam Credentials
* Critical Linux Kernel Bug Allows Remote Takeover

Null-Byte

* These High-Quality Courses Are Only $49.99
* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit
* The Best-Selling VPN Is Now on Sale
* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps
* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM
* Get a Jump Start into Cybersecurity with This Bundle
* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch
* This Top-Rated Course Will Make You a Linux Master
* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks

https://nakedsecurity.sophos.com/2021/11/05/customer-complaint-email-scam-preys-on-your-fear-of-getting-into-trouble-at-work/
https://nakedsecurity.sophos.com/2021/11/04/s3-ep57-europol-v-ransomware-shrootless-bug-and-linux-browser-flamewars-podcast/
https://nakedsecurity.sophos.com/2021/11/03/facebook-to-throw-out-face-recognition-delete-all-template-data/
https://nakedsecurity.sophos.com/2021/10/30/europol-announce-targeting-of-12-suspects-in-ransomware-attacks/
https://nakedsecurity.sophos.com/2021/10/29/microsoft-documents-shrootless-hack-patched-in-latest-apple-updates/
https://nakedsecurity.sophos.com/2021/10/29/microsoft-edge-finally-arrives-on-linux-official-build-lands-in-repos/
https://nakedsecurity.sophos.com/2021/10/28/s3-ep56-cryptotrading-rodent-ransomware-hackback-and-a-docusign-phish-podcast/
https://nakedsecurity.sophos.com/2021/10/27/apple-ships-monterey-with-security-updates-fixes-0-day-in-watch-and-tv-products-updates-idevices/
https://nakedsecurity.sophos.com/2021/10/26/banking-scam-uses-docusign-phish-to-thieve-2fa-codes/
https://nakedsecurity.sophos.com/2021/10/25/becybersmart-2021-week4/
https://threatpost.com/native-tribal-casinos-ransomware-losses/176060/
https://threatpost.com/braktooth-bluetooth-bugs-exploit-poc/176036/
https://threatpost.com/tips-building-advanced-ransomware-resiliency/176052/
https://threatpost.com/google-ads-cryptowallets-scammers/176047/
https://threatpost.com/proofpoint-phish-microsoft-o365-google-logins/176038/
https://threatpost.com/feds-offer-10-million-bounty-on-darkside-info/176030/
https://threatpost.com/pegasus-spyware-blacklisted-us/175999/
https://threatpost.com/3-guideposts-incident-response-plan/176019/
https://threatpost.com/free-discord-nitro-offer-steam-credentials/176011/
https://threatpost.com/critical-linux-kernel-bug/176000/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/


IBM Security Intelligence

* Zero Trust: What NIST's Guidelines Mean for Your Resources
* How to Deal With Unpatched Software Vulnerabilities Right Now
* 6 Potential Long-Term Impacts of a Data Breach
* Non-Traditional Cybersecurity Career Paths - One Experience Informs Another
* Maritime Cybersecurity: A Rising Tide Lifts all Boats
* Report: Cost of a Data Breach in Energy and Utilities
* An Attack Against Time
* Using Open-Source Intelligence for Mergers and Acquisitions
* Taking Threat Detection and Response to the Next Level with Open XDR
* The Future of Cybersecurity: What Will it Look Like in 2031?

InfoWorld

* All your serverless are belong to us
* GitHub Copilot preview gives me hope
* The case against monorepos
* More evidence we're in a multicloud world
* How to improve StringBuilder performance in C#
* The RED method: A new strategy for monitoring microservices
* How to use Docker for Java development
* What's new in Angular 13
* GitHub introduces code review controls
* TypeScript delays ESM support for Node.js

C4ISRNET - Media for the Intelligence Age Military

* Webcast: The Future of Ground Systems
* The Army wants to change how it sustains critical technology and communications gear
* Find out what's in the cyberwarrior's toolkit&#8203;
* DoD unveils next iteration of sprawling cybersecurity initiative
* General Dynamics' Europe team dips into remote-controlled vehicles, ground robots
* No updated software, not mission capable. Army looks to include software for unit readiness reporting
* Space sector exec: Spain must stand out among its neighbors in nascent domain
* National Reconnaissance Office wants satellite imagery from commercial providers
* Marine Corps will use AI to revamp recruiting and retention models
* NATO ups the ante on disruptive tech, artificial intelligence

http://feedproxy.google.com/~r/SecurityIntelligence/~3/ZYdYsMn5_3I/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/F2zieb4jXyo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/OolC0SIKao0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/8h3ABWMJUTc/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/N0qIRecU6Yk/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/34VM2DC4c7s/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/EX9uJ7w-Lv0/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/kSML109uBjo/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/7a4fUn2l3mE/
http://feedproxy.google.com/~r/SecurityIntelligence/~3/ERqvUOhaui4/
https://www.infoworld.com/article/3639558/all-your-serverless-are-belong-to-us.html#tk.rss_all
https://www.infoworld.com/article/3639552/github-copilot-preview-gives-me-hope.html#tk.rss_all
https://www.infoworld.com/article/3638860/the-case-against-monorepos.html#tk.rss_all
https://www.infoworld.com/article/3639690/more-evidence-were-in-a-multicloud-world.html#tk.rss_all
https://www.infoworld.com/article/3638755/how-to-improve-stringbuilder-performance-in-c.html#tk.rss_all
https://www.infoworld.com/article/3638693/the-red-method-a-new-strategy-for-monitoring-microservices.html#tk.rss_all
https://www.infoworld.com/article/3638548/how-to-use-docker-for-java-development.html#tk.rss_all
https://www.infoworld.com/article/3629473/whats-new-in-angular-13.html#tk.rss_all
https://www.infoworld.com/article/3639588/github-introduces-code-review-controls.html#tk.rss_all
https://www.infoworld.com/article/3637149/typescript-delays-esm-support-for-nodejs.html#tk.rss_all
http://feedproxy.google.com/~r/c4isrnet/home/~3/-8XM0yIrMMk/
http://feedproxy.google.com/~r/c4isrnet/home/~3/3veHw6-a2HE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/nze84akEMLc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/cyVgpOV1g2Q/
http://feedproxy.google.com/~r/c4isrnet/home/~3/PJklI_NzTSc/
http://feedproxy.google.com/~r/c4isrnet/home/~3/vTEWZ-2g8Pw/
http://feedproxy.google.com/~r/c4isrnet/home/~3/rafV2VJfliU/
http://feedproxy.google.com/~r/c4isrnet/home/~3/zxEBQQepoDE/
http://feedproxy.google.com/~r/c4isrnet/home/~3/NCVrozjGwPM/
http://feedproxy.google.com/~r/c4isrnet/home/~3/ZJYPBuYjWf0/


The Hacker Corner

Conferences

* Marketing Cybersecurity In 2021
* Cybersecurity Employment Market
* Cybersecurity Marketing Trends
* Is It Worth Public Speaking?
* Our Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid
* Best Ways To Market A Conference
* Marketing To Cybersecurity Companies
* Upcoming Black Hat Events (2021)

Google Zero Day Project

* Windows Exploitation Tricks: Relaying DCOM Authentication
* Using Kerberos for Authentication Relay Attacks

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events.  Below is
a list if CTFs they have on thier calendar.

* HK Cyber Security New Generation CTF Challenge 2021
* Winja CTF | c0c0n 2021
* K3RN3LCTF
* CSAW CTF Final Round 2021
* JUST CTF 2021
* Intent CTF 2021
* SPbCTF's Student CTF 2021 Finals
* MetaRed International CTF 2021 - 4th STAGE
* Hackfest CTF 13th Edition - Competitive
* N1CTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Web Machine: (N7)
* The Planets: Earth
* Jangow: 1.0.1
* Red: 1
* Napping: 1.0.1

https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://ctftime.org/event/1432
https://ctftime.org/event/1477
https://ctftime.org/event/1438
https://ctftime.org/event/1316
https://ctftime.org/event/1497
https://ctftime.org/event/1454
https://ctftime.org/event/1379
https://ctftime.org/event/1489
https://ctftime.org/event/1498
https://ctftime.org/event/1367
http://www.vulnhub.com/entry/web-machine_n7,756/
http://www.vulnhub.com/entry/the-planets_earth,755/
http://www.vulnhub.com/entry/jangow_101,754/
http://www.vulnhub.com/entry/red_1,753/
http://www.vulnhub.com/entry/napping_101,752/


Tools & Techniques

Packet Storm Security Tools Links

* Faraday 3.18.1
* Clam AntiVirus Toolkit 0.104.1
* GRAudit Grep Auditing Tool 3.2
* TOR Virtual Network Tunneling Tool 0.4.6.8
* Zeek 4.1.1
* GNU Privacy Guard 2.3.3
* GNU Privacy Guard 2.2.32
* Faraday 3.18.0
* AntiRansom 5
* nfstream 6.3.5

Kali Linux Tutorials

* SubCrawl : A Modular Framework For Discovering Open Directories, Identifying Unique Content Through S
* PowerShx : Run Powershell Without Software Restrictions
* PortBender : TCP Port Redirection Utility
* PEASS-ng : Privilege Escalation Awesome Scripts SUITE new generation
* Metabadger : Prevent SSRF Attacks On AWS EC2 Via Automated Upgrades To The More Secure Instance
Metad
* How to Detect and Prevent Brute Force Attacks?
* Benefits & Drawbacks of Open-Source Software
* Limelighter : A Tool For Generating Fake Code Signing Certificates Or Signing Real Ones
* LazyCSRF : A More Useful CSRF PoC Generator
* Karma_V2 : A Passive Open Source Intelligence (OSINT) Automated Reconnaissance (Framework)

GBHackers Analysis

* Hackers Exploit Microsoft Exchange Vulnerabilities To Drop Babuk Ransomware
* Unauthenticated RCE Flaw in Gitlab Exploited Widely by Hackers
* Two European Men Sentenced for Providing 'Bulletproof Hosting' to Hackers
* Iranian Hackers Attack the US & Israeli Defense Technology - Microsoft Warns
* Company That Routes Billions of SMS For U.S Carriers Silently Says It Was Hacked

https://packetstormsecurity.com/files/164790/faraday-3.18.1.tar.gz
https://packetstormsecurity.com/files/164759/clamav-0.104.1.tar.gz
https://packetstormsecurity.com/files/164708/graudit-3.2.tar.gz
https://packetstormsecurity.com/files/164700/tor-0.4.6.8.tar.gz
https://packetstormsecurity.com/files/164667/zeek-4.1.1.tar.gz
https://packetstormsecurity.com/files/164631/gnupg-2.3.3.tar.bz2
https://packetstormsecurity.com/files/164630/gnupg-2.2.32.tar.bz2
https://packetstormsecurity.com/files/164602/faraday-3.18.0.tar.gz
https://packetstormsecurity.com/files/164577/AntiRansom-5.tar.gz
https://packetstormsecurity.com/files/164459/nfstream-6.3.5.tar.gz
https://kalilinuxtutorials.com/subcrawl/
https://kalilinuxtutorials.com/powershx/
https://kalilinuxtutorials.com/portbender/
https://kalilinuxtutorials.com/peass-ng/
https://kalilinuxtutorials.com/metabadger/
https://kalilinuxtutorials.com/metabadger/
https://kalilinuxtutorials.com/how-to-detect-and-prevent-brute-force-attacks/
https://kalilinuxtutorials.com/benefits-drawbacks-of-open-source-software/
https://kalilinuxtutorials.com/limelighter/
https://kalilinuxtutorials.com/lazycsrf/
https://kalilinuxtutorials.com/karma_v2/
https://gbhackers.com/hackers-exploit-microsoft-exchange-vulnerabilities-to-drop-babuk-ransomware/
https://gbhackers.com/unauthenticated-rce-flaw-in-gitlab-exploited-widely-by-hackers/
https://gbhackers.com/men-sentenced-for-providing-bulletproof-hosting/
https://gbhackers.com/iranian-hackers-attack-the-us-israeli-defense-technology-microsoft-warns/
https://gbhackers.com/company-that-routes-billions-of-sms-for-u-s-carriers-hacked/


Weekly Cyber Security Video and Podcasts

SANS DFIR

*  Hunting and Scoping A Ransomware Attack
*  Compose Your Hunts With Reusable Knowledge and Share Your Huntbook With the Community
*  Hunting backdoors in Active Directory Environment
*  AC3 Threat Sightings: El Poder de la Observaci&oacute;n

Defcon Conference

*  DEF CON 29 Recon Village - Anthony Kava - GOV Doppelg&auml;nger Your H&auml;x Dollars at Work
*  DEF CON 29 Red Team Village -  CTF Day 2
*  DEF CON 29 Recon Village - Ben S -  Future of Asset Management
*  DEF CON 29 Recon Village - Ryan Elkins - How to Build Cloud Based Recon Automation at Scale

Hak5

*  Copy Files from an Unlocked Computer In Seconds w/ the Bash Bunny | HakByte
*  CyberAttackers Use Squid Game To Lure In Victims  - ThreatWire
*  Spot Known WiFi Devices Nearby w/ the WiFi Nugget | HakByte

The PC Security Channel [TPSC]

*  Windows 11 vs Ransomware
*  Vice Society Ransomware & Print Nightmare

Eli the Computer Guy

*  OSHA IGNORING VACCINE REACTIONS for EMPLOYERS
*  BIDEN PUNISHES ANTIVAXERS - INSANE FINES from OSHA
*  ZILLOW LAYOFFS - 2000 employees FIRED
*  TESLA AUTOPILOT SYSTEM CRASH... glitches at 70 mph..?

Security Now

*  "Trojan Source&rdquo; - Chrome 0-days, Windows 11 confusion, VoIP DDos attacks, Dune
*  The More Things Change... - Gummy Browsers Attack, What Happened to REvil, Comms Hub, Win 11 Fixes

Troy Hunt

*  Weekly Update 268

Intel Techniques: The Privacy, Security, & OSINT Show

* 240-Privacy, Security, & OSINT Updates
* 239-Health Portals, Vulnerability Reports, and Voice Cloning

https://www.youtube.com/watch?v=h076AA1ZroY
https://www.youtube.com/watch?v=gyY5DAWLwT0
https://www.youtube.com/watch?v=xeCCYmE4bZM
https://www.youtube.com/watch?v=3zPOCvZ_xns
https://www.youtube.com/watch?v=_Mo6U7_B7gs
https://www.youtube.com/watch?v=aYbkzPSNT5E
https://www.youtube.com/watch?v=pvk4iOLKbaw
https://www.youtube.com/watch?v=i2ouX0js9n8
https://www.youtube.com/watch?v=HohH2VYAZw0
https://www.youtube.com/watch?v=D4QMssZgaXM
https://www.youtube.com/watch?v=-7beYngHosA
https://www.youtube.com/watch?v=K2AhNVdKq-A
https://www.youtube.com/watch?v=89nxraEdsxw
https://www.youtube.com/watch?v=uxGdYOhfud4
https://www.youtube.com/watch?v=RBl1OYOvqlE
https://www.youtube.com/watch?v=0_iy-R2KMSw
https://www.youtube.com/watch?v=Ssg8pu9uPEY
https://www.youtube.com/watch?v=HynAhNycBNs
https://www.youtube.com/watch?v=RaH0AwTfghg
https://www.youtube.com/watch?v=uVxd7i81Nls
https://soundcloud.com/user-98066669/240-privacy-security-osint-updates
https://soundcloud.com/user-98066669/239-health-portals-vulnerability-reports-and-voice-cloning


Proof of Concept (PoC) & Exploits

Packet Storm Security

* Pentaho Business Analytics / Pentaho Business Server 9.1 SQL Injection
* HealthForYou 1.11.1 / HealthCoach 2.9.2 Missing Password Policy
* Pentaho Business Analytics / Pentaho Business Server 9.1 User Enumeration
* Backdoor.Win32.Jokerdoor Buffer Overflow
* Pentaho Business Analytics / Pentaho Business Server 9.1 Authentication Bypass
* PHP Event Calendar Lite Edition Cross Site Scripting
* IBM Sterling B2B Integrator Cross Site Scripting
* Backdoor.Win32.Ncx.b Code Execution
* ImportExportTools NG 10.0.4 HTML Injection
* Pentaho Business Analytics / Pentaho Business Server 9.1 Insufficient Access Control
* PHP Event Calendar Lite Edition SQL Injection
* Backdoor.Win32.Ncx.b Buffer Overflow
* Pentaho Business Analytics / Pentaho Business Server 9.1 Filename Bypass
* Payment Terminal 2.x / 3.x Cross Site Scripting
* Pentaho Business Analytics / Pentaho Business Server 9.1 Remote Code Execution
* 10-Strike Network Inventory Explorer Pro 9.31 Unquoted Service Path
* Backdoor.Win32.Optix.03.b Code Execution
* Khamenei.ir SQL Injection
* GitLab Unauthenticated Remote ExifTool Command Injection
* Opencart 3 Extension TMD Vendor System SQL Injection
* Fuel CMS 1.4.1 Remote Code Execution
* i3 International Annexxus Cameras Ax-n 5.2.0 Application Logic Flaw
* Ericsson Network Location MPS GMPC21 Privilege Escalation
* Ericsson Network Location MPS GMPC21 Remote Code Execution
* Dynojet Power Core 2.3.0 Unquoted Service Path

CXSecurity

* Fuel CMS 1.4.1 Remote Code Execution
* GitLab Unauthenticated Remote ExifTool Command Injection
* Opencart 3 Extension TMD Vendor System SQL Injection
* YouTube Video Grabber 1.9.9.1 Buffer Overflow
* Apache HTTP Server 2.4.50 Remote Code Execution
* Sophos UTM WebAdmin SID Command Injection
* Druva inSync Windows Client 7.5.2 - Local Privilege Escalation

https://packetstormsecurity.com/files/164791/pba91-sql.txt
https://packetstormsecurity.com/files/164789/TRSA-2104-03.txt
https://packetstormsecurity.com/files/164787/pba91-enumerate.txt
https://packetstormsecurity.com/files/164786/MVID-2021-0390.txt
https://packetstormsecurity.com/files/164784/pba91api-bypass.txt
https://packetstormsecurity.com/files/164783/SYSS-2021-049.txt
https://packetstormsecurity.com/files/164782/SA-20211104-0.txt
https://packetstormsecurity.com/files/164781/MVID-2021-0389.txt
https://packetstormsecurity.com/files/164780/VL-2308.txt
https://packetstormsecurity.com/files/164779/pba91-accesscontrol.txt
https://packetstormsecurity.com/files/164777/SYSS-2021-048.txt
https://packetstormsecurity.com/files/164776/MVID-2021-0388.txt
https://packetstormsecurity.com/files/164775/pba91-bypass.txt
https://packetstormsecurity.com/files/164774/VL-2280.txt
https://packetstormsecurity.com/files/164772/pba91-exec.txt
https://packetstormsecurity.com/files/164771/10strikeniepro931-unquotedpath.txt
https://packetstormsecurity.com/files/164770/MVID-2021-0387.txt
https://packetstormsecurity.com/files/164792/khamenei-sql.txt
https://packetstormsecurity.com/files/164768/gitlab_exif_rce.rb.txt
https://packetstormsecurity.com/files/164766/opencart3etmdvs-sql.txt
https://packetstormsecurity.com/files/164756/fuelcms141v2-exec.txt
https://packetstormsecurity.com/files/164752/ZSL-2021-5688.txt
https://packetstormsecurity.com/files/164750/enlmpsgmpc21-escalate.rb.txt
https://packetstormsecurity.com/files/164749/enlmpsgmpc21-exec.rb.txt
https://packetstormsecurity.com/files/164746/dynojetpowercore230-unquotedpath.txt
https://cxsecurity.com/issue/WLB-2021110023
https://cxsecurity.com/issue/WLB-2021110022
https://cxsecurity.com/issue/WLB-2021110021
https://cxsecurity.com/issue/WLB-2021110008
https://cxsecurity.com/issue/WLB-2021100131
https://cxsecurity.com/issue/WLB-2021100130
https://cxsecurity.com/issue/WLB-2021100103


Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] FusionPBX 4.5.29 - Remote Code Execution (RCE) (Authenticated)
* [local] zlog 1.2.15 - Buffer Overflow
* [webapps] WordPress Plugin Backup and Restore 1.0.3 - Arbitrary File Deletion
* [webapps] Froxlor 0.10.29.1 - SQL Injection (Authenticated)
* [webapps] Money Transfer Management System 1.0 - Authentication Bypass
* [webapps] Kmaleon 1.1.0.205 - 'tipocomb' SQL Injection (Authenticated)
* [webapps] Simple Client Management System 1.0 - 'multiple' Stored Cross-Site Scripting (XSS)
* [webapps] Simple Client Management System 1.0 - SQLi (Authentication Bypass)
* [webapps] ImportExportTools NG 10.0.4 - HTML Injection
* [webapps] Payment Terminal 3.1 - 'Multiple' Cross-Site Scripting (XSS)
* [local] 10-Strike Network Inventory Explorer Pro 9.31 - 'srvInventoryWebServer' Unquoted Service Path
* [webapps] Opencart 3 Extension TMD Vendor System - Blind SQL Injection
* [webapps] Ultimate POS 4.4 - 'name' Cross-Site Scripting (XSS)
* [webapps] Vanguard 2.1 - 'Search' Cross-Site Scripting (XSS)
* [webapps] Isshue Shopping Cart 3.5 - 'Title' Cross Site Scripting (XSS)
* [webapps] Mult-e-Cart Ultimate 2.4 - 'id' SQL Injection
* [webapps] PHP Melody 3.0 - Persistent Cross-Site Scripting (XSS)
* [webapps] PHP Melody 3.0 - 'vid' SQL Injection
* [webapps] PHP Melody 3.0 - 'Multiple' Cross-Site Scripting (XSS)
* [webapps] Sonicwall SonicOS 6.5.4 - 'Common Name' Cross-Site Scripting (XSS)
* [local] RDP Manager 4.9.9.3 - Denial-of-Service (PoC)
* [webapps] Simplephpscripts Simple CMS 2.1 - 'Multiple' SQL Injection
* [webapps] Simplephpscripts Simple CMS 2.1 - 'Multiple' Stored Cross-Site Scripting (XSS)
* [webapps] OpenAM 13.0 - LDAP Injection
* [webapps] WordPress Plugin Popup Anything 2.0.3 - 'Multiple' Stored Cross-Site Scripting (XSS)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis.  The tool that they have
added is called "SearchSploit".  This can be installed on Linux, Mac, and Windows.  Using the tool is also quite
simple.  In the command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit".  It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.

https://www.exploit-db.com/exploits/50505
https://www.exploit-db.com/exploits/50504
https://www.exploit-db.com/exploits/50503
https://www.exploit-db.com/exploits/50502
https://www.exploit-db.com/exploits/50501
https://www.exploit-db.com/exploits/50499
https://www.exploit-db.com/exploits/50498
https://www.exploit-db.com/exploits/50497
https://www.exploit-db.com/exploits/50496
https://www.exploit-db.com/exploits/50495
https://www.exploit-db.com/exploits/50494
https://www.exploit-db.com/exploits/50493
https://www.exploit-db.com/exploits/50492
https://www.exploit-db.com/exploits/50491
https://www.exploit-db.com/exploits/50490
https://www.exploit-db.com/exploits/50489
https://www.exploit-db.com/exploits/50488
https://www.exploit-db.com/exploits/50487
https://www.exploit-db.com/exploits/50486
https://www.exploit-db.com/exploits/50485
https://www.exploit-db.com/exploits/50484
https://www.exploit-db.com/exploits/50483
https://www.exploit-db.com/exploits/50482
https://www.exploit-db.com/exploits/50480
https://www.exploit-db.com/exploits/50479
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit


Latest Hacked Websites

Published on Zone-h.org

http://arsip.pa-purwodadi.go.id/try.txt
http://arsip.pa-purwodadi.go.id/try.txt notified by DuaL_Personal
http://sipp.pa-purwodadi.go.id/try.txt
http://sipp.pa-purwodadi.go.id/try.txt notified by DuaL_Personal
http://sipp.pa-bangkinang.go.id/try.txt
http://sipp.pa-bangkinang.go.id/try.txt notified by DuaL_Personal
http://pustakaonline.pa-bangkinang.go.id/try.txt
http://pustakaonline.pa-bangkinang.go.id/try.txt notified by DuaL_Personal
http://sipp.pa-kediri.go.id/try.txt
http://sipp.pa-kediri.go.id/try.txt notified by DuaL_Personal
http://disnakerin.majalengkakab.go.id
http://disnakerin.majalengkakab.go.id notified by Unknown Al
https://www.mf.gov.dz
https://www.mf.gov.dz notified by Moroccan Revolution
http://dgpp-mf.gov.dz
http://dgpp-mf.gov.dz notified by Moroccan Revolution
https://damancgst.gov.in/z.html
https://damancgst.gov.in/z.html notified by Zer0FauLT
http://www.irmnch.gop.pk/slep.html
http://www.irmnch.gop.pk/slep.html notified by Mr.Kro0oz.305
http://kthospital.gov.sd
http://kthospital.gov.sd notified by Mloki
https://www.galya.go.th/0x.txt
https://www.galya.go.th/0x.txt notified by ./unn0rmaL
http://bumiayu-selopampang.temanggungkab.go.id/ar.html
http://bumiayu-selopampang.temanggungkab.go.id/ar.html notified by Unknown Al &infin;
http://bojong-tretep.temanggungkab.go.id/ar.html
http://bojong-tretep.temanggungkab.go.id/ar.html notified by Unknown Al &infin;
http://bonjor-tretep.temanggungkab.go.id/ar.html
http://bonjor-tretep.temanggungkab.go.id/ar.html notified by Unknown Al &infin;
http://butuh-temanggung.temanggungkab.go.id/ar.html
http://butuh-temanggung.temanggungkab.go.id/ar.html notified by Unknown Al &infin;
http://bulu-bulu.temanggungkab.go.id/ar.html
http://bulu-bulu.temanggungkab.go.id/ar.html notified by Unknown Al &infin;

http://www.zone-h.org/mirror/id/38656561
http://www.zone-h.org/mirror/id/38656563
http://www.zone-h.org/mirror/id/38656183
http://www.zone-h.org/mirror/id/38656185
http://www.zone-h.org/mirror/id/38656180
http://www.zone-h.org/mirror/id/38653543
http://www.zone-h.org/mirror/id/38652278
http://www.zone-h.org/mirror/id/38652167
http://www.zone-h.org/mirror/id/38644758
http://www.zone-h.org/mirror/id/38644003
http://www.zone-h.org/mirror/id/38643975
http://www.zone-h.org/mirror/id/38643855
http://www.zone-h.org/mirror/id/38643821
http://www.zone-h.org/mirror/id/38643816
http://www.zone-h.org/mirror/id/38643817
http://www.zone-h.org/mirror/id/38643822
http://www.zone-h.org/mirror/id/38643820


Dark Web News

Darknet Live

West Virginia Man Sentenced to Prison for Reselling Meth
A West Virginia man was sentenced to 120 months in prison for selling methamphetamine purchased on the
darkweb. (via darknetlive.com)
StExo Ordered to Forfeit Â£490,000 in Bitcoin
Thomas White, one of the people responsible for creating Silk Road 2.0, was ordered to forfeit Â£493,550 in
Bitcoin. (via darknetlive.com)
Tennessee Man Pleads Guilty to a Murder-for-hire Plot
A retired teacher pleaded guilty to attempting to hire a hitman on the dark web to kill his wife. (via
darknetlive.com)
Virginia Woman Arrested for Trying to Hire a Hitman
Authorities in Virginia arrested a woman for allegedly trying to hire a hitman on the darkweb. (via
darknetlive.com)

Dark Web Link

White House Market Plans Retirement: What Important Things You Missed?
One of the latest darknet markets that accepted monero (XMR) as their payment modes have announced their
retirement. The dark web market is none other than White House Market (WHM). As soon as the White House
Market plans retirement and the news went live, there has been chaos all over the darknet sphere and there
[...] The post White House Market Plans Retirement: What Important Things You Missed? appeared first on 
Dark Web Link | Deep web Onion Links | Darknet News. 
Faucibarriers Against 'Dark Web People' Distressing His Daughters And Wife With Vicious Threats
Dr. Anthony Fauci's life and career are chronicled in a new National Geographic documentary. Fauci rails about
pestering phone calls from &#8220;Dark web&#8221; persons in the film.Dr. Anthony Fauci grew up in
Brooklyn's Bensonhurst neighbourhood, where he learnt early on that &#8220;you didn't take any shit from
anyone.&#8221; During the HIV/AIDS crisis in the United [...] The post Faucibarriers Against 'Dark Web People'
Distressing His Daughters And Wife With Vicious Threats appeared first on Dark Web Link | Deep web Onion
Links | Darknet News. 
Onionshare: Safe Communications Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug
Two flaws in a technology used by whistleblowers and the media to securely communicate material have been
addressed, potentially jeopardising the file-sharing system's anonymity. OnionShare is an open source utility for
Windows, macOS, and Linux that allows users to remain anonymous while doing things like file sharing,
hosting websites, and communicating. The service, which is [...] The post Onionshare: Safe Communications
Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug appeared first on Dark Web Link |
Deep web Onion Links | Darknet News. 

https://darknetlive.com/post/west-virginia-man-sentenced-to-prison-for-reselling-meth/
https://darknetlive.com/post/stexo-ordered-to-forfeit-490-000-in-bitcoin/
https://darknetlive.com/post/tennessee-man-pleads-guilty-to-a-murder-for-hire-plot/
https://darknetlive.com/post/virginia-woman-arrested-for-trying-to-hire-a-hitman/
https://darkweblink.com/white-house-market-plans-retirement/?utm_source=rss&utm_medium=rss&utm_campaign=white-house-market-plans-retirement
https://darkweblink.com/white-house-market-plans-retirement/
https://darkweblink.com
https://darkweblink.com/dark-web-people/?utm_source=rss&utm_medium=rss&utm_campaign=dark-web-people
https://darkweblink.com/dark-web-people/
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https://darkweblink.com
https://darkweblink.com
https://darkweblink.com/onionshare/?utm_source=rss&utm_medium=rss&utm_campaign=onionshare
https://darkweblink.com/onionshare/
https://darkweblink.com/onionshare/
https://darkweblink.com
https://darkweblink.com


Trend Micro Anti-Malware Blog

* Our New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications
* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild
* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts
* Mirai Botnet Exploit Weaponized to Attack IoT Devices via CVE-2020-5902
* Ensiko: A Webshell With Ransomware Capabilities
* Updates on ThiefQuest, the Quickly-Evolving macOS Malware
* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws
* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RiskIQ

Unfortunately, at the time of this report, the RiskIQ resource was not availible.

FireEye

* Metasploit Wrap-Up
* New NPM library hijacks (coa and rc)
* 2022 Planning: The Path to Effective Cybersecurity Maturity
* Trojan Source CVE-2021-42572: No Panic Necessary
* Hands-On IoT Hacking: Rapid7 at DefCon 29 IoT Village, Part 3
* [Security Nation] Pete Cooper and Irene Pontisso of the UK Cabinet Office on Their Cybersecurity Cult
* Building Threat-Informed Defenses: Rapid7 Experts Share Their Thoughts on MITRE ATT&CK
* InsightVM Scan Diagnostics: Troubleshooting Credential Issues for Authenticated Scanning
* A Matter of Perspective: Agent-Based and Agentless Approaches to Cloud Security, Part 2
* Solving the Access Goldilocks Problem: RBAC for InsightAppSec Is Here

http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/VLocAlEC6aw/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/yLGs0iLtVzA/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/HNag3mvlKiE/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/2Qegk0Ftsyo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sYOKqRcxgP8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/oQLXrWZw9F8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/sovwOLjfjZ8/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/AQ9zdc6koag/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/IutV__qeMMo/
http://feeds.trendmicro.com/~r/Anti-MalwareBlog/~3/XoGWlJFSQG8/
https://blog.rapid7.com/2021/11/05/metasploit-wrap-up-137/
https://blog.rapid7.com/2021/11/05/new-npm-library-hijacks-coa-and-rc/
https://blog.rapid7.com/2021/11/05/2022-planning-the-path-to-effective-cybersecurity-maturity/
https://blog.rapid7.com/2021/11/04/trojan-source-cve-2021-42572/
https://blog.rapid7.com/2021/11/04/hands-on-iot-hacking-rapid7-at-defcon-29-iot-village-part-3/
https://blog.rapid7.com/2021/11/04/pete-cooper-and-irene-pontisso-of-the-uk-cabinet-office-on-their-cybersecurity-culture-competition/
https://blog.rapid7.com/2021/11/04/building-threat-informed-defenses-rapid7-experts-share-their-thoughts-on-mitre-att-ck/
https://blog.rapid7.com/2021/11/03/insightvm-scan-diagnostics-troubleshooting-credential-issues-for-authenticated-scanning/
https://blog.rapid7.com/2021/11/02/a-matter-of-perspective-agent-based-and-agentless-approaches-to-cloud-security-part-2-2/
https://blog.rapid7.com/2021/11/01/solving-the-access-goldilocks-problem-rbac-for-insightappsec-is-here/


Advisories
US-Cert Alerts & bulletins

* BrakTooth Proof of Concept Tool Demonstrates Bluetooth Vulnerabilities
* Cisco Releases Security Updates for Multiple Products
* FBI Releases PIN on Attacks Using Significant Financial Events for Extortion
* Mozilla Releases Security Updates&#8239;for Firefox, Firefox ESR, and Thunderbird
* CISA Issues BOD 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
* Google Releases Security Updates for Chrome
* GoCD Authentication Vulnerability
* NSA-CISA Series on Securing 5G Cloud Infrastructures
* AA21-291A: BlackMatter Ransomware 
* AA21-287A: Ongoing Cyber Threats to U.S. Water and Wastewater Systems
* Vulnerability Summary for the Week of October 25, 2021
* Vulnerability Summary for the Week of October 18, 2021

Zero Day Initiative Advisories

ZDI-CAN-15671: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15667: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15449: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was
reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor is given until 2022-02-26 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-15448: Ivanti
A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was
reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor is given until 2022-02-26 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
ZDI-CAN-15665: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor

https://us-cert.cisa.gov/ncas/current-activity/2021/11/04/braktooth-proof-concept-tool-demonstrates-bluetooth
https://us-cert.cisa.gov/ncas/current-activity/2021/11/04/cisco-releases-security-updates-multiple-products
https://us-cert.cisa.gov/ncas/current-activity/2021/11/03/fbi-releases-pin-attacks-using-significant-financial-events
https://us-cert.cisa.gov/ncas/current-activity/2021/11/03/mozilla-releases-security-updates-firefox-firefox-esr-and
https://us-cert.cisa.gov/ncas/current-activity/2021/11/03/cisa-issues-bod-22-01-reducing-significant-risk-known-exploited
https://us-cert.cisa.gov/ncas/current-activity/2021/10/29/google-releases-security-updates-chrome
https://us-cert.cisa.gov/ncas/current-activity/2021/10/29/gocd-authentication-vulnerability
https://us-cert.cisa.gov/ncas/current-activity/2021/10/28/nsa-cisa-series-securing-5g-cloud-infrastructures
https://us-cert.cisa.gov/ncas/alerts/aa21-291a
https://us-cert.cisa.gov/ncas/alerts/aa21-287a
https://us-cert.cisa.gov/ncas/bulletins/sb21-305
https://us-cert.cisa.gov/ncas/bulletins/sb21-298
http://www.zerodayinitiative.com/advisories/upcoming/
http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)
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http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
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http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
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http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=(AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H)


is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15668: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15669: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15664: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15666: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2021-10-29, 10 days ago. The vendor
is given until 2022-02-26 to publish a fix or workaround. Once the vendor has created and tested a patch we
will coordinate the release of a public advisory.
ZDI-CAN-15296: Microsoft
A CVSS score 6.1 (AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:H) severity vulnerability discovered by 'Abdelhamid
Naceri' was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24
to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release
of a public advisory.
ZDI-CAN-15587: Microsoft
A CVSS score 7.2 (AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Zymo Security'
was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-15187: Microsoft
A CVSS score 2.7 (AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Alex Birnberg
of Zymo Security' was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until
2022-02-24 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.
ZDI-CAN-15446: Microsoft
A CVSS score 4.7 (AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Zymo Security'
was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-15522: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-15443: Microsoft
A CVSS score 7.0 (AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Thomas
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Bouzerar (@MajorTomSec) from Synacktiv (@Synacktiv)' was reported to the affected vendor on: 2021-10-27,
12 days ago. The vendor is given until 2022-02-24 to publish a fix or workaround. Once the vendor has created
and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15047: Trend Micro
A CVSS score 5.3 (AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L) severity vulnerability discovered by 'Elias Martinez
(filenotfound - https://www.linkedin.com/in/eli-martinez07/)' was reported to the affected vendor on: 2021-10-27,
12 days ago. The vendor is given until 2022-02-24 to publish a fix or workaround. Once the vendor has created
and tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15585: Microsoft
A CVSS score 2.5 (AV:L/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Jaanus
K\xc3\xa4\xc3\xa4p, Clarified Security' was reported to the affected vendor on: 2021-10-27, 12 days ago. The
vendor is given until 2022-02-24 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.
ZDI-CAN-15521: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-15445: Microsoft
A CVSS score 2.2 (AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Zymo Security'
was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is given until 2022-02-24 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.
ZDI-CAN-15675: Autodesk
A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Tran Van
Khang - khangkito (VinCSS)' was reported to the affected vendor on: 2021-10-27, 12 days ago. The vendor is
given until 2022-02-24 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
ZDI-CAN-14740: Orckestra
A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Le Ngoc Anh -
Sun* Cyber Security Research Team' was reported to the affected vendor on: 2021-10-25, 14 days ago. The
vendor is given until 2022-02-22 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.
ZDI-CAN-15056: xhyve
A CVSS score 7.5 (AV:L/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H) severity vulnerability discovered by 'Alisa Esage of
Zero Day Engineering (zerodayengineering.com)' was reported to the affected vendor on: 2021-10-22, 17 days
ago. The vendor is given until 2022-02-19 to publish a fix or workaround. Once the vendor has created and
tested a patch we will coordinate the release of a public advisory.
ZDI-CAN-15541: WordPress
A CVSS score 7.5 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'ngocnb and
khuyenn from GiaoHangTietKiem JSC' was reported to the affected vendor on: 2021-10-22, 17 days ago. The
vendor is given until 2022-02-19 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.
ZDI-CAN-15301: Ivanti
A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'chudy' was
reported to the affected vendor on: 2021-10-22, 17 days ago. The vendor is given until 2022-02-19 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
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Packet Storm Security - Latest Advisories

Red Hat Security Advisory 2021-4134-01
Red Hat Security Advisory 2021-4134-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.3.0. Issues addressed include bypass, spoofing, and use-after-free
vulnerabilities.
Red Hat Security Advisory 2021-4130-01
Red Hat Security Advisory 2021-4130-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.3.0. Issues addressed include bypass, spoofing, and use-after-free
vulnerabilities.
Red Hat Security Advisory 2021-4132-01
Red Hat Security Advisory 2021-4132-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.3.0. Issues addressed include bypass, spoofing, and use-after-free
vulnerabilities.
Red Hat Security Advisory 2021-4133-01
Red Hat Security Advisory 2021-4133-01 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.3.0. Issues addressed include bypass, spoofing, and use-after-free
vulnerabilities.
Ubuntu Security Notice USN-5132-1
Ubuntu Security Notice 5132-1 - Multiple security issues were discovered in Thunderbird. If a user were tricked
into opening a specially crafted website in a browsing context, an attacker could potentially exploit these to
cause a denial of service, spoof another origin, or execute arbitrary code.
Red Hat Security Advisory 2021-4008-01
Red Hat Security Advisory 2021-4008-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.6.49. 
Ubuntu Security Notice USN-5131-1
Ubuntu Security Notice 5131-1 - Multiple security issues were discovered in Firefox. If a user were tricked into
opening a specially crafted website, an attacker could potentially exploit these to cause a denial of service,
bypass security restrictions, spoof the browser UI, confuse the user, conduct phishing attacks, or execute
arbitrary code. It was discovered that the 'Copy Image Link' context menu action would copy the final image
URL after redirects. If a user were tricked into copying and pasting a link for an embedded image that triggered
authentication flows back to the page, an attacker could potentially exploit this to steal authentication tokens.
Various other issues were also addressed.
Red Hat Security Advisory 2021-4123-01
Red Hat Security Advisory 2021-4123-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 91.3.0 ESR.
Issues addressed include bypass, spoofing, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-4122-01
Red Hat Security Advisory 2021-4122-01 - This is a kernel live patch module which is automatically loaded by
the RPM post-install script to modify the code of a running kernel. Issues addressed include buffer overflow, out
of bounds write, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-4116-01
Red Hat Security Advisory 2021-4116-01 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 91.3.0 ESR.
Issues addressed include bypass, spoofing, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-4112-01
Red Hat Security Advisory 2021-4112-01 - The Advanced Virtualization module provides the user-space
component for running virtual machines that use KVM in environments managed by Red Hat products. Issues
addressed include a use-after-free vulnerability.
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Red Hat Security Advisory 2021-4107-01
Red Hat Security Advisory 2021-4107-01 - Flatpak is a system for building, distributing, and running sandboxed
desktop applications on Linux. Issues addressed include a bypass vulnerability.
Red Hat Security Advisory 2021-4106-01
Red Hat Security Advisory 2021-4106-01 - Flatpak is a system for building, distributing, and running sandboxed
desktop applications on Linux. Issues addressed include a bypass vulnerability.
Red Hat Security Advisory 2021-4104-01
Red Hat Security Advisory 2021-4104-01 - OpenShift Virtualization is Red Hat's virtualization solution designed
for Red Hat OpenShift Container Platform.
Red Hat Security Advisory 2021-4103-01
Red Hat Security Advisory 2021-4103-01 - OpenShift Virtualization is Red Hat's virtualization solution designed
for Red Hat OpenShift Container Platform. This advisory contains OpenShift Virtualization 4.9.0 RPMs. Issues
addressed include a denial of service vulnerability.
Ubuntu Security Notice USN-5128-1
Ubuntu Security Notice 5128-1 - Goutham Pacha Ravi, Jahson Babel, and John Garbutt discovered that user
credentials in Ceph could be manipulated in certain environments. An attacker could use this to gain
unintended access to resources. This issue only affected Ubuntu 18.04 LTS. It was discovered that Ceph
contained an authentication flaw, leading to key reuse. An attacker could use this to cause a denial of service
or possibly impersonate another user. This issue only affected Ubuntu 21.04. Various other issues were also
addressed.
Red Hat Security Advisory 2021-4100-01
Red Hat Security Advisory 2021-4100-01 - This release of Red Hat Integration - Service registry 2.0.2.GA
serves as a replacement for 2.0.1.GA, and includes the below security fixes. Issues addressed include a cross
site scripting vulnerability.
Red Hat Security Advisory 2021-4097-01
Red Hat Security Advisory 2021-4097-01 - WebKitGTK is the port of the portable web rendering engine WebKit
to the GTK platform. Issues addressed include code execution and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-4088-01
Red Hat Security Advisory 2021-4088-01 - The kernel-rt packages provide the Real Time Linux Kernel, which
enables fine-tuning for systems with extremely high determinism requirements. Issues addressed include buffer
overflow, out of bounds write, and use-after-free vulnerabilities.
Red Hat Security Advisory 2021-4089-01
Red Hat Security Advisory 2021-4089-01 - IBM Java SE version 8 includes the IBM Java Runtime Environment
and the IBM Java Software Development Kit. This update upgrades IBM Java SE 8 to version 8 SR6-FP35. 
Ubuntu Security Notice USN-5121-2
Ubuntu Security Notice 5121-2 - USN-5009-1 fixed vulnerabilities in Mailman. This update provides the
corresponding updates for Ubuntu 20.04 LTS. It was discovered that Mailman allows arbitrary content injection.
An attacker could use this to inject malicious content. It was discovered that Mailman improperly sanitize the
MIME content. An attacker could obtain sensitive information by sending a special type of attachment.
Red Hat Security Advisory 2021-4057-01
Red Hat Security Advisory 2021-4057-01 - Python is an interpreted, interactive, object-oriented programming
language, which includes modules, classes, exceptions, very high level dynamic data types and dynamic
typing. Python supports interfaces to many system calls and libraries, as well as to various windowing systems.
Issues addressed include a denial of service vulnerability.
Red Hat Security Advisory 2021-4059-01
Red Hat Security Advisory 2021-4059-01 - The curl packages provide the libcurl library and the curl utility for
downloading files from servers using various protocols, including HTTP, FTP, and LDAP. 
Red Hat Security Advisory 2021-4058-01
Red Hat Security Advisory 2021-4058-01 - Samba is an open-source implementation of the Server Message
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Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information. 





The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering
around an array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark
Web, Digital Forensics & Incident Response (DIFR), and the gambit of digital dangers. 
 
Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment.  If
interested in helping evolve, please let us know.  The Cyber Secrets publications rotates between odd quarters
issues focusing on Blue Team and the even issues on Red Team. 
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