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CYBER WEEKLY AWARENESS REPORT

December 6, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.
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The intent of the 'Infocon’ is to reflect changes in malicious traffic and the possibility of Cz =

disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.
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The Tor Project - https://metrics.torproject.org/

Interesting News
* Cyber Monday: Free Cyberforensics Training - CSI Linux Basics
Download the distro and take the course to learn what CSI Linux can add to your arsenal. This include a case

management solution, document templates (reports and legal docs), and more GUI options for gathering digital evidence
while storing it to the ongoing case. This is a prerequizite for all other courses CSI Linux offers.

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/2EAR2rk
https://amzn.to/36drn3k
https://www.facebook.com/groups/cybersecrets/
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LATEST NEWS

Packet Storm Security

* US Rejects Calls For Regulating Or Banning Killer Robots

* Researcher Found Way To Brute Force Verizon Customer PINs

* Hackers Steal $119 Million From Web3 Crypto Project With Old School Attack

* Ransomware Attack On Planned Parenthood Steals Data Of 400k Patients

* Stealthy WIRTE Gang Targets Middle Eastern Governments

* Facebook To Mandate High Security Program For Politicians, Journalists

* Really Stupid "Smart Contract” Bug Let Hackers Steal $31 Million In Digital Coin
* |s KAX17 Performing De-Anonymization Attacks Against Tor Users?

* More Than 1/3 Of The World Has Never Used The Internet, Says UN

* These Researchers Wanted To Test Cloud Security. They Were Shocked By What They Found
* Twitch Unleashes Al Tool To Spot Banned Users

* DNA Testing Center Admits To Breach Of Data For 2 Million People

* Thousands Of AT&T Customers In The US Infected By New Data Stealing Malware
* Yanluowang Ransomware Tied To Thieflock Threat Actor

* IKEA Hit By Email Reply Chain Cyber Attack

* Printing Shellz: Critical Bugs Impacting 150 HP Printer Models Patched

* Zoom Owes Everyone $25 For Giving Their Data To Facebook

* MI6 Must Adapt To New Technology To Survive, Says Spy Chief

* Google Play Apps Downloaded 300,000 Times Stole Bank Credentials

* Chinese Could Hack Data For Future Quantum Decryption, Report Warns

* What The SEC Requires From Businesses After A Data Breach

* Panasonic Confirms Data Breach After Hackers Access Internal Network

* 1,000 Arrests Made In Online Fraud Crackdown, Says Interpol

* This Stealthy Malware Hides Behind An Impossible Date

* Mr Goxx, The Cryptocurrency Trading Hamster, Dies

Krebs on Security

* Who Is the Network Access Broker '‘Babam'?

* Ubiquiti Developer Charged With Extortion, Causing 2020 "Breach"
* The Internet is Held Together With Spit & Baling Wire

* Arrest in 'Ransom Your Employer' Email Scheme

* The 'Zelle Fraud' Scam: How it Works, How to Fight Back

* Tech CEO Pleads to Wire Fraud in IP Address Scheme

* Hoax Email Blast Abused Poor Coding in FBI Website

* SMS About Bank Fraud as a Pretext for Voice Phishing

* Microsoft Patch Tuesday, November 2021 Edition

* REvil Ransom Arrest, $6M Seizure, and $10M Reward



https://packetstormsecurity.com/news/view/32881/US-Rejects-Calls-For-Regulating-Or-Banning-Killer-Robots.html
https://packetstormsecurity.com/news/view/32880/Researcher-Found-Way-To-Brute-Force-Verizon-Customer-PINs.html
https://packetstormsecurity.com/news/view/32879/Hackers-Steal-119-Million-From-Web3-Crypto-Project-With-Old-School-Attack.html
https://packetstormsecurity.com/news/view/32878/Ransomware-Attack-On-Planned-Parenthood-Steals-Data-Of-400k-Patients.html
https://packetstormsecurity.com/news/view/32877/Stealthy-WIRTE-Gang-Targets-Middle-Eastern-Governments.html
https://packetstormsecurity.com/news/view/32876/Facebook-To-Mandate-High-Security-Program-For-Politicians-Journalists.html
https://packetstormsecurity.com/news/view/32875/Really-Stupid-Smart-Contract-Bug-Let-Hackers-Steal-31-Million-In-Digital-Coin.html
https://packetstormsecurity.com/news/view/32874/Is-KAX17-Performing-De-Anonymization-Attacks-Against-Tor-Users.html
https://packetstormsecurity.com/news/view/32873/More-Than-1-3-Of-The-World-Has-Never-Used-The-Internet-Says-UN.html
https://packetstormsecurity.com/news/view/32872/These-Researchers-Wanted-To-Test-Cloud-Security.-They-Were-Shocked-By-What-They-Found.html
https://packetstormsecurity.com/news/view/32871/Twitch-Unleashes-AI-Tool-To-Spot-Banned-Users.html
https://packetstormsecurity.com/news/view/32870/DNA-Testing-Center-Admits-To-Breach-Of-Data-For-2-Million-People.html
https://packetstormsecurity.com/news/view/32869/Thousands-Of-AT-T-Customers-In-The-US-Infected-By-New-Data-Stealing-Malware.html
https://packetstormsecurity.com/news/view/32868/Yanluowang-Ransomware-Tied-To-Thieflock-Threat-Actor.html
https://packetstormsecurity.com/news/view/32867/IKEA-Hit-By-Email-Reply-Chain-Cyber-Attack.html
https://packetstormsecurity.com/news/view/32866/Printing-Shellz-Critical-Bugs-Impacting-150-HP-Printer-Models-Patched.html
https://packetstormsecurity.com/news/view/32865/Zoom-Owes-Everyone-25-For-Giving-Their-Data-To-Facebook.html
https://packetstormsecurity.com/news/view/32864/MI6-Must-Adapt-To-New-Technology-To-Survive-Says-Spy-Chief.html
https://packetstormsecurity.com/news/view/32863/Google-Play-Apps-Downloaded-300-000-Times-Stole-Bank-Credentials.html
https://packetstormsecurity.com/news/view/32862/Chinese-Could-Hack-Data-For-Future-Quantum-Decryption-Report-Warns.html
https://packetstormsecurity.com/news/view/32861/What-The-SEC-Requires-From-Businesses-After-A-Data-Breach.html
https://packetstormsecurity.com/news/view/32860/Panasonic-Confirms-Data-Breach-After-Hackers-Access-Internal-Network.html
https://packetstormsecurity.com/news/view/32859/1-000-Arrests-Made-In-Online-Fraud-Crackdown-Says-Interpol.html
https://packetstormsecurity.com/news/view/32858/This-Stealthy-Malware-Hides-Behind-An-Impossible-Date.html
https://packetstormsecurity.com/news/view/32857/Mr-Goxx-The-Cryptocurrency-Trading-Hamster-Dies.html
https://krebsonsecurity.com/2021/12/who-is-the-network-access-broker-babam/
https://krebsonsecurity.com/2021/12/ubiquiti-developer-charged-with-extortion-causing-2020-breach/
https://krebsonsecurity.com/2021/11/the-internet-is-held-together-with-spit-baling-wire/
https://krebsonsecurity.com/2021/11/arrest-in-ransom-your-employer-email-scheme/
https://krebsonsecurity.com/2021/11/the-zelle-fraud-scam-how-it-works-how-to-fight-back/
https://krebsonsecurity.com/2021/11/tech-ceo-pleads-to-wire-fraud-in-ip-address-scheme/
https://krebsonsecurity.com/2021/11/hoax-email-blast-abused-poor-coding-in-fbi-website/
https://krebsonsecurity.com/2021/11/sms-about-bank-fraud-as-a-pretext-for-voice-phishing/
https://krebsonsecurity.com/2021/11/microsoft-patch-tuesday-november-2021-edition/
https://krebsonsecurity.com/2021/11/revil-ransom-arrest-6m-seizure-and-10m-reward/
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LATEST NEWS

Dark Reading

* One-Third of Black Friday Shoppers Were Bots, Fake Users

* NSO Group Spyware Used to Breach US State Dept. Phones

* |Gl Cybersecurity Introduces CISO Team-as-a-Service

* How Criminals Are Using Synthetic Identities for Fraud

* Logig.ai Tackles Observability Problem With LogFlow

* USB Devices the Common Denominator in All Attacks on Air-Gapped Systems

* An Insider's Account of Disclosing Vulnerabilities

* Ransomware, Carding, and Initial Access Brokers: Group-1B Presents Report on Trending Crimes
* Darktrace Reports 30% More Ransomware Attacks Targeting Organizations During the Holiday Period
* Remote Browser Isolation Stars in Content Protection Role

* Top 5 Reasons to Get 'SASE' With Security

* Planned Parenthood LA Breach Compromises 400,000 Patients' Data

* Develop 'Foursight' - Keep Your Post-COVID Transformation on Track

* Key Characteristics of Malicious Domains: Report

* When Will a Cloud Infrastructure Heavyweight Launch a SASE?

* Breaking the Black Mirror and Other Lessons From Day of Shecurity

* Military Vets Share Lessons That Helped Them Build Infosec Startups

* APT Groups Adopt New Phishing Method. Will Cybercriminals Follow?

* Russian Man Sentenced to 60 Months in Prison for Running '‘Bulletproof’ Hosting for Cybercrime
* Neustar Security Services Spins Out as Own Company

The Hacker News

* Malicious KMSPico Windows Activator Stealing Users' Cryptocurrency Wallets

* Vulnerability Scanning Frequency Best Practices

* Hackers Steal $200 Million Worth of Cryptocurrency Tokens from BitMart Exchange

* 14 New XS-Leaks (Cross-Site Leaks) Attacks Affect All Modern Web Browsers

* Pegasus Spyware Reportedly Hacked iPhones of U.S. State Department and Diplomats
* Warning: Yet Another Zoho ManageEngine Product Found Under Active Attacks

* Researchers Detail How Pakistani Hackers Targeting Indian and Afghan Governments
* New Malvertising Campaigns Spreading Backdoors, Malicious Chrome Extensions

* Why Everyone Needs to Take the Latest CISA Directive Seriously

* New Payment Data Stealing Malware Hides in Nginx Process on Linux Servers

* CISA Warns of Actively Exploited Critical Zoho ManageEngine ServiceDesk Vulnerability
* Meta Expands Facebook Protect Program to Activists, Journalists, Government Officials
* Researches Detail 17 Malicious Frameworks Used to Attack Air-Gapped Networks

* Let there be light: Ensuring visibility across the entire API lifecycle

* Researchers Warn Iranian Users of Widespread SMS Phishing Campaigns



https://www.darkreading.com/endpoint/one-third-of-black-friday-shoppers-were-bots-fake-users
https://www.darkreading.com/endpoint/nso-group-spyware-used-to-breach-us-state-dept-phones
https://www.darkreading.com/operations/igi-cybersecurity-introduces-ciso-team-as-a-service
https://www.darkreading.com/edge-articles/how-criminals-are-using-synthetic-identities-for-fraud
https://www.darkreading.com/dr-tech/logiq-ai-tackles-observability-problem-with-logflow
https://www.darkreading.com/attacks-breaches/usb-devices-common-denominator-in-all-attacks-on-air-gapped-systemsd
https://www.darkreading.com/vulnerabilities-threats/an-insider-s-account-of-disclosing-vulnerabilities
https://www.darkreading.com/attacks-breaches/ransomware-carding-and-initial-access-brokers-group-ib-presents-report-on-trending-crimes
https://www.darkreading.com/attacks-breaches/darktrace-reports-30-more-ransomware-attacks-targeting-organizations-during-the-holiday-period
https://www.darkreading.com/dr-tech/remote-browser-isolation-tech-stars-in-content-protection-role-
https://www.darkreading.com/edge-articles/top-5-reasons-to-get-sase-with-security
https://www.darkreading.com/attacks-breaches/planned-parenthood-la-breach-compromises-400-000-patients-data
https://www.darkreading.com/vulnerabilities-threats/develop-foursight-keep-your-post-covid-transformation-on-track
https://www.darkreading.com/threat-intelligence/research-outs-the-providers-more-likely-to-host-malicious-content
https://www.darkreading.com/omdia/when-will-a-cloud-infrastructure-heavyweight-launch-a-sase-
https://www.darkreading.com/careers-and-people/breaking-the-black-mirror-and-other-lessons-from-day-of-shecurity
https://www.darkreading.com/edge-articles/military-vets-share-lessons-that-helped-them-build-infosec-startups
https://www.darkreading.com/endpoint/apt-groups-adopt-new-phishing-method-will-cybercriminals-follow-
https://www.darkreading.com/attacks-breaches/russian-man-sentenced-to-60-months-in-prison-for-running-bulletproof-hosting-service
https://www.darkreading.com/endpoint/neustar-security-services-spins-out-into-standalone-company
https://thehackernews.com/2021/12/malicious-kmspico-windows-activator.html
https://thehackernews.com/2021/12/vulnerability-scanning-frequency-best.html
https://thehackernews.com/2021/12/hackers-steal-200-million-worth-of.html
https://thehackernews.com/2021/12/14-new-xs-leaks-cross-site-leaks.html
https://thehackernews.com/2021/12/pegasus-spyware-reportedly-hacked.html
https://thehackernews.com/2021/12/warning-yet-another-zoho-manageengine.html
https://thehackernews.com/2021/12/researchers-detail-how-pakistani.html
https://thehackernews.com/2021/12/new-malvertising-campaigns-spreading.html
https://thehackernews.com/2021/12/why-everyone-needs-to-take-latest-cisa.html
https://thehackernews.com/2021/12/new-payment-data-sealing-malware-hides.html
https://thehackernews.com/2021/12/cisa-warns-of-actively-exploited.html
https://thehackernews.com/2021/12/meta-expands-facebook-protect-program.html
https://thehackernews.com/2021/12/researches-detail-17-malicious.html
https://thehackernews.com/2021/12/let-there-be-light-ensuring-visibility.html
https://thehackernews.com/2021/12/researchers-warn-iranian-users-of.html
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LATEST NEWS

Security Week

* Hackers Steal $150 Million Worth of Cryptocurrency From BitMart

* Cyberattack Causes Significant Disruption at Colorado Electric Utility

* Pegasus Maker Probes Reports its Spyware Targeted US Diplomats

* Researchers Find 226 Vulnerabilities in Nine Wi-Fi Routers

* [ranians Charged for Cryptojacking After U.S. Firm Gets $760,000 Cloud Bill
* CISA Informs Organizations About Vulnerabilities in Hitachi Energy Products
* Facebook, Twitter Take Down More State-Linked Accounts

* 17 Malware Frameworks Target Air-Gapped Systems for Espionage

* TSA Requires Rail and Airports to Strengthen Cybersecurity

* Facebook Expands Advanced Security Program to More Countries

* Security Analytics Startup Panther Labs Scores $120M Investment

* CISA Adds Zoho, Qualcomm, Mikrotik Flaws to 'Must-Patch' List

* Webinar Today: CISO Fireside Chat With Steve Katz, World's First Known CISO
* Karamba Security Raises $10 Million to Protect Connected Devices

* Blockchain Security Provider CertiK Raises $80 Million

* Critical Flaw in NSS Cryptographic Library Affects Several Popular Applications
* Russian Administrator of Bulletproof Hosting Sentenced to Prison in U.S.

* Data Hacked for 400,000 Planned Parenthood LA Patients

* Former Employee Accused of Being Behind Ubiquiti Hack

* CyCognito Snags $100M Investment for Attack Surface Management

* Prediction Season: What's in Store for Cybersecurity in 20227

* Aqua Security Acquires Software Development Security Firm Argon

* Critical Vulnerability Found in More Than 150 HP Printer Models

* VirusTotal Introduces 'Collections' to Simplify 1oC Sharing

* Cybersecurity M&A Roundup: 40 Deals Announced in November 2021

Infosecurity Magazine


https://www.securityweek.com/hackers-steal-150-million-worth-cryptocurrency-bitmart
https://www.securityweek.com/cyberattack-causes-significant-disruption-colorado-electric-utility
https://www.securityweek.com/pegasus-maker-probes-reports-its-spyware-targeted-us-diplomats
https://www.securityweek.com/researchers-find-226-vulnerabilities-nine-wi-fi-routers
https://www.securityweek.com/iranians-charged-cryptojacking-after-us-firm-gets-760000-cloud-bill
https://www.securityweek.com/cisa-informs-organizations-about-vulnerabilities-hitachi-energy-products
https://www.securityweek.com/facebook-twitter-take-down-more-state-linked-accounts
https://www.securityweek.com/17-malware-frameworks-target-air-gapped-systems-espionage
https://www.securityweek.com/tsa-requires-rail-and-airports-strengthen-cybersecurity
https://www.securityweek.com/facebook-expands-advanced-security-program-more-countries
https://www.securityweek.com/security-analytics-startup-panther-labs-scores-120m-investment
https://www.securityweek.com/cisa-adds-zoho-qualcomm-mikrotik-flaws-must-patch-list
https://www.securityweek.com/webinar-today-ciso-fireside-chat-steve-katz-worlds-first-known-ciso
https://www.securityweek.com/karamba-security-raises-10-million-protect-connected-devices
https://www.securityweek.com/blockchain-security-provider-certik-raises-80-million
https://www.securityweek.com/critical-flaw-nss-cryptographic-library-affects-several-popular-applications
https://www.securityweek.com/russian-administrator-bulletproof-hosting-sentenced-prison-us
https://www.securityweek.com/data-hacked-400000-planned-parenthood-la-patients
https://www.securityweek.com/former-employee-accused-being-behind-ubiquiti-hack
https://www.securityweek.com/cycognito-snags-100m-investment-attack-surface-management
https://www.securityweek.com/prediction-season-whats-store-cybersecurity-2022
https://www.securityweek.com/aqua-security-acquires-software-development-security-firm-argon
https://www.securityweek.com/critical-vulnerability-found-more-150-hp-printer-models
https://www.securityweek.com/virustotal-introduces-collections-simplify-ioc-sharing
https://www.securityweek.com/cybersecurity-ma-roundup-40-deals-announced-november-2021
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* Your KnowBe4 Fresh Content Updates from November 2021

* [Heads Up] First Omicron Phishing Attack Spotted In The UK

* Morgan Stanley Warns Against "Brushing Scam"

* Ingenious New Attack Technique Uses Windows Store to Install Malware

* 91% of All Baiting Attacks Use Gmail to Collect Intel on Potential Victims

* When Cybercriminals Hide in Plain Sight: Hacking Platforms You Know and Trust

* Holiday Shopping and Phishing-as-a-Service

* Bitcoin Scam Videos on Instagram are Part of an Elaborate Account Takeover Scam

* Phishing Attacks Smash All Records in Q3 2021 With the Highest Monthly Number of Attacks Ever
* Mobile Phishing Attacks Surge 161% in the Energy Industry

ISC2.0org Blog

* Poll Data: What CEOs Need to Know About Cybersecurity Going into 2022

* Data Consistency Storage in the Cloud

* CISSPs from Around the Globe: An Interview with Chinyelu Philomena Karibi-Whyte
* A Safe and Secure Way to Decommission

* How to Prepare for CISSP Exam Day

HackRead

* BitMart Exchange hacked as hackers steal $150 million

* Malvertising attack distributes malicious Chrome extensions, backdoors
* Hackers steal $120m from Badger Defi and $30m from MonoX

* Planned Parenthood data breach: Hackers steal 400,000 patients' data
* Development of Corporate Applications Based on Artificial Intelligence
* DNA testing service data breach impacting 2.1 million users

* 300,000 Android users impacted by malware apps on Play Store

Koddos

* BitMart Exchange hacked as hackers steal $150 million

* Malvertising attack distributes malicious Chrome extensions, backdoors
* Hackers steal $120m from Badger Defi and $30m from MonoX

* Planned Parenthood data breach: Hackers steal 400,000 patients' data
* Development of Corporate Applications Based on Atrtificial Intelligence
* DNA testing service data breach impacting 2.1 million users

* 300,000 Android users impacted by malware apps on Play Store



https://blog.knowbe4.com/your-knowbe4-fresh-content-updates-from-november-2021
https://blog.knowbe4.com/heads-up-first-omicron-phishing-attack-spotted-in-the-uk
https://blog.knowbe4.com/morgan-stanley-warns-against-brushing-scam
https://blog.knowbe4.com/ingenious-new-attack-technique-uses-windows-store-to-install-malware
https://blog.knowbe4.com/91-of-all-baiting-attacks-use-gmail-to-collect-intel-on-potential-victims
https://blog.knowbe4.com/when-cybercriminals-hide-in-plain-sight-hacking-platforms-you-know-and-trust
https://blog.knowbe4.com/holiday-shopping-and-phishing-as-a-service
https://blog.knowbe4.com/bitcoin-scam-videos-on-instagram-are-part-of-an-elaborate-account-takeover-scam
https://blog.knowbe4.com/phishing-attacks-smash-all-records-in-q3-2021-with-the-highest-monthly-number-of-attacks-ever
https://blog.knowbe4.com/mobile-phishing-attacks-surge-161-in-the-energy-industry
https://blog.isc2.org/isc2_blog/2021/12/ceos-cybersecurity-2022.html
https://blog.isc2.org/isc2_blog/2021/12/data-consistency-storage-in-the-cloud.html
https://blog.isc2.org/isc2_blog/2021/12/cissp-chinyelu-philomena-karibi-whyte.html
https://blog.isc2.org/isc2_blog/2021/11/a-safe-and-secure-way-to-decommission.html
https://blog.isc2.org/isc2_blog/2021/11/how-to-prepare-for-cissp-exam-day.html
https://www.hackread.com/bitmart-exchange-hacked-hackers-steal-millions/
https://www.hackread.com/malvertising-malicious-chrome-extensions-backdoors/
https://www.hackread.com/hackers-steal-badger-defi-monox/
https://www.hackread.com/planned-parenthood-data-breach-hackers-steal-patients-data/
https://www.hackread.com/development-corporate-applications-artificial-intelligence/
https://www.hackread.com/dna-testing-service-data-breach-users-impacted/
https://www.hackread.com/android-users-malware-apps-google-play-store/
https://www.hackread.com/bitmart-exchange-hacked-hackers-steal-millions/
https://www.hackread.com/malvertising-malicious-chrome-extensions-backdoors/
https://www.hackread.com/hackers-steal-badger-defi-monox/
https://www.hackread.com/planned-parenthood-data-breach-hackers-steal-patients-data/
https://www.hackread.com/development-corporate-applications-artificial-intelligence/
https://www.hackread.com/dna-testing-service-data-breach-users-impacted/
https://www.hackread.com/android-users-malware-apps-google-play-store/
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LATEST NEWS

Naked Security

* Mozilla patches critical "BigSig" cryptographic bug: Here's how to track it down and fix it
* S3 Ep61: Call scammers, cloud insecurity, and facial recognition creepiness [Podcast]
* |oT devices must "protect consumers from cyberharm”, says UK government

* Clearview Al face-matching service set to be fined over $20m

* Cloud Security: Don't wait until your next bill to find out about an attack!

* S3 Ep60: Exchange exploit, GoDaddy breach and cookies made public [Podcast]

* US government securities watchdog spoofed by investment scammers - don't fall for it!
* Check your patches - public exploit now out for critical Exchange bug

* GoDaddy admits to password breach: check your Managed WordPress site!

* Black Friday and Cyber Monday - here's what you REALLY need to do!

Threat Post

* Pandemic-Influenced Car Shopping: Just Use the Manufacturer API
* Omicron Phishing Scam Already Spotted in UK

* What Are Your Top Cloud Security Challenges? Threatpost Poll

* Threat Group Takes Aim Again at Cloud Platform Provider Zoho

* 'Double-Extortion' Ransomware Damage Skyrockets 935%

* Planned Parenthood Breach Opens Patients to Follow-On Attacks
* AT&T Takes Steps to Mitigate Botnet Found Inside Its Network

* 80K Retail WooCommerce Sites Exposed by Plugin XSS Bug

* Stealthy 'WIRTE' Gang Targets Middle Eastern Governments

* Widespread 'Smishing' Campaign Defrauds Iranian Android Users

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2021/12/03/mozilla-patches-exploitable-bigsig-cryptographic-bug/
https://nakedsecurity.sophos.com/2021/12/02/s3-ep61-call-scammers-cloud-insecurity-and-facial-recognition-creepiness-podcast/
https://nakedsecurity.sophos.com/2021/12/02/iot-devices-must-protect-consumers-from-cyberharm-says-uk-government/
https://nakedsecurity.sophos.com/2021/11/30/controversial-face-matchers-clearview-set-to-be-fined-over-20m/
https://nakedsecurity.sophos.com/2021/11/26/cloud-security-dont-wait-until-your-next-bill-to-find-out-about-an-attack/
https://nakedsecurity.sophos.com/2021/11/25/s3-ep60-exchange-exploit-godaddy-breach-and-cookies-made-public-podcast/
https://nakedsecurity.sophos.com/2021/11/24/us-government-securities-watchdog-spoofed-by-investment-scammers-dont-fall-for-it/
https://nakedsecurity.sophos.com/2021/11/23/check-your-patches-public-exploit-now-out-for-critical-exchange-bug/
https://nakedsecurity.sophos.com/2021/11/23/godaddy-admits-to-password-breach-check-your-managed-wordpress-site/
https://nakedsecurity.sophos.com/2021/11/22/black-friday-and-cyber-monday-heres-what-you-really-need-to-do/
https://threatpost.com/pandemic-car-shopping-manufacturer-api/176740/
https://threatpost.com/omicron-phishing-scam-uk/176771/
https://threatpost.com/cloud-security-challenges-poll/176702/
https://threatpost.com/threat-group-takes-aim-again-at-cloud-platform-provider-zoho/176732/
https://threatpost.com/double-extortion-ransomware-data-leaks/176723/
https://threatpost.com/planned-parenthood-breach-attacks/176718/
https://threatpost.com/att-botnet-network/176711/
https://threatpost.com/retail-woocommerce-sites-plugin-xss-bug/176704/
https://threatpost.com/wirte-middle-eastern-governments/176688/
https://threatpost.com/smishing-campaign-iranian-android-users/176679/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/

n
T
=
4
=
-
-
s
"0‘
.‘r

AT

LATEST NEWS

IBM Security Intelligence

* What the Internet Bug Bounty Teaches About Open-Source Software Security
* Technical Problem or Cyber Crime? How to Tell the Difference

* Data Security: Defending Against the Cache Poisoning Vulnerability

* "Trusted Partner" in Cybersecurity: Clich&eacute; or Necessity?

* Why the Future Needs Passwordless Authentication

* How to Cut Down on Data Breach Stress and Fatigue

* X-Force Threat Intelligence: Monthly Malware Roundup

* Roundup: Ransomware, the Future of the Cloud and Cyber Careers

* How Do You Plan to Celebrate National Computer Security Day?

* Understanding the Adversary: How Ransomware Attacks Happen

InfoWorld

* How CentOS changes the cloud Linux game

* Review: Document parsing in AWS, Azure, and Google Cloud

* A cure for complexity in software development

* Top developer takeaways from AWS re:Invent 2021

* AWS updates databases, Al and serverless offerings at re:Invent
* JetBrains launches cross-platform Ul framework for Kotlin

* Why the cloud computing hangover?

* AWS brings no-code to Amazon SageMaker machine learning

* Hands-on with SolidJS

* "Do More with R" video tutorials

C4ISRNET - Media for the Intelligence Age Military

* French defense minister: Shifting from a new frontier to a new front

* |ISS analysts: Fiscal constraints drive the state of South America's defense

* NRO director: Innovation is the key to America's advantage in space

* US military tech leads: Achieving all-domain decision advantage through JADC2
* CYBERCOM and NSA chief: Cybersecurity is a team sport

* Almaz-Antey director: Air and space capabilities will decide tomorrow's conflicts
* Cyberwarriors will soon have access to more training tools

* US should expect cyberattacks in any struggle for Taiwan

* Egyptian defense expo highlights homemade tech to counter small drones

* Department of Defense orders $316 million more in anti-lam GPS devices



https://securityintelligence.com/articles/open-source-software-security-bug-bounty/
https://securityintelligence.com/articles/attack-cyber-crime-difference/
https://securityintelligence.com/posts/data-security-defend-against-cache-poisoning/
https://securityintelligence.com/posts/trusted-partner-cybersecurity/
https://securityintelligence.com/articles/future-needs-passwordless-authentication/
https://securityintelligence.com/data-breach-stress-fatigue/
https://securityintelligence.com/posts/x-force-threat-intelligence-monthly-malware-roundup/
https://securityintelligence.com/november-2021-roundup-cloud-ransomware-cyber-careers/
https://securityintelligence.com/articles/celebrate-national-computer-security-day/
https://securityintelligence.com/posts/how-ransomware-attacks-happen/
https://www.infoworld.com/article/3643708/how-centos-changes-the-cloud-linux-game.html#tk.rss_all
https://www.infoworld.com/article/3643574/review-document-parsing-in-aws-azure-and-google-cloud.html#tk.rss_all
https://www.infoworld.com/article/3642835/a-cure-for-complexity-in-software-development.html#tk.rss_all
https://www.infoworld.com/article/3643649/top-developer-takeaways-from-aws-reinvent-2021.html#tk.rss_all
https://www.infoworld.com/article/3643572/aws-updates-databases-ai-and-serverless-offerings-at-reinvent.html#tk.rss_all
https://www.infoworld.com/article/3643392/jetbrains-launches-cross-platform-ui-framework-for-kotlin.html#tk.rss_all
https://www.infoworld.com/article/3643293/why-the-cloud-computing-hangover.html#tk.rss_all
https://www.infoworld.com/article/3643471/aws-brings-no-code-to-amazon-sagemaker-machine-learning.html#tk.rss_all
https://www.infoworld.com/article/3643331/hands-on-with-solidjs.html#tk.rss_all
https://www.infoworld.com/article/3411819/do-more-with-r-video-tutorials.html#tk.rss_all
https://www.defensenews.com/outlook/2021/12/06/french-defense-minister-shifting-from-a-new-frontier-to-a-new-front/
https://www.defensenews.com/outlook/2021/12/06/iiss-analysts-fiscal-constraints-drive-the-state-of-south-americas-defense/
https://www.defensenews.com/outlook/2021/12/06/nro-director-innovation-is-the-key-to-americas-advantage-in-space/
https://www.defensenews.com/outlook/2021/12/06/us-military-tech-leads-achieving-all-domain-decision-advantage-through-jadc2/
https://www.defensenews.com/outlook/2021/12/06/cybercom-and-nsa-chief-cybersecurity-is-a-team-sport/
https://www.defensenews.com/outlook/2021/12/06/almaz-antey-director-air-and-space-will-decide-tomorrows-conflicts/
https://www.c4isrnet.com/cyber/2021/12/05/cyberwarriors-will-soon-have-access-to-more-training-tools/
https://www.defensenews.com/smr/reagan-defense-forum/2021/12/04/us-should-expect-cyberattacks-in-any-struggle-for-taiwan/
https://www.defensenews.com/unmanned/2021/12/03/egyptian-defense-expo-highlights-homemade-tech-to-counter-small-drones/
https://www.c4isrnet.com/battlefield-tech/space/2021/12/02/department-of-defense-orders-316-million-more-in-anti-jam-gps-devices/

The Hacker Corner

Conferences

* Marketing Cybersecurity In 2021

* Cybersecurity Employment Market

* Cybersecurity Marketing Trends

* |s It Worth Public Speaking?

* Qur Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

Google Zero Day Project

* This shouldn't have happened: A vulnerability postmortem
* Windows Exploitation Tricks: Relaying DCOM Authentication

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is
a list if CTFs they have on thier calendar.

* QverTheWire Advent Bonanza 2021

* Capture The TI_eRx

* NITECTF

* X-MAS CTF 2021 First Weekend

* idekCTF 2021

* SECCON CTF 2021

* Hack-A-Sat 2 Finals

* CTF Internacional MetaRed 2021 - 5th STAGE

* hxp CTF 2021
* STAY ~/ CTF 2021

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Web Machine: (N7)
* The Planets: Earth

* Jangow: 1.0.1
*Red: 1

* Napping: 1.0.1



https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/12/this-shouldnt-have-happened.html
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://ctftime.org/event/1503
https://ctftime.org/event/1521
https://ctftime.org/event/1449
https://ctftime.org/event/1520
https://ctftime.org/event/1512
https://ctftime.org/event/1458
https://ctftime.org/event/1433
https://ctftime.org/event/1490
https://ctftime.org/event/1447
https://ctftime.org/event/1463
http://www.vulnhub.com/entry/web-machine_n7,756/
http://www.vulnhub.com/entry/the-planets_earth,755/
http://www.vulnhub.com/entry/jangow_101,754/
http://www.vulnhub.com/entry/red_1,753/
http://www.vulnhub.com/entry/napping_101,752/

Tools & Techniques

Packet Storm Security Tools Links

*[2P 1.6.1

* Wapiti Web Application Vulnerability Scanner 3.0.8

* Stegano 0.10.1

* Photon OSINT Crawler 1.3.2

* OpenStego Free Steganography Solution 0.8.2

* GNU Privacy Guard 2.2.33

* Wireshark Analyzer 3.6.0

* OpenStego Free Steganography Solution 0.8.1

* Hashcat Advanced Password Recovery 6.2.5 Source Code

* Hashcat Advanced Password Recovery 6.2.5 Binary Release

Kali Linux Tutorials

* Smuggler : An HTTP Request Smuggling / Desync Testing Tool

* Certipy : Python Implementation For Active Directory Certificate Abuse

* Tor-Rootkit : A Python 3 Standalone Windows 10 / Linux Rootkit Using Tor

* PYRDP : RDP Monster-In-The-Middle (Mitm) And Library For Python With The Ability To Watch Connections
* Androidgf : (Android Quick Forensics) Helps Quickly Gathering Forensic Evidence From Android Devices,

* If You Need Academic Help, Here's Where You Can Get It

* How to Protect Small and Medium-Sized Businesses From Cyberattacks

* LDAPmonitor : Monitor Creation, Deletion And Changes To LDAP Obijects Live During Your Pentest Or Syst
* TIWAP : Totally Insecure Web Application Project

* Cybersecurity Tips For Startups

GBHackers Analysis

* Printing Shellz - New Vulnerabilities That Affects 150 Different Multifunction Printers

* North Korean Hackers Group Posed as Samsung Recruiters To Target Security Firms

* Two Iranian Hackers Charged For Gaining Access to Confidential Voter Information

* Void Balaur - Hacker-for-Hire Group Stealing Emails & Sensitive Data From More Than 3,500 Targets
* Hackers Exploit Microsoft Exchange Vulnerabilities To Drop Babuk Ransomware



https://packetstormsecurity.com/files/165133/i2psource_1.6.1.tar.bz2
https://packetstormsecurity.com/files/165103/wapiti3-3.0.8.tar.gz
https://packetstormsecurity.com/files/165102/Stegano-0.10.1.tar.gz
https://packetstormsecurity.com/files/165104/Photon-1.3.2.zip
https://packetstormsecurity.com/files/165097/openstego-0.8.2.zip
https://packetstormsecurity.com/files/165072/gnupg-2.2.33.tar.bz2
https://packetstormsecurity.com/files/165055/wireshark-3.6.0.tar.xz
https://packetstormsecurity.com/files/165041/openstego-0.8.1.zip
https://packetstormsecurity.com/files/165042/hashcat-6.2.5.tar.gz
https://packetstormsecurity.com/files/165043/hashcat-6.2.5.7z
https://kalilinuxtutorials.com/smuggler/
https://kalilinuxtutorials.com/certipy/
https://kalilinuxtutorials.com/tor-rootkit/
https://kalilinuxtutorials.com/pyrdp/
https://kalilinuxtutorials.com/androidqf/
https://kalilinuxtutorials.com/if-you-need-academic-help-heres-where-you-can-get-it/
https://kalilinuxtutorials.com/how-to-protect-small-and-medium-sized-businesses-from-cyberattacks/
https://kalilinuxtutorials.com/ldapmonitor/
https://kalilinuxtutorials.com/tiwap/
https://kalilinuxtutorials.com/cybersecurity-tips-for-startups/
https://gbhackers.com/printing-shellz/
https://gbhackers.com/north-korean-hackers-group-posed-as-samsung-recruiters/
https://gbhackers.com/two-iranian-hackers-charged-for-gaining-access-to-confidential-voter-information/
https://gbhackers.com/void-balaur-hacker-for-hire-group-stealing-emails/
https://gbhackers.com/hackers-exploit-microsoft-exchange-vulnerabilities-to-drop-babuk-ransomware/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* Wrap Up Panel
* Open Threat Research - The Hunt for Red Apples: How to threat hunt and emulate Ocean Lotus on macOS

* Hunting Beacon Activity with Fourier Transforms
* Common misconceptions and mistakes made in Threat Hunting

Defcon Conference

* DEF CON 29 Recon Village - Anthony Kava - GOV Doppelg&auml;nger Your H&auml;x Dollars at Work
* DEF CON 29 Red Team Village - CTF Day 2

* DEF CON 29 Recon Village - Ben S - Future of Asset Management

* DEF CON 29 Recon Village - Ryan Elkins - How to Build Cloud Based Recon Automation at Scale

Hak5

* Making a Hardware WiFi Recon Tool with the ESP8266 | HakByte
* Android Eavesdropping Vulnerability Patched by MediaTek; GoDaddy Hacked - ThreatWire
* What parts should you use for a 3d printed drone

The PC Security Channel [TPSC]

* Phobos Ransomware
* Windows 11 vs Ransomware

Eli the Computer Guy

* APPLE FAIL - BIGGER PROBLEMS THAN SUPPLY CHAIN

* BIDEN SURRENDERS ON UNCONSTITUTIONAL COVID MANDATES

* DESANTIS CREATING SECRET POLICE for FLORIDA - copying new york and california
* REPUBLICANS KILLING BIDEN VACCINE MANDATE using debt ceiling

Security Now

* Bogons Begone! - 0-Day Windows Exploit, Major MediaTek Flaw, Super Duper Secure Mode
* HTTP Request Smuggling - NetGear Routers 0-Day, The Most Brute Forced Passwords, GoDaddy Breach

Troy Hunt

* Weekly Update 272

Intel Techniques: The Privacy, Security, & OSINT Show

* 242-Privacy News & Updates
* 241-Listener Questions



https://www.youtube.com/watch?v=EBUh4X8sjl4
https://www.youtube.com/watch?v=i_hHaotJAX8
https://www.youtube.com/watch?v=twI4pllhElY
https://www.youtube.com/watch?v=6NmMPJ0OIls
https://www.youtube.com/watch?v=_Mo6U7_B7gs
https://www.youtube.com/watch?v=aYbkzPSNT5E
https://www.youtube.com/watch?v=pvk4iOLKbaw
https://www.youtube.com/watch?v=i2ouX0js9n8
https://www.youtube.com/watch?v=PEmVzEcgDZg
https://www.youtube.com/watch?v=4k17VXpnvbw
https://www.youtube.com/watch?v=DfRhqYsG1a8
https://www.youtube.com/watch?v=AuS17NbGsN4
https://www.youtube.com/watch?v=K2AhNVdKq-A
https://www.youtube.com/watch?v=5YBfZ2g-gg4
https://www.youtube.com/watch?v=JI0LgOlPf_0
https://www.youtube.com/watch?v=aRmSw4w9H_M
https://www.youtube.com/watch?v=qHrr7IG9_dA
https://www.youtube.com/watch?v=2-l-L35bjUc
https://www.youtube.com/watch?v=oBp7j1AEmpg
https://www.youtube.com/watch?v=Y6a6F5A9Swo
https://soundcloud.com/user-98066669/242-privacy-news-updates
https://soundcloud.com/user-98066669/241-listener-questions

Proof of Concept (PoC) & Exploits

Packet Storm Security

* OrbiTeam BSCW Server XSS / LFI / User Enumeration

* Backdoor.Win32.WinShell.50 Hardcoded Password

* WordPress All-In-One Video Gallery 2.4.9 Local File Inclusion

* Ubuntu Overlayfs Local Privilege Escalation

* WordPress Slider By Soliloquy 2.6.2 Cross Site Scripting

* Backdoor.Win32.WinShell.50 Hardcoded Password

* WordPress DZS Zoomsounds 6.45 Arbitrary File Read

* Online Magazine Management System 1.0 SQL Injection

* Backdoor.Win32.Bionet.10 Authentication Bypass / Code Execution
* Backdoor.Win32.Vernet.axt Insecure Permissions

* M-Files Web Denial Of Service

* Online Pre-Owned / Used Car Showroom Management System 1.0 SQL Injection
* Trojan.Win32.Mucc.ivk Unquoted Service Path

* DuckDuckGo 7.64.4 Address Bar Spoofing

* Android vold Unsafe Mounting

* Packet Storm New Exploits For November, 2021

* MilleGPG5 5.7.2 Luglio 2021 Privilege Escalation

* NSS Signature Validation Memory Corruption

* Advanced Comment System 1.0 Remote Command Execution

* Online Enrollment Management System In PHP And PayPal 1.0 Cross Site Scripting
* Laundry Booking Management System 1.0 Remote Code Execution
* Qrangescrum 1.8.0 Privilege Escalation

* Qrangescrum 1.8.0 SQL Injection

* Qrangescrum 1.8.0 Cross Site Scripting

* Opencart 3.0.3.8 Session Injection

CXSecurity

* Ubuntu Overlayfs Local Privilege Escalation

* Advanced Comment System 1.0 Remote Command Execution
* Pinkie 2.15 TFTP Remote Buffer Overflow (PoC)

* Nextar C472 POS DLL Hijacking

* D-Link DSL-3782 Pre-Authentication Remote Root

* CMSimple 5.4 Local File Inclusion / Remote Code Execution

* Apache HTTP Server 2.4.50 Remote Code Execution Py ver



https://packetstormsecurity.com/files/165156/SA-20211202-0.txt
https://packetstormsecurity.com/files/165153/MVID-2021-0416.txt
https://packetstormsecurity.com/files/165152/wpallinonevg249-lfi.txt
https://packetstormsecurity.com/files/165151/cve_2021_3493_overlayfs.rb.txt
https://packetstormsecurity.com/files/165149/wpsbs262-xss.txt
https://packetstormsecurity.com/files/165148/MVID-2021-0415.txt
https://packetstormsecurity.com/files/165146/wpdzszoomsounds645-fileread.txt
https://packetstormsecurity.com/files/165145/omms10-sql.txt
https://packetstormsecurity.com/files/165143/MVID-2021-0414.txt
https://packetstormsecurity.com/files/165142/MVID-2021-0413.txt
https://packetstormsecurity.com/files/165139/mfiles-dos.txt
https://packetstormsecurity.com/files/165138/opucsms10-sql.txt
https://packetstormsecurity.com/files/165137/MVID-2021-0412.txt
https://packetstormsecurity.com/files/165136/duckduckgo-spoof.txt
https://packetstormsecurity.com/files/165123/GS20211202160033.tgz
https://packetstormsecurity.com/files/165122/2111-exploits.tgz
https://packetstormsecurity.com/files/165111/millegpg5572luglio2021-escalate.txt
https://packetstormsecurity.com/files/165110/GS20211201163339.tgz
https://packetstormsecurity.com/files/165108/acs10-exec.txt
https://packetstormsecurity.com/files/165106/oemspp10-xss.txt
https://packetstormsecurity.com/files/165098/lbms10-exec.txt
https://packetstormsecurity.com/files/165094/orangescrum180-escalate.txt
https://packetstormsecurity.com/files/165093/orangescrum180-sql.txt
https://packetstormsecurity.com/files/165092/orangescrum180-xss.txt
https://packetstormsecurity.com/files/165090/opencart3038-inject.txt
https://cxsecurity.com/issue/WLB-2021120022
https://cxsecurity.com/issue/WLB-2021120002
https://cxsecurity.com/issue/WLB-2021110142
https://cxsecurity.com/issue/WLB-2021110130
https://cxsecurity.com/issue/WLB-2021110124
https://cxsecurity.com/issue/WLB-2021110111
https://cxsecurity.com/issue/WLB-2021110108

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] Croogo 3.0.2 - Remote Code Execution (Authenticated)

* [remote] Auerswald COMpact 8.0B - Multiple Backdoors

* [remote] Auerswald COMpact 8.0B - Arbitrary File Disclosure

* [remote] Auerswald COMpact 8.0B - Privilege Escalation

* [local] HCL Lotus Notes V12 - Unguoted Service Path

* [remote] Auerswald COMfortel 2.8F - Authentication Bypass

* [webapps] WordPress Plugin DZS Zoomsounds 6.45 - Arbitrary File Read (Unauthenticated)

* [webapps] WordPress Plugin Slider by Soliloquy 2.6.2 - 'title' Stored Cross Site Scripting (XSS) (Aut
* [webapps] WordPress Plugin All-in-One Video Gallery plugin 2.4.9 - Local File Inclusion (LFI)

* [webapps] Online Magazine Management System 1.0 - SQLi Authentication Bypass

* [webapps] Online Pre-owned/Used Car Showroom Management System 1.0 - SQLi Authentication Bypass
* [local] MilleGPG5 5.7.2 Luglio 2021 - Local Privilege Escalation

* [webapps] Online Enrollment Management System in PHP and PayPal 1.0 - 'U_NAME' Stored Cross-Site Scri
* [webapps] Laundry Booking Management System 1.0 - Remote Code Execution (RCE)

* [webapps] opencart 3.0.3.8 - Sessjion Injection

* [webapps] orangescrum 1.8.0 - 'Multiple' Cross-Site Scripting (XSS) (Authenticated)

* [webapps] orangescrum 1.8.0 - 'Multiple' SQL Injection (Authenticated)

* [webapps] orangescrum 1.8.0 - Privilege escalation (Authenticated)

* [webapps] Bagisto 1.3.3 - Client-Side Template Injection

* [webapps] CMSimple 5.4 - Local file inclusion (LFI) to Remote code execution (RCE) (Authenticated)
* [local] HTTPDebuggerPro 9.11 - Ungquoted Service Path

* [webapps] FLEX 1085 Web 1.6.0 - HTML Injection

* [webapps] Bus Pass Management System 1.0 - 'Search' SQL injection

* [webapps] Webrun 3.6.0.42 - 'P_0' SQL Injection

* [local] Linux Kernel 5.1.x - 'PTRACE_TRACEME' pkexec Local Privilege Escalation (2)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have
added is called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite
simple. Inthe command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit". It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/50570
https://www.exploit-db.com/exploits/50569
https://www.exploit-db.com/exploits/50568
https://www.exploit-db.com/exploits/50567
https://www.exploit-db.com/exploits/50566
https://www.exploit-db.com/exploits/50565
https://www.exploit-db.com/exploits/50564
https://www.exploit-db.com/exploits/50563
https://www.exploit-db.com/exploits/50562
https://www.exploit-db.com/exploits/50561
https://www.exploit-db.com/exploits/50560
https://www.exploit-db.com/exploits/50558
https://www.exploit-db.com/exploits/50557
https://www.exploit-db.com/exploits/50556
https://www.exploit-db.com/exploits/50555
https://www.exploit-db.com/exploits/50554
https://www.exploit-db.com/exploits/50553
https://www.exploit-db.com/exploits/50551
https://www.exploit-db.com/exploits/50548
https://www.exploit-db.com/exploits/50547
https://www.exploit-db.com/exploits/50545
https://www.exploit-db.com/exploits/50544
https://www.exploit-db.com/exploits/50543
https://www.exploit-db.com/exploits/50542
https://www.exploit-db.com/exploits/50541
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

http://www.anticorruption.m-society.go.th
http://www.anticorruption.m-society.go.th notified by Mr.Kro00z.305
https://dindik.ponorogo.go.id
https://dindik.ponorogo.go.id notified by Mr.Kro0o0z.305
https://badegan.ponorogo.go.id
https://badegan.ponorogo.go.id notified by Mr.Kro0oz.305
https://dgec.gob.ar/readme.html
https://dgec.gob.ar/readme.html notified by 0x1998
https://www.irupi.es.gov.br

https://www.irupi.es.gov.br notified by Paran&aacute; Cyber Mafia
http://421.cd.gov.mn

http://421.cd.gov.mn notified by 0x1998
http://429.cd.gov.mn

http://429.cd.gov.mn notified by 0x1998
https://history.cd.gov.mn

https://history.cd.gov.mn notified by 0x1998
https://zavkhan.cd.gov.mn/index.php
https://zavkhan.cd.gov.mn/index.php notified by 0x1998
https://capilladelmonte.gob.ar/b4.html
https://capilladelmonte.gob.ar/b4.html notified by 0x1998
https://capilladelmonte.gov.ar/b4.html
https://capilladelmonte.gov.ar/b4.html notified by 0x1998
https://zaragoza.gob.gt/m.txt
https://zaragoza.gob.gt/m.txt notified by Panataran
https://munizaragoza.gob.gt/m.txt
https://munizaragoza.gob.gt/m.txt notified by Panataran
https://lapalma.gob.sv/m.txt

https://lapalma.gob.sv/m.txt notified by Panataran
https://chiltiupan.gob.sv/m.txt
https://chiltiupan.gob.sv/m.txt notified by Panataran
https://registrodelapropiedadpedromoncayo.gob.ec/m.txt

https://registrodelapropiedadpedromoncayo.gob.ec/m.txt notified by Panataran

http://dprd.kapuaskab.go.id/b4.html
http://dprd.kapuaskab.go.id/b4.html notified by 0x1998
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http://www.zone-h.org/mirror/id/38950056
http://www.zone-h.org/mirror/id/38950053
http://www.zone-h.org/mirror/id/38950052
http://www.zone-h.org/mirror/id/38949819
http://www.zone-h.org/mirror/id/38949818
http://www.zone-h.org/mirror/id/38946764
http://www.zone-h.org/mirror/id/38946763
http://www.zone-h.org/mirror/id/38946762
http://www.zone-h.org/mirror/id/38946761
http://www.zone-h.org/mirror/id/38946760
http://www.zone-h.org/mirror/id/38946405

Dark Web News

Darknet Live

Three Sentenced to Prison for Selling Counterfeit Oxy Pills

Three Seattle men were sentenced to prison for producing and selling counterfeit oxycodone pills laced with
fentanyl. (via darknetlive.com)

FEBI Doc Highlights the Benefits of End-to-End Encryption

The FBI can obtain limited access to iMessage and WhatsApp but only metadata from other services such as
Signal, according to an internal document. (via darknetlive.com)

Cannazon Market is Retiring

Cannazon, a popular marketplace for marijuana enthusiasts, will be shutting down this month. (via
darknetlive.com)

Parallel Construction: The DEA Once "Stole" a Dealer's Car

This is an old tale of how the U.S. Drug Enforcement Administration used parallel construction to arrest a drug
trafficker after secretly intercepting his phone calls. (via darknetlive.com)

Dark Web Link

White House Market Plans Retirement: What Important Things You Missed?

One of the latest darknet markets that accepted monero (XMR) as their payment modes have announced their
retirement. The dark web market is none other than White House Market (WHM). As soon as the White House
Market plans retirement and the news went live, there has been chaos all over the darknet sphere and there
[...] The post White House Market Plans Retirement: What Important Things You Missed? appeared first on
Dark Web Link | Deep web Onion Links | Darknet News.

Faucibarriers Against 'Dark Web People' Distressing His Daughters And Wife With Vicious Threats

Dr. Anthony Fauci's life and career are chronicled in a new National Geographic documentary. Fauci rails about
pestering phone calls from &#8220;Dark web&#8221; persons in the film.Dr. Anthony Fauci grew up in
Brooklyn's Bensonhurst neighbourhood, where he learnt early on that &#8220;you didn't take any shit from
anyone.&#8221; During the HIV/AIDS crisis in the United [...] The post Faucibarriers Against 'Dark Web People'
Distressing His Daughters And Wife With Vicious Threats appeared first on Dark Web Link | Deep web Onion
Links | Darknet News.

Onionshare: Safe Communications Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug
Two flaws in a technology used by whistleblowers and the media to securely communicate material have been
addressed, potentially jeopardising the file-sharing system's anonymity. OnionShare is an open source utility for
Windows, macOS, and Linux that allows users to remain anonymous while doing things like file sharing,
hosting websites, and communicating. The service, which is [...] The post Onionshare: Safe Communications
Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug appeared first on Dark Web Link
Deep web Onion Links | Darknet News.
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Trend Micro Anti-Malware Blog

* Qur New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack loT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* New E-Commerce Cybersecurity Guide Helps Brands be Proactive This Holiday Shopping Season

* New Aggah Campaign Hijacks Clipboards to Replace Cryptocurrency Addresses

* The Vagabon Kit Highlights 'Frankenstein' Trend in Phishing

* Watch On-Demand: Five Security Intelligence Must-Haves For Next-Gen Attack Surface Management
* Discord CDN Abuse Found to Deliver 27 Unique Malware Types

* The Threat Landscape is Dynamic and Ever-Changing - Can You Keep Up?

* Mana Tools: A Malware C2 Panel with a Past

* What 10,000 Analysts Showed Us About the State of Threat Hunting

* "Bom" Skimmer is Magecart Group 7's Latest Model

* Untangling the Spider Web

FireEye

* Metasploit Wrap-Up

* Hacky Holidays From Rapid7! Announcing Our New Festive Blog Series

* OWASP Top 10 Deep Dive: Identification and Authentication Failures

* Ongoing Exploitation of Windows Installer CVE-2021-41379

* Active Exploitation of Apache HTTP Server CVE-2021-40438

* Metasploit Wrap-Up

* [Security Nation] Chris John Riley on Minimum Viable Secure Product (MVSP)
* OWASP Top 10 Deep Dive: Defending Against Server-Side Request Forgery
* The End of the Cybersecurity Skills Crisis (Maybe?)

* Metasploit Wrap-Up



https://blog.trendmicro.com/trendlabs-security-intelligence/our-new-blog/
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https://www.riskiq.com/blog/external-threat-management/ecommerce-cybersecurity-guide/
https://www.riskiq.com/blog/external-threat-management/aggah-clipboard-hijack-crypto/
https://www.riskiq.com/blog/external-threat-management/vagabon-kit-frankenstein-phishing/
https://www.riskiq.com/blog/external-threat-management/five-security-intelligence-keys-on-demand/
https://www.riskiq.com/blog/external-threat-management/discord-cdn-abuse-malware/
https://www.riskiq.com/blog/external-threat-management/changing-threat-landscape/
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https://www.riskiq.com/blog/external-threat-management/state-of-threat-hunting/
https://www.riskiq.com/blog/external-threat-management/magecart-bom-skimmer/
https://www.riskiq.com/blog/external-threat-management/wizard-spider-windows-0day-exploit/
https://blog.rapid7.com/2021/12/03/metasploit-wrap-up-141/
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https://blog.rapid7.com/2021/11/30/ongoing-exploitation-of-windows-installer-cve-2021-41379/
https://blog.rapid7.com/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://blog.rapid7.com/2021/11/26/metasploit-wrap-up-140/
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Advisories
US-Cert Alerts & bulletins

* CISA and FBI Release Alert on Active Exploitation of CVE-2021-44077 in Zoho ManageEngine ServiceDesk
* Mozilla Releases Security Updates for Network Security Services

* NSA and CISA Release Part Il of Guidance on Securing 5G Cloud Infrastructures

* CISA Adds Five Known Exploited Vulnerabilities to Catalog

* CISA Releases Capacity Enhancement Guides to Enhance Mobile Device Cybersecurity for Consumers and
Or

* VMware Releases Security Updates

* Reminder for Critical Infrastructure to Stay Vigilant Against Threats During Holidays and Weekends

* Updated: APT Exploitation of ManageEngine ADSelfService Plus Vulnerability

* AA21-336A: APT Actors Exploiting CVE-2021-44077 in Zoho ManageEngine ServiceDesk Plus

* AA21-321A: Iranian Government-Sponsored APT Cyber Actors Exploiting Microsoft Exchange and Fortinet V
* Vulnerability Summary for the Week of November 22, 2021

* Vulnerability Summary for the Week of November 15, 2021

Zero Day Initiative Advisories

ZDI-CAN-16073: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Qi Sun and
Robert Ai of Trend Micro' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given
until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16076: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16074: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I1:N/A:N) severity vulnerability discovered by 'Qi Sun and
Robert Ai of Trend Micro' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given
until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16075: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16084: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
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(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-15764: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kdot' was
reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15359: GE

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/1:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14733: SAP

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Jaanus
K\xc3\xad\xc3\xadp, Clarified Security' was reported to the affected vendor on: 2021-12-03, 3 days ago. The
vendor is given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.

ZDI-CAN-15484: Omron

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali' was
reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15730: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kdot' was
reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14868: KOYO

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by "Tran Van
Khang - khangkito (VinCSS)' was reported to the affected vendor on: 2021-12-03, 3 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-15743: Foxit

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich' was
reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15811: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15702: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich' was
reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15744: Foxit
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A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich' was
reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15973: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'JeongOh Kyea
with THEORI' was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until
2022-03-31 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-15586: Adobe

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich' was
reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14780: Fatek Automation

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali' was
reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14735: SAP

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Jaanus
K\xc3\xad\xc3\xadp, Clarified Security' was reported to the affected vendor on: 2021-12-01, 5 days ago. The
vendor is given until 2022-03-31 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.

ZDI-CAN-15903: Adobe

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous’
was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15901: Adobe

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Anonymous’
was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15900: Adobe

A CVSS score 7.8 (AV:L/IAC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15902: Adobe

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-12-01, 5 days ago. The vendor is given until 2022-03-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-14647: Delta Industrial Automation

A CVSS score 5.5 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-11-24, 12 days ago. The vendor is given until 2022-03-24 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.
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Packet Storm Security - Latest Advisories

Red Hat Security Advisory 2021-4827-06

Red Hat Security Advisory 2021-4827-06 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. Issues
addressed include a bypass vulnerability.

Red Hat Security Advisory 2021-4915-02

Red Hat Security Advisory 2021-4915-02 - Mailman is a program used to help manage e-mail discussion lists.
Issues addressed include bypass and cross site request forgery vulnerabilities.

Red Hat Security Advisory 2021-4919-03

Red Hat Security Advisory 2021-4919-03 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications.

Red Hat Security Advisory 2021-4910-03

Red Hat Security Advisory 2021-4910-03 - OpenShift Virtualization is Red Hat's virtualization solution designed
for Red Hat OpenShift Container Platform. This advisory contains OpenShift Virtualization 4.8.3 RPMs.

Red Hat Security Advisory 2021-4916-01

Red Hat Security Advisory 2021-4916-01 - Mailman is a program used to help manage e-mail discussion lists.
Issues addressed include bypass and cross site request forgery vulnerabilities.

Red Hat Security Advisory 2021-4799-05

Red Hat Security Advisory 2021-4799-05 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.6.51. Issues addressed include a
bypass vulnerability.

Red Hat Security Advisory 2021-4914-06

Red Hat Security Advisory 2021-4914-06 - OpenShift Virtualization is Red Hat's virtualization solution designed
for Red Hat OpenShift Container Platform. This advisory contains the following OpenShift Virtualization 4.8.3
images: RHEL-8-CNV-4.8.

Red Hat Security Advisory 2021-4918-03

Red Hat Security Advisory 2021-4918-03 - A minor version update is now available for Red Hat Camel K that
includes bug fixes and enhancements, which are documented in the Release Notes document linked to in the
References. Issues addressed include code execution, denial of service, deserialization, information leakage,
privilege escalation, and server-side request forgery vulnerabilities.

CA Network Flow Analysis SQL Injection

CA Technologies is alerting customers to a vulnerability in CA Network Flow Analysis (NFA). A vulnerability
exists that can allow an authenticated user to perform SQL injection attacks and access sensitive data. CA
published solutions to address this vulnerability and recommends that all affected customers implement these
solutions. The vulnerability occurs due to insufficient input validation. An authenticated user can potentially
access sensitive data. CA Network Flow Analysis versions 9.3.8, 9.5, 10.0, 10.0.2, 10.0.3, 10.0.4, 10.0.5,
10.0.6, 10.0.7, and 21.2.1 are affected.

Red Hat Security Advisory 2021-4909-03

Red Hat Security Advisory 2021-4909-03 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications.

Red Hat Security Advisory 2021-4907-04

Red Hat Security Advisory 2021-4907-04 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications.

Red Hat Security Advisory 2021-4902-06

Red Hat Security Advisory 2021-4902-06 - The release of RHACS 3.67 provides the following new features,
bug fixes, security patches and system changes: OpenShift Dedicated support RHACS 3.67 is thoroughly
tested and supported on OpenShift Dedicated on Amazon Web Services and Google Cloud Platform. 1. Use
OpenShift OAuth server as an identity provider If you are using RHACS with OpenShift, you can now configure
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the built-in OpenShift OAuth server as an identity provider for RHACS. Issues addressed include denial of
service, information leakage, memory exhaustion, remote shell upload, and traversal vulnerabilities.

Red Hat Security Advisory 2021-4903-05

Red Hat Security Advisory 2021-4903-05 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications.

Red Hat Security Advisory 2021-4904-05

Red Hat Security Advisory 2021-4904-05 - Network Security Services is a set of libraries designed to support
the cross-platform development of security-enabled client and server applications.

Ubuntu Security Notice USN-5168-3

Ubuntu Security Notice 5168-3 - USN-5168-1 fixed a vulnerability in NSS. This update provides the
corresponding update for Ubuntu 14.04 ESM and Ubuntu 16.04 ESM. Tavis Ormandy discovered that NSS
incorrectly handled verifying DSA/RSA-PSS signatures. A remote attacker could use this issue to cause NSS to
crash, resulting in a denial of service, or possibly execute arbitrary code. Various other issues were also
addressed.

Ubuntu Security Notice USN-5168-1

Ubuntu Security Notice 5168-1 - Tavis Ormandy discovered that NSS incorrectly handled verifying
DSA/RSA-PSS signatures. A remote attacker could use this issue to cause NSS to crash, resulting in a denial
of service, or possibly execute arbitrary code.

Ubuntu Security Notice USN-5168-2

Ubuntu Security Notice 5168-2 - Tavis Ormandy discovered that NSS, included with Thunderbird, incorrectly
handled verifying DSA/RSA-PSS signatures. A remote attacker could use this issue to cause Thunderbird to
crash, resulting in a denial of service, or possibly execute arbitrary code.

Red Hat Security Advisory 2021-4801-06

Red Hat Security Advisory 2021-4801-06 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.7.38. Issues addressed include a
bypass vulnerability.

Ubuntu Security Notice USN-5164-1

Ubuntu Security Notice 5164-1 - It was discovered that the Option USB High Speed Mobile device driver in the
Linux kernel did not properly handle error conditions. A physically proximate attacker could use this to cause a
denial of service or possibly execute arbitrary code. It was discovered that the AMD Cryptographic
Coprocessor driver in the Linux kernel did not properly deallocate memory in some error conditions. A local
attacker could use this to cause a denial of service. Various other issues were also addressed.

Ubuntu Security Notice USN-5165-1

Ubuntu Security Notice 5165-1 - It was discovered that the NFC subsystem in the Linux kernel contained a
use-after-free vulnerability in its NFC Controller Interface implementation. A local attacker could possibly use
this to cause a denial of service or execute arbitrary code. It was discovered that the SCTP protocol
implementation in the Linux kernel did not properly verify VTAGs in some situations. A remote attacker could
possibly use this to cause a denial of service. Various other issues were also addressed.

Ubuntu Security Notice USN-5163-1

Ubuntu Security Notice 5163-1 - llja Van Sprundel discovered that the SCTP implementation in the Linux kernel
did not properly perform size validations on incoming packets in some situations. An attacker could possibly
use this to expose sensitive information. It was discovered that the Option USB High Speed Mobile device
driver in the Linux kernel did not properly handle error conditions. A physically proximate attacker could use this
to cause a denial of service or possibly execute arbitrary code. Various other issues were also addressed.

Red Hat Security Advisory 2021-4861-06

Red Hat Security Advisory 2021-4861-06 - Red Hat JBoss Web Server is a fully integrated and certified set of
components for hosting Java web applications. It is comprised of the Apache Tomcat Servlet container, JBoss
HTTP Connector, the PicketLink Vault extension for Apache Tomcat, and the Tomcat Native library. This
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release of Red Hat JBoss Web Server 5.6.0 serves as a replacement for Red Hat JBoss Web Server 5.5.0.
This release includes bug fixes, enhancements and component upgrades, which are documented in the
Release Notes, linked to in the References. Issues addressed include HTTP request smuggling and denial of
service vulnerabilities.

Red Hat Security Advisory 2021-4866-02

Red Hat Security Advisory 2021-4866-02 - Samba is an open-source implementation of the Server Message
Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information.

Red Hat Security Advisory 2021-4859-03

Red Hat Security Advisory 2021-4859-03 - This is a kernel live patch module which is automatically loaded by
the RPM post-install script to modify the code of a running kernel. Issues addressed include a use-after-free
vulnerability.
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The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering
around an array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark
Web, Digital Forensics & Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If
interested in helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters

issues focusing on Blue Team and the even issues on Red Team.
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