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CYBER WEEKLY AWARENESS REPORT

December 13, 2021

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.
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disrupted connectivity. In particular important is the concept of "Change". Every host
connected to the Internet is subject to some amount of traffic caused by worms and viruses.
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The Tor Project - https://metrics.torproject.org/

Interesting News
* Cyber Monday: Free Cyberforensics Training - CSI Linux Basics
Download the distro and take the course to learn what CSI Linux can add to your arsenal. This include a case

management solution, document templates (reports and legal docs), and more GUI options for gathering digital evidence
while storing it to the ongoing case. This is a prerequizite for all other courses CSI Linux offers.

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/2EAR2rk
https://amzn.to/36drn3k
https://www.facebook.com/groups/cybersecrets/

Index of Sections

Current News

* Packet Storm Security

* Krebs on Security

* Dark Reading

* The Hacker News

* Security Week

* Infosecurity Magazine

* KnowBe4 Security Awareness Training Blog
* |SC2.org Blog

* HackRead

* Koddos

* Naked Security

* Threat Post

* Null-Byte

* IBM Security Intelligence

* Threat Post

* C4ISRNET - Media for the Intelligence Age Military

The Hacker Corner:
* Security Conferences
* Google Zero Day Project

Cyber Range Content
* CTF Times Capture the Flag Event List
*Vulnhub

Tools & Techniques
* Packet Storm Security Latest Published Tools
* Kali Linux Tutorials
* GBHackers Analysis

InfoSec Media for the Week
* Black Hat Conference Videos
* Defcon Conference Videos
* Hak5 Videos
* Eli the Computer Guy Videos
* Security Now Videos
* Troy Hunt Weekly
* Intel Techniques: The Privacy, Security, & OSINT Show

Exploits and Proof of Concepts
* Packet Storm Security Latest Published Exploits
* CXSecurity Latest Published Exploits
* Exploit Database Releases

Cyber Crime & Malware Files/Links Latest Identified
* CyberCrime-Tracker

Advisories
* Hacked Websites
* Dark Web News
* US-Cert (Current Activity-Alerts-Bulletins)
* Zero Day Initiative Advisories
* Packet Storm Security's Latest List

Information Warfare Center Products
* CSI Linux
* Cyber Secrets Videos & Resoures
* Information Warfare Center Print & eBook Publications



ddddddadatad

/

LATEST NEWS

Packet Storm Security

* Polish Regulator To Investigate Apple's Privacy Policy

* Are Your Home Security Cameras Vulnerable To Hacking?

* Indian PM Modi's Twitter Hacked With Bitcoin Tweet

* Log4j Zero Day Flaw: What You Need To Know And How To Protect Yourself
* Julian Assange Can Be Extradited To US, Court Rules

* 300,000 MikroTik Routers Are Security Ticking Timebombs, Say Researchers
* Worst Apache Log4j RCE Dropped On Internet

* This Decade Old Malware Has Picked Up Some Nasty New Tricks

* Ransomwared Payroll Provider Leaks Data On 38,000 Australian Government Workers
* AWS Is The Internet's Biggest Single Point Of Failure

* Tor Is Under Threat From Russian Censorship And Sybil Attacks

* Malicious npm Code Packages Built For Hijacking Discord Servers

* Deepfakes Widen Fraud Opportunities For Financial Hackers

* AWS Among 12 Cloud Services Affected By Flaws In Eltima SDK

* Everyone |s Burned Out. That's Becoming A Security Nightmare

* Hacker Named Bowser Must Pay Nintendo $10 Million In Piracy Case

* Google Takes Down Glupteba Botnet

* Canadian Indicted For Launching Ransomware Attacks

* RTF Injection Poised For More Widespread Adoption

* Apache Kafka Cloud Clusters Expose Sensitive Data For Companies

* Court Allows Microsoft To Dismantle Infrastructure Of APT15

* Founder Of Massive Robo Text Service Accused Of Running Secret Spying Operation
* Losses From BitMart Breach Reach $200 Million

* BitMart Crypto Exchange Loses $150 Million To Hackers

* SolarWinds Hackers Keep Compromising Targets

Krebs on Security

* Canada Charges Its "Most Prolific Cybercriminal”

* Who Is the Network Access Broker '‘Babam'?

* Ubiquiti Developer Charged With Extortion, Causing 2020 "Breach"
* The Internet is Held Together With Spit & Baling Wire

* Arrest in 'Ransom Your Employer' Email Scheme

* The 'Zelle Fraud' Scam: How it Works, How to Fight Back

* Tech CEO Pleads to Wire Fraud in IP Address Scheme

* Hoax Email Blast Abused Poor Coding in FBI Website

* SMS About Bank Fraud as a Pretext for Voice Phishing

* Microsoft Patch Tuesday, November 2021 Edition



https://packetstormsecurity.com/news/view/32908/Polish-Regulator-To-Investigate-Apples-Privacy-Policy.html
https://packetstormsecurity.com/news/view/32907/Are-Your-Home-Security-Cameras-Vulnerable-To-Hacking.html
https://packetstormsecurity.com/news/view/32906/Indian-PM-Modis-Twitter-Hacked-With-Bitcoin-Tweet.html
https://packetstormsecurity.com/news/view/32905/Log4j-Zero-Day-Flaw-What-You-Need-To-Know-And-How-To-Protect-Yourself.html
https://packetstormsecurity.com/news/view/32904/Julian-Assange-Can-Be-Extradited-To-US-Court-Rules.html
https://packetstormsecurity.com/news/view/32903/300-000-MikroTik-Routers-Are-Security-Ticking-Timebombs-Say-Researchers.html
https://packetstormsecurity.com/news/view/32902/Worst-Apache-Log4j-RCE-Dropped-On-Internet.html
https://packetstormsecurity.com/news/view/32901/This-Decade-Old-Malware-Has-Picked-Up-Some-Nasty-New-Tricks.html
https://packetstormsecurity.com/news/view/32900/Ransomwared-Payroll-Provider-Leaks-Data-On-38-000-Australian-Government-Workers.html
https://packetstormsecurity.com/news/view/32899/AWS-Is-The-Internets-Biggest-Single-Point-Of-Failure.html
https://packetstormsecurity.com/news/view/32898/Tor-Is-Under-Threat-From-Russian-Censorship-And-Sybil-Attacks.html
https://packetstormsecurity.com/news/view/32897/Malicious-npm-Code-Packages-Built-For-Hijacking-Discord-Servers.html
https://packetstormsecurity.com/news/view/32896/Deepfakes-Widen-Fraud-Opportunities-For-Financial-Hackers.html
https://packetstormsecurity.com/news/view/32895/AWS-Among-12-Cloud-Services-Affected-By-Flaws-In-Eltima-SDK.html
https://packetstormsecurity.com/news/view/32894/Everyone-Is-Burned-Out.-Thats-Becoming-A-Security-Nightmare.html
https://packetstormsecurity.com/news/view/32893/Hacker-Named-Bowser-Must-Pay-Nintendo-10-Million-In-Piracy-Case.html
https://packetstormsecurity.com/news/view/32892/Google-Takes-Down-Glupteba-Botnet.html
https://packetstormsecurity.com/news/view/32891/Canadian-Indicted-For-Launching-Ransomware-Attacks.html
https://packetstormsecurity.com/news/view/32890/RTF-Injection-Poised-For-More-Widespread-Adoption.html
https://packetstormsecurity.com/news/view/32889/Apache-Kafka-Cloud-Clusters-Expose-Sensitive-Data-For-Companies.html
https://packetstormsecurity.com/news/view/32888/Court-Allows-Microsoft-To-Dismantle-Infrastructure-Of-APT15.html
https://packetstormsecurity.com/news/view/32887/Founder-Of-Massive-Robo-Text-Service-Accused-Of-Running-Secret-Spying-Operation.html
https://packetstormsecurity.com/news/view/32886/Losses-From-BitMart-Breach-Reach-200-Million.html
https://packetstormsecurity.com/news/view/32885/BitMart-Crypto-Exchange-Loses-150-Million-To-Hackers.html
https://packetstormsecurity.com/news/view/32884/SolarWinds-Hackers-Keep-Compromising-Targets.html
https://krebsonsecurity.com/2021/12/canada-charges-its-most-prolific-cybercriminal/
https://krebsonsecurity.com/2021/12/who-is-the-network-access-broker-babam/
https://krebsonsecurity.com/2021/12/ubiquiti-developer-charged-with-extortion-causing-2020-breach/
https://krebsonsecurity.com/2021/11/the-internet-is-held-together-with-spit-baling-wire/
https://krebsonsecurity.com/2021/11/arrest-in-ransom-your-employer-email-scheme/
https://krebsonsecurity.com/2021/11/the-zelle-fraud-scam-how-it-works-how-to-fight-back/
https://krebsonsecurity.com/2021/11/tech-ceo-pleads-to-wire-fraud-in-ip-address-scheme/
https://krebsonsecurity.com/2021/11/hoax-email-blast-abused-poor-coding-in-fbi-website/
https://krebsonsecurity.com/2021/11/sms-about-bank-fraud-as-a-pretext-for-voice-phishing/
https://krebsonsecurity.com/2021/11/microsoft-patch-tuesday-november-2021-edition/
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LATEST NEWS

Dark Reading

* Tales from the Dark Web: Fingerprinting Access Brokers on Criminal Forums

* Why Classifying Ransomware as a National Security Threat Matters

* How Do | Find My Servers With the Log4] Vulnerability?

* Volvo Confirms R&D Data Stolen in Breach

* Kronos Suffers Ransomware Attack, Expects Full Restoration to Take 'Weeks'

* 40% of Corporate Networks Targeted by Attackers Seeking to Exploit Log4;j

* Bug-Bounty Programs Shift Focus to Most Critical Flaws

* Name That Toon: Modern-Day Frosty

* Darktrace Reports Information Technology and Communications Sector Most Targeted by Cyberattackers in
* Kaspersky Opens Doors to New Transparency Center in North America

* 2 Website Threats to Address for the Holiday Shopping Rush

* Why the Private Sector Is Key to Stopping Russian Hacking Group APT29

* Why Cloud Service Providers Are a Single Point of Failure

* What to Do While Waiting for the Log4J Updates

* Security Experts Sound Alarm on Zero-Day in Widely Used Log4j Tool

* NIST Cyber-Resiliency Framework Extended to Include Critical Infrastructure Controls
* Russian National Sentenced for Role in Kelihos Botnet

* |[dentity Authentication Access Market Set to Hit $28.9B in 2021

* Dark Reading Reflects on a Legacy and Life Well-Written: Tim Wilson

* The Vulnerability Lag: Cut Ransomware Risks Resulting From Digital Transformation

The Hacker News

* Karakurt: A New Emerging Data Theft and Cyber Extortion Hacking Group

* Top 3 SaaS Security Threats for 2022

* Microsoft Details Building Blocks of Widely Active Qakbot Banking Trojan

* Apache Log4j Vulnerability - Log4Shell - Widely Under Active Attack

* Extremely Critical Log4J Vulnerability Leaves Much of the Internet at Risk

* BlackCat: A New Rust-based Ransomware Malware Spotted in the Wild

* 1.6 Million WordPress Sites Under Cyberattack From Over 16,000 IP Addresses

* Russia Blocks Tor Privacy Service in Latest Censorship Move

* Over 300,000 MikroTik Devices Found Vulnerable to Remote Hacking Bugs

* Why Holidays Put Your Company at Risk of Cyber Attack (And How to Take Precautions)
* Qver a Dozen Malicious NPM Packages Caught Hijacking Discord Servers

* SonicWall Urges Customers to Immediately Patch Critical SMA 100 Flaws

* Google Disrupts Blockchain-based Glupteba Botnet; Sues Russian Hackers

* 140,000 Reasons Why Emotet is Piggybacking on TrickBot in its Return from the Dead

* [eBook] Guide to Achieving 24x7 Threat Monitoring and Response for Lean IT Security Teams



https://www.darkreading.com/crowdstrike/tales-from-the-dark-web-fingerprinting-access-brokers-on-criminal-forums
https://www.darkreading.com/dr-tech/why-classifying-ransomware-as-a-national-security-threat-matters
https://www.darkreading.com/dr-tech/how-do-i-find-which-servers-have-the-log4j-vulnerability-
https://www.darkreading.com/threat-intelligence/volvo-confirms-r-d-data-stolen-in-breach
https://www.darkreading.com/attacks-breaches/kronos-suffers-ransomware-attack-expects-full-restoration-to-take-weeks-
https://www.darkreading.com/application-security/40-of-corporate-networks-targeted-by-attackers-seeking-to-exploit-log4j
https://www.darkreading.com/application-security/bug-bounty-programs-shift-focus-to-most-critical-flaws
https://www.darkreading.com/threat-intelligence/name-that-toon-modern-day-frosty
https://www.darkreading.com/attacks-breaches/darktrace-reports-information-technology-and-communications-sector-most-targeted-by-cyberattackers-in-2021
https://www.darkreading.com/vulnerabilities-threats/kaspersky-opens-doors-to-new-transparency-center-in-north-america
https://www.darkreading.com/vulnerabilities-threats/2-website-threats-to-address-ahead-of-the-holiday-shopping-rush
https://www.darkreading.com/attacks-breaches/why-the-private-sector-is-key-to-stopping-russian-hacking-group-apt29
https://www.darkreading.com/cloud/why-cloud-service-providers-are-a-single-point-of-failure
https://www.darkreading.com/dr-tech/what-to-do-while-waiting-for-the-log4ju-updates
https://www.darkreading.com/vulnerabilities-threats/security-experts-sound-alarm-on-zero-day-in-widely-used-log4j-tool
https://www.darkreading.com/edge-articles/nist-cyber-resiliency-framework-extended-to-include-critical-infrastructure-controls
https://www.darkreading.com/threat-intelligence/russian-national-sentenced-for-role-in-kelihos-botnet
https://www.darkreading.com/omdia/identity-authentication-access-market-set-to-hit-28-9b-in-2021
https://www.darkreading.com/threat-intelligence/dark-reading-reflects-on-a-legacy-and-life-well-written-tim-wilson
https://www.darkreading.com/vulnerabilities-threats/the-vulnerability-lag-cut-ransomware-risks-resulting-from-digital-transformation
https://thehackernews.com/2021/12/karakurt-new-emerging-data-theft-and.html
https://thehackernews.com/2021/12/top-3-saas-security-threats-for-2022.html
https://thehackernews.com/2021/12/microsoft-details-building-blocks-of.html
https://thehackernews.com/2021/12/apache-log4j-vulnerability-log4shell.html
https://thehackernews.com/2021/12/extremely-critical-log4j-vulnerability.html
https://thehackernews.com/2021/12/blackcat-new-rust-based-ransomware.html
https://thehackernews.com/2021/12/16-million-wordpress-sites-under.html
https://thehackernews.com/2021/12/russia-blocks-tor-privacy-service-in.html
https://thehackernews.com/2021/12/over-300000-mikrotik-devices-found.html
https://thehackernews.com/2021/12/why-holidays-put-your-company-at-risk.html
https://thehackernews.com/2021/12/over-dozen-malicious-npm-packages.html
https://thehackernews.com/2021/12/sonicwall-urges-customers-to.html
https://thehackernews.com/2021/12/google-disrupts-blockchain-based.html
https://thehackernews.com/2021/12/140000-reasons-why-emotet-is.html
https://thehackernews.com/2021/12/ebook-guide-to-achieving-24x7-threat.html
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LATEST NEWS

Security Week

* Apple Patches 42 Security Flaws in Latest iOS Refresh

* Ransomware Affiliate Arrested in Romania

* Logistics Firm Hellmann Scrambling to Recover From Cyberattack

* Cybersecurity M&A Roundup for December 1-12, 2021

* Germany Jails Operators of 'Cyberbunker' Darknet Hub

* CISA Expands 'Must-Patch' List With Log4j, FortiOS, Other Vulnerabilities

* Companies Respond to Log4Shell Vulnerability as Attacks Rise

* Mirai-Based 'Manga' Botnet Targets Recent TP-Link Vulnerability

* Indian PM's Twitter Hacked Again by Crypto Scammers

* Hackers Steal Research Data From Sweden's Volvo Cars

* Exploits Swirling for Major Security Defect in Apache Log4j

* WD Updates SanDisk SecureAccess to Prevent Dictionary, Brute Force Attacks
* Fujitsu Retires Tool Targeted by Threat Actors

* Afero Raises $50 Million for Its Secure 0T Platform

* Russian Who Helped Kelihos Malware Evade Detection Sentenced to 4 Years in Prison
* UK Court Allows Assange's Extradition to US for Spying Case

* Saudi Activist Sues 3 Former U.S. Officials Over Hacking

* Work-from-Anywhere Requires "Work-from-Anywhere Security"

* Ex-Googlers Snag $5 Million for Software Supply Chain Security Tech

* Email Security Company IronScales Raises $64 Million

* Volume of Attacks on [0T/OT Devices Increasing: Microsoft Study

* Facebook, GDPR and Max Schrems - Under the Hood of GDPR Legal Processes
* Mozilla Patches High-Severity Vulnerabilities in Firefox, Thunderbird

* Ransomware Operators Leak Data Stolen From Wind Turbine Giant Vestas

* 'Moobot' Botnet Targets Hikvision Devices via Recent Vulnerability

Infosecurity Magazine


https://www.securityweek.com/apple-patches-42-security-flaws-latest-ios-refresh
https://www.securityweek.com/ransomware-affiliate-arrested-romania
https://www.securityweek.com/logistics-firm-hellmann-scrambling-recover-cyberattack
https://www.securityweek.com/cybersecurity-ma-roundup-december-1-12-2021
https://www.securityweek.com/germany-jails-operators-cyberbunker-darknet-hub
https://www.securityweek.com/cisa-expands-must-patch-list-log4j-fortios-other-vulnerabilities
https://www.securityweek.com/companies-respond-log4shell-vulnerability-attacks-rise
https://www.securityweek.com/mirai-based-manga-botnet-targets-recent-tp-link-vulnerability
https://www.securityweek.com/indian-pms-twitter-hacked-again-crypto-scammers
https://www.securityweek.com/hackers-steal-research-data-swedens-volvo-cars
https://www.securityweek.com/exploits-swirling-major-security-defect-apache-log4j
https://www.securityweek.com/wd-updates-sandisk-secureaccess-prevent-dictionary-brute-force-attacks
https://www.securityweek.com/fujitsu-retires-tool-targeted-threat-actors
https://www.securityweek.com/afero-raises-50-million-its-secure-iot-platform
https://www.securityweek.com/russian-who-helped-kelihos-malware-evade-detection-sentenced-4-years-prison
https://www.securityweek.com/uk-court-permits-assange-extradition-us-spying-charges
https://www.securityweek.com/saudi-activist-sues-3-former-us-officials-over-hacking
https://www.securityweek.com/work-anywhere-requires-work-anywhere-security
https://www.securityweek.com/ex-googlers-snag-5-million-software-supply-chain-security-tech
https://www.securityweek.com/email-security-company-ironscales-raises-64-million
https://www.securityweek.com/volume-attacks-iotot-devices-increasing-microsoft-study
https://www.securityweek.com/facebook-gdpr-and-max-schrems-under-hood-gdpr-legal-processes
https://www.securityweek.com/mozilla-patches-high-severity-vulnerabilities-firefox-thunderbird
https://www.securityweek.com/ransomware-operators-leak-data-stolen-wind-turbine-giant-vestas
https://www.securityweek.com/moobot-botnet-targets-hikvision-devices-recent-vulnerability
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* Socially Engineering Your Way to Customer Data

* 2021 Security Hints & Tips for Holiday Travels

* Real Cyberattack as Phishbait for a Scammer

* Credential-Harvesting Phishing Campaign Urges Review of Spam

* Victims: After a Data Breach, Changing Passwords and Good Password Hygiene Remain Unimportant
* New TSA PreCheck Scam Seeks to Collect Your Personal and Credit Card Details

* Half of All Organizations Have Had Employees Approached to Aid in Ransomware Attacks

* SideCopy: How an Intelligence Service Uses Phishbait

* CyberheistNews Vol 11 #48 [Heads Up] Morgan Stanley Warns Against Recent "Brushing Scam"

* Conducting Data Protection Impact Assessments on Your Cloud Environments

ISC2.0org Blog

* CCSP vs. Microsoft Azure Certified Security Engineer Associate - How Does Vendor Focus Factor In?

* What is Relevant Work Experience for CISSP?

* (1ISC)&sup2; Ransomware Study: Collaboration and Communication are Essential for Ransomware
Readiness

* CCSP vs. Google Cloud Certified-Professional Cloud Security Engineer: Which Shows Broader Mastery in

* (ISC)&sup?2; Cybersecurity Scholarship Opportunities - Open Now!

HackRead

* Indian PM Modi's Twitter Account HACKED for Bitcoin scam

* Ascendex cryptocurrency exchange hacked - $77 million stolen

* Canadian Citizen Charged for Ransomware Attacks in Alaska

* Hackers actively exploiting 0-day in Ubiquitous Apache Log4j tool

* Fields of application of artificial intelligence

* Kali Linux 2021.4 released with Samba compatibility, Apple M1 support, 9 new tools
* US Military's Hacking Unit to take on ransomware gangs

Koddos

* Indian PM Modi's Twitter Account HACKED for Bitcoin scam

* Ascendex cryptocurrency exchange hacked - $77 million stolen

* Canadian Citizen Charged for Ransomware Attacks in Alaska

* Hackers actively exploiting 0-day in Ubiquitous Apache Log4j tool

* Fields of application of artificial intelligence

* Kali Linux 2021.4 released with Samba compatibility, Apple M1 support, 9 new tools
* US Military's Hacking Unit to take on ransomware gangs



https://blog.knowbe4.com/socially-engineering-your-way-to-customer-data
https://blog.knowbe4.com/2021-security-hints-tips-for-holiday-travels
https://blog.knowbe4.com/real-cyberattack-as-phishbait-for-a-scammer
https://blog.knowbe4.com/credential-harvesting-phishing-campaign-urges-review-of-spam
https://blog.knowbe4.com/victims-after-a-data-breach-changing-passwords-and-good-password-hygiene-remain-unimportant
https://blog.knowbe4.com/new-tsa-precheck-scam-seeks-to-collect-your-personal-and-credit-card-details
https://blog.knowbe4.com/half-of-all-organizations-have-had-employees-approached-to-aid-in-ransomware-attacks
https://blog.knowbe4.com/sidecopy-how-an-intelligence-service-uses-phishbait
https://blog.knowbe4.com/cyberheistnews-vol-11-48-heads-up-morgan-stanley-warns-against-recent-brushing-scam
https://blog.knowbe4.com/conducting-data-protection-impact-assessments-on-your-cloud-environments
https://blog.isc2.org/isc2_blog/2021/12/ccsp-vs-microsoft-azure-certified-security-engineer-associate.html
https://blog.isc2.org/isc2_blog/2021/12/what-is-relevant-work-experience-for-cissp.html
https://blog.isc2.org/isc2_blog/2021/12/isc2-ransomware-study.html
https://blog.isc2.org/isc2_blog/2021/12/isc2-ransomware-study.html
https://blog.isc2.org/isc2_blog/2021/12/ccsp-vs-google-cloud-certified-professional-cloud-security-engineer.html
https://blog.isc2.org/isc2_blog/2021/12/isc2-cybersecurity-scholarship-opportunities-open-now.html
https://www.hackread.com/indian-pm-modi-twitter-account-hacked-bitcoin-scam/
https://www.hackread.com/ascendex-cryptocurrency-exchange-hacked/
https://www.hackread.com/canadian-citizen-ransomware-attacks-in-alaska/
https://www.hackread.com/hackers-actively-exploiting-0-day-apache-log4j-tool/
https://www.hackread.com/fields-of-application-of-artificial-intelligence/
https://www.hackread.com/kali-linux-2021-4-samba-compatibility-9-new-tools/
https://www.hackread.com/us-militarys-hacking-on-ransomware-gangs/
https://www.hackread.com/indian-pm-modi-twitter-account-hacked-bitcoin-scam/
https://www.hackread.com/ascendex-cryptocurrency-exchange-hacked/
https://www.hackread.com/canadian-citizen-ransomware-attacks-in-alaska/
https://www.hackread.com/hackers-actively-exploiting-0-day-apache-log4j-tool/
https://www.hackread.com/fields-of-application-of-artificial-intelligence/
https://www.hackread.com/kali-linux-2021-4-samba-compatibility-9-new-tools/
https://www.hackread.com/us-militarys-hacking-on-ransomware-gangs/
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LATEST NEWS

Naked Security

* Log4Shell explained - how it works, why you need to know, and how to fix it

* "Log4Shell" Java vulnerability - how to safeguard your servers

* S3 Ep62: The S in loT stands for security (and much more) [Podcast+Transcript]

* Firefox update brings a whole new sort of security sandbox

* Cryptocurrency startup fails to subtract before adding, loses $31m

* Mozilla patches critical "BigSig" cryptographic bug: Here's how to track it down and fix it

* S3 Ep61: Call scammers, cloud insecurity, and facial recognition creepiness [Podcast+Transcript]
* |oT devices must "protect consumers from cyberharm", says UK government

* Clearview Al face-matching service set to be fined over $20m

* Cloud Security: Don't wait until your next bill to find out about an attack!

Threat Post

* Kronos Ransomware Outage Drives Widespread Payroll Chaos

* Where the Latest Log4Shell Attacks Are Coming From

* Malicious PyP| Code Packages Rack Up Thousands of Downloads
* Log4Shell Is Spawning Even Nastier Mutations

* Next-Gen Maldocs & How to Solve the Human Vulnerability

* 'Appalling' Riot Games Job Fraud Takes Aim at Wallets

* Zero Day in Ubiquitous Apache Log4j Tool Under Active Attack

* Sprawling Active Attack Aims to Take Over 1.6M WordPress Sites
* 'Karakurt' Extortion Threat Emerges, But Says No to Ransomware
* Canadian Ransomware Arrest Is a Meaningful Flex, Experts Say

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2021/12/13/log4shell-explained-how-it-works-why-you-need-to-know-and-how-to-fix-it/
https://nakedsecurity.sophos.com/2021/12/10/log4shell-java-vulnerability-how-to-safeguard-your-servers/
https://nakedsecurity.sophos.com/2021/12/09/s3-ep62-the-s-in-iot-stands-for-security-and-much-more-podcasttranscript/
https://nakedsecurity.sophos.com/2021/12/07/firefox-update-brings-a-whole-new-sort-of-security-sandbox/
https://nakedsecurity.sophos.com/2021/12/06/cryptocurrency-startup-fails-to-subtract-before-adding-loses-31m/
https://nakedsecurity.sophos.com/2021/12/03/mozilla-patches-exploitable-bigsig-cryptographic-bug/
https://nakedsecurity.sophos.com/2021/12/02/s3-ep61-call-scammers-cloud-insecurity-and-facial-recognition-creepiness-podcast/
https://nakedsecurity.sophos.com/2021/12/02/iot-devices-must-protect-consumers-from-cyberharm-says-uk-government/
https://nakedsecurity.sophos.com/2021/11/30/controversial-face-matchers-clearview-set-to-be-fined-over-20m/
https://nakedsecurity.sophos.com/2021/11/26/cloud-security-dont-wait-until-your-next-bill-to-find-out-about-an-attack/
https://threatpost.com/kronos-ransomware-outage-payroll-chaos/176984/
https://threatpost.com/log4shell-attacks-origin-botnet/176977/
https://threatpost.com/malicious-pypi-code-packages/176971/
https://threatpost.com/apache-log4j-log4shell-mutations/176962/
https://threatpost.com/maldocs-malicious-office-documents-human-vulnerability/176916/
https://threatpost.com/riot-games-job-fraud/176950/
https://threatpost.com/zero-day-in-ubiquitous-apache-log4j-tool-under-active-attack/176937/
https://threatpost.com/active-attack-takeover-wordpress/176933/
https://threatpost.com/extortion-karakurt-threat-ransomware/176911/
https://threatpost.com/canadian-ransomware-arrest/176905/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/
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LATEST NEWS

IBM Security Intelligence

* A Journey in Organizational Resilience: Geopolitical and Socio-Economic Trends and Threats
* One-Time Password Security Might Fail 80% of the Time. IAM is Better

* How Log4j Vulnerability Could Impact You

* How to Include Cybersecurity Training in Employee Onboarding

* |oT Security: Protecting Food and Agriculture Organizations

* |JAM OT Security Risks Call for Strategic Defenses

* Edge Computing and 5G: Will Security Concerns Outweigh Benefits?

* What to Do When a Ransomware Group Disappears

* Understanding the Cyber Risk Exposures Within the Health Care Industry

* 7 Holiday Cybersecurity Tips to Try Before The Year Ends

InfoWorld

* JDK 18: The new features in Java 18

* Mulesoft updates Anypoint to streamline APl management, support devops
* What should HashiCorp do now?

* How canary releases enable continuous deployment

* How to choose a cloud data warehouse

* How to detect the Log4j vulnerability in your applications

* Visual Studio Code tweaks problem navigation, screencast mode

* The true value of serverless computing

* GitHub previews enhanced code search

* Get started with Git

C4ISRNET - Media for the Intelligence Age Military

* The Navy is testing this adorable sailboat drone

* US Army officials: Service needs 'true data fabric'

* Officials say US Army armored brigades need a stronger network

* Pentagon creates new digital and artificial intelligence office

* Five things the Army learned about its network at Project Convergence 21
* Extend the unmanned revolution to our allies

* Space Force launches experimental payloads into orbit

* Air Force previews plan to phase out enlisted drone pilots

* French defense minister: Shifting from a new frontier to a new front

* [ISS analysts: Fiscal constraints drive the state of South America's defense



https://securityintelligence.com/articles/organizational-resilience-geopolitical-socio-economic-trends-threats/
https://securityintelligence.com/articles/one-time-password-security-fails-80-percent-iam-better/
https://securityintelligence.com/posts/apache-log4j-zero-day-vulnerability-update/
https://securityintelligence.com/articles/how-include-cybersecurity-training-employee-onboarding/
https://securityintelligence.com/articles/iot-security-food-agriculture/
https://securityintelligence.com/posts/iam-ot-security-risks-strategic-defenses/
https://securityintelligence.com/articles/edge-computing-5g-security-concerns-benefits/
https://securityintelligence.com/articles/when-ransomware-attack-disappears/
https://securityintelligence.com/posts/understanding-cyber-risk-exposure-healthcare/
https://securityintelligence.com/articles/holiday-cybersecurity-tips/
https://www.infoworld.com/article/3630510/jdk-18-the-new-features-in-java-18.html#tk.rss_all
https://www.infoworld.com/article/3644495/mulesoft-updates-anypoint-to-streamline-api-management-support-devops.html#tk.rss_all
https://www.infoworld.com/article/3644473/what-should-hashicorp-do-now.html#tk.rss_all
https://www.infoworld.com/article/3644449/how-canary-releases-enable-continuous-deployment.html#tk.rss_all
https://www.infoworld.com/article/3640540/how-to-choose-a-cloud-data-warehouse.html#tk.rss_all
https://www.infoworld.com/article/3644492/how-to-detect-the-log4j-vulnerability-in-your-applications.html#tk.rss_all
https://www.infoworld.com/article/3644490/visual-studio-code-tweaks-problem-navigation-screencast-mode.html#tk.rss_all
https://www.infoworld.com/article/3644408/the-true-value-of-serverless-computing.html#tk.rss_all
https://www.infoworld.com/article/3644270/github-previews-enhanced-code-search.html#tk.rss_all
https://www.infoworld.com/article/3643330/get-started-with-git.html#tk.rss_all
https://www.navytimes.com/news/your-navy/2021/12/13/the-navy-is-testing-this-adorable-sailboat-drone/
https://www.c4isrnet.com/it-networks/2021/12/10/us-army-officials-service-needs-true-data-fabric/
https://www.c4isrnet.com/it-networks/2021/12/09/officials-say-us-army-armored-brigades-need-a-stronger-network/
https://www.c4isrnet.com/artificial-intelligence/2021/12/08/pentagon-creates-new-digital-and-artificial-intelligence-office/
https://www.c4isrnet.com/it-networks/2021/12/08/five-things-the-army-learned-about-its-network-at-project-convergence-21/
https://www.defensenews.com/opinion/commentary/2021/12/08/extend-the-unmanned-revolution-to-our-allies/
https://www.c4isrnet.com/battlefield-tech/space/2021/12/07/space-force-launches-experimental-payloads-into-orbit/
https://www.airforcetimes.com/news/your-air-force/2021/12/07/air-force-previews-plan-to-phase-out-enlisted-drone-pilots/
https://www.defensenews.com/outlook/2021/12/06/french-defense-minister-shifting-from-a-new-frontier-to-a-new-front/
https://www.defensenews.com/outlook/2021/12/06/iiss-analysts-fiscal-constraints-drive-the-state-of-south-americas-defense/

The Hacker Corner

Conferences

* Marketing Cybersecurity In 2021

* Cybersecurity Employment Market

* Cybersecurity Marketing Trends

* |s It Worth Public Speaking?

* Qur Guide To Cybersecurity Marketing Campaigns
* How To Choose A Cybersecurity Marketing Agency
* The "New" Conference Concept: The Hybrid

* Best Ways To Market A Conference

* Marketing To Cybersecurity Companies

* Upcoming Black Hat Events (2021)

Google Zero Day Project

* This shouldn't have happened: A vulnerability postmortem
* Windows Exploitation Tricks: Relaying DCOM Authentication

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is
a list if CTFs they have on thier calendar.

* CTF Internacional MetaRed 2021 - 5th STAGE

* hxp CTF 2021

* X-MAS CTF 2021 Second Weekend

* Trend Micro CTF 2021 - Raimund Genes Cup - Virtual Final
* STAY ~/ CTF 2021

* ASIS CTF Finals 2021

* |SITDTU CTF 2021 Finals

* SCTF 2021

* TetCTF 2022

* Global CyberPeace Challenge 3.0 CTF-IT

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Web Machine: (N7)
* The Planets: Earth

* Jangow: 1.0.1
*Red: 1

* Napping: 1.0.1



https://infosec-conferences.com/marketing-cybersecurity-services/
https://infosec-conferences.com/cybersecurity-employment-market/
https://infosec-conferences.com/cybersecurity-marketing-trends/
https://infosec-conferences.com/is-it-worth-public-speaking/
https://infosec-conferences.com/guide-to-cybersecurity-marketing-campaigns/
https://infosec-conferences.com/how-to-choose-a-marketing-agency/
https://infosec-conferences.com/hybrid-conference/
https://infosec-conferences.com/best-ways-to-market-a-conference/
https://infosec-conferences.com/cybersecurity-marketing/
https://infosec-conferences.com/upcoming-black-hat-events-2021/
https://googleprojectzero.blogspot.com/2021/12/this-shouldnt-have-happened.html
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://ctftime.org/event/1490
https://ctftime.org/event/1447
https://ctftime.org/event/1525
https://ctftime.org/event/1530
https://ctftime.org/event/1463
https://ctftime.org/event/1416
https://ctftime.org/event/1537
https://ctftime.org/event/1539
https://ctftime.org/event/1540
https://ctftime.org/event/1528
http://www.vulnhub.com/entry/web-machine_n7,756/
http://www.vulnhub.com/entry/the-planets_earth,755/
http://www.vulnhub.com/entry/jangow_101,754/
http://www.vulnhub.com/entry/red_1,753/
http://www.vulnhub.com/entry/napping_101,752/

Tools & Techniques

Packet Storm Security Tools Links

* Zed Attack Proxy 2.11.1 Cross Platform Package

* nfstream 6.4.0

* ETS5 Password Recovery Tool

*[2P 1.6.1

* Wapiti Web Application Vulnerability Scanner 3.0.8
* Stegano 0.10.1

* Photon OSINT Crawler 1.3.2

* OpenStego Free Steganography Solution 0.8.2

* GNU Privacy Guard 2.2.33

* Wireshark Analyzer 3.6.0

Kali Linux Tutorials

* FakeDataGen : Full Valid Fake Data Generator

* ELFXtract : An Automated Analysis Tool Used For Enumerating ELF Binaries

* Nanobrok : Web Service For Control And Protect Your Android Device Remotely
* LOLBIns : PyQT5 App For LOLBAS And GTFOBIns

* goEnumBruteSpray : User Enumeration And Password Bruteforce On Azure, ADES, OWA, 0365 And Gather
Emai

* Redherd Framework : A Collaborative And Serverless Framework

* Whoc : A Container Image That Extracts The Underlying Container Runtime

* Whispers : Identify Hardcoded Secrets In Static Structured Text

* Hashdb-lda : HashDB API Hash Lookup Plugin For IDA Pro

* Etl-Parser : Event Trace Log File Parser In Pure Python

GBHackers Analysis

* Oxeye ldentifies Vulnerabilities Cloud Native Applications with CNAST Platform

* Printing Shellz - New Vulnerabilities That Affects 150 Different Multifunction Printers

* North Korean Hackers Group Posed as Samsung Recruiters To Target Security Firms

* Two Iranian Hackers Charged For Gaining Access to Confidential Voter Information

* Void Balaur - Hacker-for-Hire Group Stealing Emails & Sensitive Data From More Than 3,500 Targets



https://packetstormsecurity.com/files/165259/ZAP_2.11.1_Crossplatform.zip
https://packetstormsecurity.com/files/165236/nfstream-6.4.0.tar.gz
https://packetstormsecurity.com/files/165200/ets5-password-recovery-main.zip
https://packetstormsecurity.com/files/165133/i2psource_1.6.1.tar.bz2
https://packetstormsecurity.com/files/165103/wapiti3-3.0.8.tar.gz
https://packetstormsecurity.com/files/165102/Stegano-0.10.1.tar.gz
https://packetstormsecurity.com/files/165104/Photon-1.3.2.zip
https://packetstormsecurity.com/files/165097/openstego-0.8.2.zip
https://packetstormsecurity.com/files/165072/gnupg-2.2.33.tar.bz2
https://packetstormsecurity.com/files/165055/wireshark-3.6.0.tar.xz
https://kalilinuxtutorials.com/fakedatagen/
https://kalilinuxtutorials.com/elfxtract/
https://kalilinuxtutorials.com/nanobrok/
https://kalilinuxtutorials.com/lolbins/
https://kalilinuxtutorials.com/goenumbrutespray/
https://kalilinuxtutorials.com/goenumbrutespray/
https://kalilinuxtutorials.com/redherd/
https://kalilinuxtutorials.com/whoc/
https://kalilinuxtutorials.com/whispers/
https://kalilinuxtutorials.com/hashdb-ida/
https://kalilinuxtutorials.com/etl-parser/
https://gbhackers.com/oxeye-identifies-vulnerabilities-cloud-native-applications-with-cnast-platform/
https://gbhackers.com/printing-shellz/
https://gbhackers.com/north-korean-hackers-group-posed-as-samsung-recruiters/
https://gbhackers.com/two-iranian-hackers-charged-for-gaining-access-to-confidential-voter-information/
https://gbhackers.com/void-balaur-hacker-for-hire-group-stealing-emails/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* Join us for the FREE Virtual Cyber Threat Intelligence Summit 2022!

* Wrap Up Panel

* QOpen Threat Research - The Hunt for Red Apples: How to threat hunt and emulate Ocean Lotus on macOS
* Hunting Beacon Activity with Fourier Transforms

Defcon Conference

* DEF CON 29 Recon Village - Anthony Kava - GOV Doppelg&auml;nger Your H&auml;x Dollars at Work
* DEF CON 29 Red Team Village - CTF Day 2

* DEF CON 29 Recon Village - Ben S - Future of Asset Management

* DEF CON 29 Recon Village - Ryan Elkins - How to Build Cloud Based Recon Automation at Scale

Hak5

* Keep Computers From Locking with a CircuitPython Mouse Jiggler | HakByte
* Government Employee Phones Hacked, Cryptocurrency Scams On The Rise - ThreatWire
* Making a Hardware WiFi Recon Tool with the ESP8266 | HakByte

The PC Security Channel [TPSC]

* Antivirus Tierlist: Best Antivirus in 2021
* Phobos Ransomware

Eli the Computer Guy

* OMICRON INFECTS the VACCINATED and BOOSTED... and previously infected...
* Why COVID KILLS FAT PEOPLE - 30% hospitalization due to obesity...

* FOURTH COVID VACCINE DOSE COMING SOON... says pfizer ceo...

* QOffice Hours - Tech Question and Answers

Security Now

* XSinator - NSS Has a Bug, Botnet on the Blockchain, HP's Vulnerable Printers, Microsoft Edge Relief
* Bogons Begone! - 0-Day Windows Exploit, Major MediaTek Flaw, Super Duper Secure Mode

Troy Hunt

* Weekly Update 273

Intel Techniques: The Privacy, Security, & OSINT Show

* 243-Emergency Bags
* 242-Privacy News & Updates



https://www.youtube.com/watch?v=xL-1wrSAdK4
https://www.youtube.com/watch?v=EBUh4X8sjl4
https://www.youtube.com/watch?v=i_hHaotJAX8
https://www.youtube.com/watch?v=twI4pllhElY
https://www.youtube.com/watch?v=_Mo6U7_B7gs
https://www.youtube.com/watch?v=aYbkzPSNT5E
https://www.youtube.com/watch?v=pvk4iOLKbaw
https://www.youtube.com/watch?v=i2ouX0js9n8
https://www.youtube.com/watch?v=aZ8u56I3J3I
https://www.youtube.com/watch?v=ZmoP-GgpKEE
https://www.youtube.com/watch?v=PEmVzEcgDZg
https://www.youtube.com/watch?v=P_kaSPvGEsI
https://www.youtube.com/watch?v=AuS17NbGsN4
https://www.youtube.com/watch?v=huJiGYSPTt4
https://www.youtube.com/watch?v=Ff024QULNWc
https://www.youtube.com/watch?v=e4tzaPxR6Vo
https://www.youtube.com/watch?v=lHWjNP4JlTw
https://www.youtube.com/watch?v=-4gpzPC5220
https://www.youtube.com/watch?v=2-l-L35bjUc
https://www.youtube.com/watch?v=TVn8OhL1TZI
https://soundcloud.com/user-98066669/243-emergency-bags
https://soundcloud.com/user-98066669/242-privacy-news-updates

Proof of Concept (PoC) & Exploits

Packet Storm Security

* Oracle Database Weak NNE Integrity Key Derivation

* Backdoor.Win32.Phase.11 Code Execution

* Oracle Database Protection Mechanism Bypass

* Backdoor.Win32.Ramus Code Execution

* WebHMI 4.0 Remote Code Execution

* Backdoor.Win32.Jokerdoor Buffer Overflow

* Backdoor.Win32.FTP.Matiteman Weak Hardcoded Password
* Backdoor.Win32.BackAttack.20 Authentication Bypass / Code Execution
* Simple Forum-Discussion System 1.0 SQL Injection

* Backdoor.Win32.BackAttack.20 Code Execution

* Backdoor.Win32.Ncx.b Buffer Overflow

* Backdoor.Win32.Ncx.b Code Execution

* HD-Network Real-Time Monitoring System 2.0 Local File Inclusion
* Backdoor.Win32.Nucleroot.mf Buffer Overflow

* Backdoor.Win32.Asylum.014 Insecure Password Storage

* Backdoor.IRC.Subhuman Unauthenticated Open Proxy

* Backdoor.Win32.Mechbot.a Insecure Permissions

* OpenCATS 0.9.4 Remote Code Execution

* Free School Management Software 1.0 Cross Site Scripting
* Free School Management Software 1.0 Shell Upload

* Polkit CVE-2021-3560 Research

* Apache Log4j2 2.14.1 Remote Code Execution

* Grafana 8.3.0 Directory Traversal / Arbitrary File Read

* Microsoft Office Word MSHTML Remote Code Execution

* LimeSurvey 5.2.4 Remote Code Execution

CXSecurity

* WebHMI 4.0 Remote Code Execution

* Microsoft Office Word MSHTML Remote Code Execution

* LimeSurvey 5.2.4 Remote Code Execution

* Grafana 8.3.0 Directory Traversal / Arbitrary File Read

* Ubuntu Overlayfs Local Privilege Escalation

* Advanced Comment System 1.0 Remote Command Execution
* Pinkie 2.15 TFTP Remote Buffer Overflow (PoC)



https://packetstormsecurity.com/files/165258/SYSS-2021-062.txt
https://packetstormsecurity.com/files/165256/MVID-2021-0428.txt
https://packetstormsecurity.com/files/165255/SYSS-2021-061.txt
https://packetstormsecurity.com/files/165253/MVID-2021-0427.txt
https://packetstormsecurity.com/files/165252/webhmi40-exec.txt
https://packetstormsecurity.com/files/165250/MVID-2021-0426.txt
https://packetstormsecurity.com/files/165249/MVID-2021-0425.txt
https://packetstormsecurity.com/files/165248/MVID-2021-0424.txt
https://packetstormsecurity.com/files/165247/sfds10-sql.txt
https://packetstormsecurity.com/files/165245/MVID-2021-0423.txt
https://packetstormsecurity.com/files/165244/MVID-2021-0422.txt
https://packetstormsecurity.com/files/165243/MVID-2021-0421.txt
https://packetstormsecurity.com/files/165242/hdrtms20-lfi.txt
https://packetstormsecurity.com/files/165241/MVID-2021-0420.txt
https://packetstormsecurity.com/files/165240/MVID-2021-0419.txt
https://packetstormsecurity.com/files/165239/MVID-2021-0418.txt
https://packetstormsecurity.com/files/165238/MVID-2021-0417.txt
https://packetstormsecurity.com/files/165234/opencats094-exec.txt
https://packetstormsecurity.com/files/165232/fsms10-xss.txt
https://packetstormsecurity.com/files/165231/fsms10-shell.txt
https://packetstormsecurity.com/files/165230/Polkit-CVE-2021-3560.pdf
https://packetstormsecurity.com/files/165225/apache-log4j-poc-main.zip
https://packetstormsecurity.com/files/165221/grafana830-traversal.txt
https://packetstormsecurity.com/files/165214/word_mshtml_rce.rb.txt
https://packetstormsecurity.com/files/165212/limesurvey524-exec.txt
https://cxsecurity.com/issue/WLB-2021120060
https://cxsecurity.com/issue/WLB-2021120045
https://cxsecurity.com/issue/WLB-2021120044
https://cxsecurity.com/issue/WLB-2021120041
https://cxsecurity.com/issue/WLB-2021120022
https://cxsecurity.com/issue/WLB-2021120002
https://cxsecurity.com/issue/WLB-2021110142

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] WebHMI 4.0 - Remote Code Execution (RCE) (Authenticated)

* [remote] HD-Network Real-time Monitoring System 2.0 - Local File Inclusion (LFI)

* [webapps] Free School Management Software 1.0 - Remote Code Execution (RCE)

* [webapps] Free School Management Software 1.0 - 'multiple’ Stored Cross-Site Scripting (XSS)

* [webapps] OpenCATS 0.9.4 - Remote Code Execution (RCE)

* [webapps] Employees Daily Task Management System 1.0 - 'multiple’ Cross Site Scripting (XSS)

* [webapps] Employees Daily Task Management System 1.0 - ‘'username' SQLi Authentication Bypass
* [webapps] Grafana 8.3.0 - Directory Traversal and Arbitrary File Read

* [webapps] Wordpress Plugin Catch Themes Demo Import 1.6.1 - Remote Code Execution (RCE)
(Authenticate

* [webapps] Student Management System 1.0 - SQLi Authentication Bypass

* [webapps] TestLink 1.19 - Arbitrary File Download (Unauthenticated)

* [remote] Raspberry Pi 5.10 - Default Credentials

* [local] MTPutty 1.0.1.21 - SSH Password Disclosure

* [webapps] LimeSurvey 5.2.4 - Remote Code Execution (RCE) (Authenticated)

* [webapps] Chikitsa Patient Management System 2.0.2 - 'backup’ Remote Code Execution (RCE) (Authentica
* [webapps] Chikitsa Patient Management System 2.0.2 - 'plugin’ Remote Code Execution (RCE) (Authentica
* [webapps] Croogo 3.0.2 - Remote Code Execution (Authenticated)

* [remote] Auerswald COMpact 8.0B - Multiple Backdoors

* [remote] Auerswald COMpact 8.0B - Arbitrary File Disclosure

* [remote] Auerswald COMpact 8.0B - Privilege Escalation

* [local] HCL Lotus Notes V12 - Ungquoted Service Path

* [remote] Auerswald COMfortel 2.8F - Authentication Bypass

* [webapps] WordPress Plugin DZS Zoomsounds 6.45 - Arbitrary File Read (Unauthenticated)

* [webapps] WordPress Plugin Slider by Soliloquy 2.6.2 - 'title' Stored Cross Site Scripting (XSS) (Aut
* [webapps] WordPress Plugin All-in-One Video Gallery plugin 2.4.9 - Local File Inclusion (LFI)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have
added is called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite
simple. Inthe command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "EindSploit”. It is


https://www.exploit-db.com/exploits/50589
https://www.exploit-db.com/exploits/50588
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https://www.exploit-db.com/exploits/50585
https://www.exploit-db.com/exploits/50583
https://www.exploit-db.com/exploits/50582
https://www.exploit-db.com/exploits/50581
https://www.exploit-db.com/exploits/50580
https://www.exploit-db.com/exploits/50580
https://www.exploit-db.com/exploits/50579
https://www.exploit-db.com/exploits/50578
https://www.exploit-db.com/exploits/50576
https://www.exploit-db.com/exploits/50574
https://www.exploit-db.com/exploits/50573
https://www.exploit-db.com/exploits/50572
https://www.exploit-db.com/exploits/50571
https://www.exploit-db.com/exploits/50570
https://www.exploit-db.com/exploits/50569
https://www.exploit-db.com/exploits/50568
https://www.exploit-db.com/exploits/50567
https://www.exploit-db.com/exploits/50566
https://www.exploit-db.com/exploits/50565
https://www.exploit-db.com/exploits/50564
https://www.exploit-db.com/exploits/50563
https://www.exploit-db.com/exploits/50562
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

also a command line (CLI) tool used to search for exploits, but it also requires online access.



Latest Hacked Websites

Published on Zone-h.org

https://sikhiu.go.th/wh.html

https://sikhiu.go.th/wh.html notified by Mr.Kro0oz.305
https://nongbuokhok.go.th/wh.html
https://nongbuokhok.go.th/wh.html notified by Mr.Kro00z.305
https://nonthai.go.th/wh.html

https://nonthai.go.th/wh.html notified by Mr.Kro0oz.305
https://srd.gov.al/er.php

https://srd.gov.al/er.php notified by LahBodoAmat
https://banzae.ba.gov.br

https://banzae.ba.gov.br notified by Shield iran
https://turismovilleta.gov.co/jkt48.htm
https://turismovilleta.gov.co/jkt48.htm notified by Melody-x48
https://semed.manaus.am.gov.br
https://semed.manaus.am.gov.br notified by TheLevelSevenCrew
http://trem.trensurb.gov.br

http://trem.trensurb.gov.br notified by Paran&aacute; Cyber Mafia
http://www.trensurb.com.br

http://www.trensurb.com.br notified by Paran&aacute; Cyber Mafia
http://www.trensurb.gov.br

http://www.trensurb.gov.br notified by Paran&aacute; Cyber Mafia
https://sqi.corpamag.gov.co/b4.html
https://sgi.corpamag.gov.co/b4.html notified by 0x1998
http://bapelkescikarang.bppsdmk.kemkes.go.id/miaw.php
http://bapelkescikarang.bppsdmk.kemkes.go.id/miaw.php notified by SABUNMANDI CYBER TEAM
http://reg-users.dft.go.th/mad.txt

http://reg-users.dft.go.th/mad.txt notified by Royal Battler bd
http://puskan.lan.go.id/log.htm

http://puskan.lan.go.id/log.htm notified by | Love INDONESIA
https://www.disnakan.musirawaskab.go.id/index.php
https://www.disnakan.musirawaskab.go.id/index.php notified by | Love INDONESIA
https://www.lampungselatankab.go.id/index.php
https://lwww.lampungselatankab.go.id/index.php notified by | Love INDONESIA
https://bgsm.gov.my/kurd.html

https://bgsm.gov.my/kurd.html notified by 0x1998
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http://www.zone-h.org/mirror/id/38957729
http://www.zone-h.org/mirror/id/38959274
http://www.zone-h.org/mirror/id/38959210
http://www.zone-h.org/mirror/id/38958038
http://www.zone-h.org/mirror/id/38957776
http://www.zone-h.org/mirror/id/38957773
http://www.zone-h.org/mirror/id/38957772
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Dark Web News

Darknet Live

Empire Vendor "XanScriptz" Admits Selling Fake Xanax Pills

A man living in Virginia admitted selling counterfeit Xanax pills through a vendor account on the darkweb. (via
darknetlive.com)

Bitcoin ATM CEO Pleads Guilty to FinCEN Violations

Brannen Mehaffey, the CEO of BASH Bitcoin ATMs, admitted exchanging Bitcoin for cash for undercover feds
pretending to be drug dealers. (via darknetlive.com)

US Wins Appeal in Assange Extradition Case

The US won their appeal against a UK court's refusal to extradite Julian Assange, the co-founder of WikiLeaks.
(via darknetlive.com)

Who is Running Hundreds of Malicious Tor Relays?

A threat actor is running hundreds of malicious Tor relays as part of what researchers suspect is an attempt to
deanonymize Tor users. (via darknetlive.com)

Dark Web Link

White House Market Plans Retirement: What Important Things You Missed?

One of the latest darknet markets that accepted monero (XMR) as their payment modes have announced their
retirement. The dark web market is none other than White House Market (WHM). As soon as the White House
Market plans retirement and the news went live, there has been chaos all over the darknet sphere and there
[...] The post White House Market Plans Retirement: What Important Things You Missed? appeared first on
Dark Web Link | Deep web Onion Links | Darknet News.

Faucibarriers Against 'Dark Web People' Distressing His Daughters And Wife With Vicious Threats

Dr. Anthony Fauci's life and career are chronicled in a new National Geographic documentary. Fauci rails about
pestering phone calls from &#8220;Dark web&#8221; persons in the film.Dr. Anthony Fauci grew up in
Brooklyn's Bensonhurst neighbourhood, where he learnt early on that &#8220;you didn't take any shit from
anyone.&#8221; During the HIV/AIDS crisis in the United [...] The post Faucibarriers Against 'Dark Web People'
Distressing His Daughters And Wife With Vicious Threats appeared first on Dark Web Link | Deep web Onion
Links | Darknet News.

Onionshare: Safe Communications Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug
Two flaws in a technology used by whistleblowers and the media to securely communicate material have been
addressed, potentially jeopardising the file-sharing system's anonymity. OnionShare is an open source utility for
Windows, macOS, and Linux that allows users to remain anonymous while doing things like file sharing,
hosting websites, and communicating. The service, which is [...] The post Onionshare: Safe Communications
Stand Used By Journalists And Whistleblowers Covers Data Exposure Bug appeared first on Dark Web Link
Deep web Onion Links | Darknet News.
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Trend Micro Anti-Malware Blog

* Qur New Blog
* How Unsecure gRPC Implementations Can Compromise APIs, Applications

* XCSSET Mac Malware: Infects Xcode Projects, Performs UXSS Attack on Safari, Other Browsers, Leverages
* August Patch Tuesday Fixes Critical IE, Important Windows Vulnerabilities Exploited in the Wild

* Water Nue Phishing Campaign Targets C-Suite's Office 365 Accounts

* Mirai Botnet Exploit Weaponized to Attack loT Devices via CVE-2020-5902

* Ensiko: A Webshell With Ransomware Capabilities

* Updates on ThiefQuest, the Quickly-Evolving macOS Malware

* Patch Tuesday: Fixes for 'Wormable' Windows DNS Server RCE, SharePoint Flaws

* New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173

RisklQ

* Retailers Using WooCommerce are at Risk of Magecart Attacks

* 5 Tips to Stay on the Offensive and Safequard Your Attack Surface

* New E-Commerce Cybersecurity Guide Helps Brands be Proactive This Holiday Shopping Season

* New Aggah Campaign Hijacks Clipboards to Replace Cryptocurrency Addresses

* The Vagabon Kit Highlights 'Frankenstein' Trend in Phishing

* Watch On-Demand: Five Security Intelligence Must-Haves For Next-Gen Attack Surface Management
* Discord CDN Abuse Found to Deliver 27 Unique Malware Types

* The Threat Landscape is Dynamic and Ever-Changing - Can You Keep Up?

* Mana Tools: A Malware C2 Panel with a Past

* What 10,000 Analysts Showed Us About the State of Threat Hunting

FireEye

* Update on Log4Shell's Impact on Rapid7 Solutions and Systems

* Hacky Holidays: Celebrating the Best of Security Nation [Video]

* Driver-Based Attacks: Past and Present

* Metasploit Wrap-Up

* Widespread Exploitation of Critical Remote Code Execution in Apache Log4j
* Stay Ahead of Threats With Cloud Workload Protection

* 2022 Planning: Simplifying Complex Cybersecurity Regulations

* A Dream Team-Up: Integrate InsightAppSec With ServiceNow ITSM

* Patch Now: SonicWall Fixes Multiple Vulnerabilities in SMA 100 Devices

* Demystifying XDR: A Forrester Analyst Lays the Foundation
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Advisories
US-Cert Alerts & bulletins

* CISA Creates Webpage for Apache Log4j Vulnerability CVE-2021-44228

* CISA Adds Thirteen Known Exploited Vulnerabilities to Catalog

* Apache Releases Log4j Version 2.15.0 to Address Critical RCE Vulnerability Under Exploitation

* CISA Releases Security Advisory for Hillrom Welch Allyn Cardiology Products

* Cisco Releases Security Advisory for Multiple Products Affected by Apache HTTP Server Vulnerabilities
* CISA Releases Guidance on Protecting Organization-Run Social Media Accounts

* SonicWall Releases Security Advisory for SMA 100 Series Appliances

* Mozilla Releases Security Updates for Firefox, Firefox ESR, and Thunderbird

* AA21-336A: APT Actors Exploiting CVE-2021-44077 in Zoho ManageEngine ServiceDesk Plus

* AA21-321A: Iranian Government-Sponsored APT Cyber Actors Exploiting Microsoft Exchange and Fortinet V
* Vulnerability Summary for the Week of December 6, 2021

* Vulnerability Summary for the Week of November 29, 2021

Zero Day Initiative Advisories

ZDI-CAN-16050: Microsoft

A CVSS score 4.5 (AV:L/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Eduardo Braun
Prado' was reported to the affected vendor on: 2021-12-10, 3 days ago. The vendor is given until 2022-04-09 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15761: Microsoft

A CVSS score 4.2 (AV:L/IAC:L/PR:H/UI:N/S:U/C:L/I:L/A:L) severity vulnerability discovered by '‘Anonymous' was
reported to the affected vendor on: 2021-12-10, 3 days ago. The vendor is given until 2022-04-09 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15465: Microsoft

A CVSS score 7.0 (AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Eduardo Braun
Prado' was reported to the affected vendor on: 2021-12-10, 3 days ago. The vendor is given until 2022-04-09 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-16120: Oracle

A CVSS score 6.5 (AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/A:L) severity vulnerability discovered by 'Reno Robert
and Lucas Leong (@_wmliang_) of Trend Micro Zero Day Initiative' was reported to the affected vendor on:
2021-12-10, 3 days ago. The vendor is given until 2022-04-09 to publish a fix or workaround. Once the vendor
has created and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-16033: Microsoft

A CVSS score 2.7 (AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Alex Birnberg
of Zymo Security' was reported to the affected vendor on: 2021-12-10, 3 days ago. The vendor is given until
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2022-04-09 to publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate
the release of a public advisory.

ZDI-CAN-15698: Adobe

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-15754: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kdot' was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15861: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich’ was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15966: lvanti

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘chudy' was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15919: Ivanti

A CVSS score 7.5 (AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:H/A:N) severity vulnerability discovered by ‘chudy' was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15987: Foxit

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Rich' was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15967: lvanti

A CVSS score 6.5 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'chudy’ was
reported to the affected vendor on: 2021-12-08, 5 days ago. The vendor is given until 2022-04-07 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-16072: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16073: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Qi Sun and
Robert Ai of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16076: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
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(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16074: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I1:N/A:N) severity vulnerability discovered by 'Qi Sun and
Robert Ai of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16075: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-16084: Apple

A CVSS score 3.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Mickey Jin
(@patchlt) of Trend Micro' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-15764: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kdot' was
reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15359: GE

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kimiya' was
reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14733: SAP

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Jaanus
K\xc3\xa4\xc3\xa4p, Clarified Security' was reported to the affected vendor on: 2021-12-03, 10 days ago. The
vendor is given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a
patch we will coordinate the release of a public advisory.

ZDI-CAN-15484: Omron

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'xinali' was
reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-15730: Microsoft

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'kdot' was
reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is given until 2022-04-02 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-14868: KOYO

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by "Tran Van
Khang - khangkito (VinCSS)' was reported to the affected vendor on: 2021-12-03, 10 days ago. The vendor is
given until 2022-04-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.
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Packet Storm Security - Latest Advisories

Red Hat Security Advisory 2021-5082-01

Red Hat Security Advisory 2021-5082-01 - Samba is an open-source implementation of the Server Message
Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information.

Red Hat Security Advisory 2021-5002-01

Red Hat Security Advisory 2021-5002-01 - Red Hat OpenShift Container Platform is Red Hat's cloud computing
Kubernetes application platform solution designed for on-premise or private cloud deployments. This advisory
contains the RPM packages for Red Hat OpenShift Container Platform 4.9.11.

Red Hat Security Advisory 2021-5080-01

Red Hat Security Advisory 2021-5080-01 - Mailman is a program used to help manage e-mail discussion lists.
Issues addressed include bypass and cross site request forgery vulnerabilities.

Ubuntu Security Notice USN-5186-1

Ubuntu Security Notice 5186-1 - Multiple security issues were discovered in Firefox. If a user were tricked into
opening a specially crafted website, an attacker could potentially exploit these to cause a denial of service,
obtain sensitive information, conduct spoofing attacks, bypass CSP restrictions, or execute arbitrary code. A
security issue was discovered with the handling of WebExtension permissions. If a user were tricked into
installing a specially crafted extension, an attacker could potentially exploit this to create and install a service
worker that wouldn't be uninstalled with the extension. Various other issues were also addressed.

Red Hat Security Advisory 2021-5070-02

Red Hat Security Advisory 2021-5070-02 - An update for python-django20 is now available for Red Hat
OpenStack Platform 16.1 (Train). Issues addressed include local file inclusion, remote file inclusion, server-side
request forgery, and traversal vulnerabilities.

Red Hat Security Advisory 2021-5072-01

Red Hat Security Advisory 2021-5072-01 - A highly-available key value store for shared configuration.

Red Hat Security Advisory 2012-5055-03

Red Hat Security Advisory 2012-5055-03 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.4.0. Issues addressed include buffer overflow, bypass, denial of
service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5071-01

Red Hat Security Advisory 2021-5071-01 - Eventlet is a networking library written in Python. It achieves high
scalability by using non-blocking io while at the same time retaining high programmer usability by using
coroutines to make the non-blocking io operations appear blocking at the source code level. Issues addressed
include a denial of service vulnerability.

Red Hat Security Advisory 2021-5065-05

Red Hat Security Advisory 2021-5065-05 - The Advanced Virtualization module provides the user-space
component for running virtual machines that use KVM in environments managed by Red Hat products.

Red Hat Security Advisory 2021-5047-02

Red Hat Security Advisory 2021-5047-02 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.4.0. Issues addressed include buffer overflow, bypass, denial of
service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5036-04

Red Hat Security Advisory 2021-5036-04 - The Advanced Virtualization module provides the user-space
component for running virtual machines that use KVM in environments managed by Red Hat products. Issues
addressed include a use-after-free vulnerability.

Ubuntu Security Notice USN-5183-1

Ubuntu Security Notice 5183-1 - Julian Rauchberger discovered that BlueZ incorrectly handled memory when
processing SDP attribute requests. A remote attacker could use this issue to cause BlueZ to crash, leading to a
denial of service, or possibly execute arbitrary code.
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Red Hat Security Advisory 2021-5045-02

Red Hat Security Advisory 2021-5045-02 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.4.0. Issues addressed include buffer overflow, bypass, denial of
service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5048-02

Red Hat Security Advisory 2021-5048-02 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.4.0. Issues addressed include buffer overflow, bypass, denial of
service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5046-03

Red Hat Security Advisory 2021-5046-03 - Mozilla Thunderbird is a standalone mail and newsgroup client. This
update upgrades Thunderbird to version 91.4.0. Issues addressed include buffer overflow, bypass, denial of
service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5038-04

Red Hat Security Advisory 2021-5038-04 - Red Hat Advanced Cluster Management for Kubernetes 2.2.10
images Red Hat Advanced Cluster Management for Kubernetes provides the capabilities to address common
challenges that administrators and site reliability engineers face as they work across a range of public and
private cloud environments. Clusters and applications are all visible and managed from a single console
&mdash; with security policy built in. This advisory contains the container images for Red Hat Advanced
Cluster Management for Kubernetes, which provide security fixes, bug fixes and container upgrades. Issues
addressed include a bypass vulnerability.

Red Hat Security Advisory 2021-5053-03

Red Hat Security Advisory 2021-5053-03 - The redhat-virtualization-host packages provide the Red Hat
Virtualization Host. These packages include redhat-release-virtualization-host. Red Hat Virtualization Hosts are
installed using a special build of Red Hat Enterprise Linux with only the packages required to host virtual
machines. RHVH features a Cockpit user interface for monitoring the host's resources and performing
administrative tasks. Issues addressed include a use-after-free vulnerability.

Red Hat Security Advisory 2021-5030-01

Red Hat Security Advisory 2021-5030-01 - IBM Java SE version 8 includes the IBM Java Runtime Environment
and the IBM Java Software Development Kit. This update upgrades IBM Java SE 8 to version 8 SR7.

Red Hat Security Advisory 2021-5014-03

Red Hat Security Advisory 2021-5014-03 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 91.4.0 ESR.
Issues addressed include buffer overflow, bypass, denial of service, and spoofing vulnerabilities.

Ubuntu Security Notice USN-5180-1

Ubuntu Security Notice 5180-1 - It was discovered that Mailman incorrectly handled CSRF tokens. A remote list
member or moderator could possibly use their own token to craft an admin request CSRF attack and set a new
admin password or make other changes.

Red Hat Security Advisory 2021-5017-03

Red Hat Security Advisory 2021-5017-03 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 91.4.0 ESR.
Issues addressed include buffer overflow, bypass, denial of service, and spoofing vulnerabilities.

Red Hat Security Advisory 2021-5016-03

Red Hat Security Advisory 2021-5016-03 - Mozilla Firefox is an open-source web browser, designed for
standards compliance, performance, and portability. This update upgrades Firefox to version 91.4.0 ESR.
Issues addressed include buffer overflow, bypass, denial of service, and spoofing vulnerabilities.

Ubuntu Security Notice USN-5168-4

Ubuntu Security Notice 5168-4 - USN-5168-3 fixed a vulnerability in NSS. Unfortunately that update introduced
a regression that could break SSL connections. This update fixes the problem. Tavis Ormandy discovered that
NSS incorrectly handled verifying DSA/RSA-PSS signatures. A remote attacker could use this issue to cause
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NSS to crash, resulting in a denial of service, or possibly execute arbitrary code. Various other issues were
also addressed.

Red Hat Security Advisory 2021-5006-04

Red Hat Security Advisory 2021-5006-04 - The redhat-virtualization-host packages provide the Red Hat
Virtualization Host. These packages include redhat-release-virtualization-host, ovirt-node, and rhev-hypervisor.
Red Hat Virtualization Hosts are installed using a special build of Red Hat Enterprise Linux with only the
packages required to host virtual machines. RHVH features a Cockpit user interface for monitoring the host's
resources and performing administrative tasks.
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