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CYBER WEEKLY AWARENESS REPORT

May 8, 2023

The Cyber WAR (Weekly Awareness Report) is an Open Source Intelligence AKA OSINT resource focusing on advanced
persistent threats and other digital dangers received by over ten thousand individuals. APTSs fit into a cybercrime category
directed at both business and political targets. Attack vectors include system compromise, social engineering, and even
traditional espionage. Included are clickable links to news stories, vulnerabilities, exploits, & other industry risk.
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* Free Cyberforensics Training - CSI Linux Basics

Download the distro and take the course to learn what CSI Linux can add to your arsenal. This include a case
management solution, document templates (reports and legal docs), and more GUI options for gathering digital evidence
while storing it to the ongoing case.

https://training.csilinux.com/course/view.php?id=5

** Qur active Facebook group discusses the gambit of cyber security issues. Join the Cyber Secrets Facebook group here.



https://www.informationwarfarecenter.com
https://amzn.to/2UuIG9B
https://www.youtube.com/channel/UCVjF2YkyJ8C9HUIGgdMXybg?sub_confirmation=1
https://amzn.to/3j1Qk5o
https://amzn.to/3kKZHqF
https://amzn.to/3rJilnL
https://amzn.to/36drn3k
https://training.csilinux.com/course/view.php?id=5
https://www.facebook.com/groups/cybersecrets/
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LATEST NEWS

Packet Storm Security

* Ransomware Watchers Are Finding Creative Ways To Track Attacks

* Banks Warn Of Big Increase In Online Scams

* DEF CON To Set Thousands Of Hackers Loose On LLMs

* Twitter Admits To Security Incident Involving Circles Tweets

* Capita Admits Some Pension Data Likely Accessed In March Breach

* Cisco Warns RCE Bug In EOL IP Phone Adapters Won't Get Patched

* China Labels USA Empire Of Hacking Based On Old Wikileaks Dump

* Tennessee Health System Stops All Operations Amid Cyberattack Recovery

* Senator Asks Big Banks How They're Going To Stop Al Cloned Voices From Breaking Into Banks
* Ex-Uber CSO Gets Probation For Covering Up Theft Of Data On Millions Of People

* TikTok Spied On Me. Why?

* Google Will Retire Chrome's HTTPS Padlock Icon Because No One Knows What It Means
* Operation SpecTor Smashes Global Dark Web Drug Empire

* ETC Says Facebook Broke Terms Of $5B Data Privacy Settlement

* Facebook Cracks Down On Malware Actors Targeting Biz Accounts

* Go Ahead, Forget That Password. Use A Passkey Instead, Says Google

* Mirai Botnet Loves Exploiting Your Unpatched TP-Link Routers

* Microsoft Warns Iran Increasing Its Cyber Influence Operations

* Tor Project, LGBTQ Groups, And CDT Sound Alarm Over Efforts To Weaken Encryption
* Meta Says ChatGPT-Related Malware Is On The Rise

* Apple Uses Rapid Security Response Feature For The First Time

* T-Mobile Promises Better Security After Year's Second Breach

* White House To Study Employer Tools That Monitor Workers

* Al Godfather Geoffrey Hinton Warns Of Dangers As He Quits Google

* Russia's APT28 Targets Ukraine With Bogus Windows Updates

Krebs on Security

* $10M Is Yours If You Can Get This Guy to Leave Russia

* Promising Jobs at the U.S. Postal Service, 'US Job Services' Leaks Customer Data
* Many Public Salesforce Sites are Leaking Private Data

* 3CX Breach Was a Double Supply Chain Compromise

* Giving a Face to the Malware Proxy Service 'Faceless'

* Why is 'Juice Jacking' Suddenly Back in the News?

* Microsoft (& Apple) Patch Tuesday, April 2023 Edition

* EBI Seizes Bot Shop 'Genesis Market' Amid Arrests Targeting Operators, Suppliers
* A Serial Tech Investment Scammer Takes Up Coding?

* German Police Raid DDoS-Friendly Host 'FlyHosting'



https://packetstormsecurity.com/news/view/34592/Ransomware-Watchers-Are-Finding-Creative-Ways-To-Track-Attacks.html
https://packetstormsecurity.com/news/view/34591/Banks-Warn-Of-Big-Increase-In-Online-Scams.html
https://packetstormsecurity.com/news/view/34590/DEF-CON-To-Set-Thousands-Of-Hackers-Loose-On-LLMs.html
https://packetstormsecurity.com/news/view/34589/Twitter-Admits-To-Security-Incident-Involving-Circles-Tweets.html
https://packetstormsecurity.com/news/view/34588/Capita-Admits-Some-Pension-Data-Likely-Accessed-In-March-Breach.html
https://packetstormsecurity.com/news/view/34587/Cisco-Warns-RCE-Bug-In-EOL-IP-Phone-Adapters-Wont-Get-Patched.html
https://packetstormsecurity.com/news/view/34586/China-Labels-USA-Empire-Of-Hacking-Based-On-Old-Wikileaks-Dump.html
https://packetstormsecurity.com/news/view/34585/Tennessee-Health-System-Stops-All-Operations-Amid-Cyberattack-Recovery.html
https://packetstormsecurity.com/news/view/34584/Senator-Asks-Big-Banks-How-Theyre-Going-To-Stop-AI-Cloned-Voices-From-Breaking-Into-Banks.html
https://packetstormsecurity.com/news/view/34583/Ex-Uber-CSO-Gets-Probation-For-Covering-Up-Theft-Of-Data-On-Millions-Of-People.html
https://packetstormsecurity.com/news/view/34582/TikTok-Spied-On-Me.-Why.html
https://packetstormsecurity.com/news/view/34581/Google-Will-Retire-Chromes-HTTPS-Padlock-Icon-Because-No-One-Knows-What-It-Means.html
https://packetstormsecurity.com/news/view/34580/Operation-SpecTor-Smashes-Global-Dark-Web-Drug-Empire.html
https://packetstormsecurity.com/news/view/34579/FTC-Says-Facebook-Broke-Terms-Of-5B-Data-Privacy-Settlement.html
https://packetstormsecurity.com/news/view/34578/Facebook-Cracks-Down-On-Malware-Actors-Targeting-Biz-Accounts.html
https://packetstormsecurity.com/news/view/34577/Go-Ahead-Forget-That-Password.-Use-A-Passkey-Instead-Says-Google.html
https://packetstormsecurity.com/news/view/34576/Mirai-Botnet-Loves-Exploiting-Your-Unpatched-TP-Link-Routers.html
https://packetstormsecurity.com/news/view/34575/Microsoft-Warns-Iran-Increasing-Its-Cyber-Influence-Operations.html
https://packetstormsecurity.com/news/view/34574/Tor-Project-LGBTQ-Groups-And-CDT-Sound-Alarm-Over-Efforts-To-Weaken-Encryption.html
https://packetstormsecurity.com/news/view/34573/Meta-Says-ChatGPT-Related-Malware-Is-On-The-Rise.html
https://packetstormsecurity.com/news/view/34572/Apple-Uses-Rapid-Security-Response-Feature-For-The-First-Time.html
https://packetstormsecurity.com/news/view/34571/T-Mobile-Promises-Better-Security-After-Years-Second-Breach.html
https://packetstormsecurity.com/news/view/34570/White-House-To-Study-Employer-Tools-That-Monitor-Workers.html
https://packetstormsecurity.com/news/view/34569/AI-Godfather-Geoffrey-Hinton-Warns-Of-Dangers-As-He-Quits-Google.html
https://packetstormsecurity.com/news/view/34568/Russias-APT28-Targets-Ukraine-With-Bogus-Windows-Updates.html
https://krebsonsecurity.com/2023/05/10m-is-yours-if-you-can-get-this-guy-to-leave-russia/
https://krebsonsecurity.com/2023/05/promising-jobs-at-the-u-s-postal-service-us-job-services-leaks-customer-data/
https://krebsonsecurity.com/2023/04/many-public-salesforce-sites-are-leaking-private-data/
https://krebsonsecurity.com/2023/04/3cx-breach-was-a-double-supply-chain-compromise/
https://krebsonsecurity.com/2023/04/giving-a-face-to-the-malware-proxy-service-faceless/
https://krebsonsecurity.com/2023/04/why-is-juice-jacking-suddenly-back-in-the-news/
https://krebsonsecurity.com/2023/04/microsoft-apple-patch-tuesday-april-2023-edition/
https://krebsonsecurity.com/2023/04/fbi-seizes-bot-shop-genesis-market-amid-arrests-targeting-operators-suppliers/
https://krebsonsecurity.com/2023/04/a-serial-tech-investment-scammer-takes-up-coding/
https://krebsonsecurity.com/2023/03/german-police-raid-ddos-friendly-host-flyhosting/
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LATEST NEWS

Dark Reading

* Whiteford Taylor & Preston LLP Issues Notice of Data Incident

* Government, Industry Efforts to Thwart Ransomware Slowly Start to Pay Off

* 1M NextGen Patient Records Compromised in Data Breach

* Western Digital Confirms Customer Data Stolen in Ransomware Attack

* Why the 'Why' of a Data Breach Matters

* Why the FTX Collapse Was an ldentity Problem

* North Korean APT Uses Malicious Microsoft OneDrive Links to Spread New Malware

* KnowBe4 Launches Password Kit to Celebrate World Password Day

* Satori Unveils Universal Data Permissions Scanner, a Free Open Source Tool that Sheds Light on Data A
* Browser Isolation Adapts to Remote Work, Greater Cloud Usage

* Judge Spares Former Uber CISO Jail Time Over 2016 Data Breach Charges

* Apple Patches Bluetooth Flaw in AirPods, Beats

* Attackers Route Malware Activity Over Popular CDNs

* New White House Al Initiatives Include Al Software-Vetting Event at DEF CON

* 2 Years After Colonial Pipeline, US Critical Infrastructure Still Not Ready for Ransomware

* The (Security) Cost of Too Much Data Privacy

* Unifying XDR and SIEM Capabilities in 1 Platform

* Google Expands Passkey Support With Passwordless Authentication

* |[dentifying Compromised Data Can Be a Logistical Nightmare

* Autocrypt Releases Comprehensive Key Management Solution for Automotive Manufacturing

The Hacker News

* Join Our Webinar: Learn How to Defeat Ransomware with Identity-Focused Protection

* MSI Data Breach: Private Code Signing Keys Leaked on the Dark Web

* Western Digital Confirms Customer Data Stolen by Hackers in March Breach

* SideCopy Using Action RAT and AllaKore RAT to infiltrate Indian Organizations

* How to Set Up a Threat Hunting and Threat Intelligence Program

* CERT-UA Warns of Smokeloader and RoarBAT Malware Attacks Against Ukraine

* Dragon Breath APT Group Using Double-Clean-App Technique to Target Gambling Industry
* New Vulnerability in Popular WordPress Plugin Exposes Over 2 Million Sites to Cyberattacks
* New Android Malware 'FluHorse' Targeting East Asian Markets with Deceptive Tactics

* Hackers Targeting Italian Corporate Banking Clients with New Web-Inject Toolkit DrIBAN

* N. Korean Kimsuky Hackers Using New Recon Tool ReconShark in Latest Cyberattacks

* Lack of Visibility: The Challenge of Protecting Websites from Third-Party Scripts

* Packagist Repository Hacked: Over a Dozen PHP Packages with 500 Million Installs Compromised
* Fleckpe Android Malware Sneaks onto Google Play Store with Over 620,000 Downloads

* Cisco Warns of Vulnerability in Popular Phone Adapter, Urges Migration to Newer Model



https://www.darkreading.com/attacks-breaches/whiteford-taylor-preston-llp-issues-notice-of-data-incident
https://www.darkreading.com/attacks-breaches/government-industry-efforts-to-thwart-ransomware-start-to-pay-off-
https://www.darkreading.com/application-security/1m-nextgen-healthcare-patient-records-stolen-
https://www.darkreading.com/attacks-breaches/western-digital-confirms-its-customer-data-lifted-by-blackcat
https://www.darkreading.com/edge-articles/why-the-why-of-a-data-breach-matters
https://www.darkreading.com/operations/why-the-ftx-collapse-was-an-identity-problem
https://www.darkreading.com/attacks-breaches/north-korean-apt-uses-malicious-microsoft-onedrive-links-to-drop-new-malware
https://www.darkreading.com/application-security/knowbe4-launches-password-kit-to-celebrate-world-password-day
https://www.darkreading.com/application-security/satori-unveils-universal-data-permissions-scanner-a-free-open-source-tool-that-sheds-light-on-data-access-authorization
https://www.darkreading.com/dr-tech/browser-isolation-adapts-to-remote-work-greater-cloud-usage
https://www.darkreading.com/attacks-breaches/judge-spares-former-uber-ciso-jail-time-over-2016-data-breach-charges
https://www.darkreading.com/application-security/apple-patches-bluetooth-flaw-in-airpods-beats
https://www.darkreading.com/edge-threat-monitor/attackers-route-malware-activity-over-popular-cdns
https://www.darkreading.com/attacks-breaches/new-white-house-ai-initiatives-include-def-con-event
https://www.darkreading.com/ics-ot/2-years-after-colonial-pipeline-attack-us-critical-infrastructure-remains-as-vulnerable-to-ransomware
https://www.darkreading.com/vulnerabilities-threats/the-security-cost-of-too-much-data-privacy
https://www.darkreading.com/endpoint/unifying-xdr-and-siem-capabilities-in-1-platform
https://www.darkreading.com/dr-tech/google-expands-passkey-support-with-passwordless-authentication
https://www.darkreading.com/edge-articles/identifying-compromised-data-can-be-a-logistical-nightmare
https://www.darkreading.com/operations/autocrypt-releases-comprehensive-key-management-solution-for-automotive-manufacturing
https://thehackernews.com/2023/05/join-our-webinar-learn-how-to-defeat.html
https://thehackernews.com/2023/05/msi-data-breach-private-code-signing.html
https://thehackernews.com/2023/05/western-digital-confirms-customer-data.html
https://thehackernews.com/2023/05/sidecopy-using-action-rat-and-allakore.html
https://thehackernews.com/2023/05/how-to-set-up-threat-hunting-and-threat.html
https://thehackernews.com/2023/05/cert-ua-warns-of-smokeloader-and.html
https://thehackernews.com/2023/05/dragon-breath-apt-group-using-double.html
https://thehackernews.com/2023/05/new-vulnerability-in-popular-wordpress.html
https://thehackernews.com/2023/05/new-android-malware-fluhorse-targeting.html
https://thehackernews.com/2023/05/hackers-targeting-italian-corporate.html
https://thehackernews.com/2023/05/n-korean-kimsuky-hackers-using-new.html
https://thehackernews.com/2023/05/lack-of-visibility-challenge-of.html
https://thehackernews.com/2023/05/packagist-repository-hacked-over-dozen.html
https://thehackernews.com/2023/05/fleckpe-android-malware-sneaks-onto.html
https://thehackernews.com/2023/05/cisco-warns-of-vulnerability-in-popular.html
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LATEST NEWS

Security Week

* Google Releases Open Source Bazel Plugin for Container Image Security

* Ransomware Group Claims Attack on Constellation Software

* Vulnerability in Field Builder Plugin Exposes Over 2M WordPress Sites to Attacks
* Private Tweets Exposed Due to Twitter Circle Security Bug

* 1 Million Impacted by Data Breach at NextGen Healthcare

* $1.1M Paid to Resolve Ransomware Attack on California County

* Western Digital Confirms Ransomware Group Stole Customer Information

* Pro-Russian Hackers Claim Downing of French Senate Website

* New Android Trojans Infected Many Devices in Asia via Google Play, Phishing

* Google Launches New Cybersecurity Analyst Training Program

Infosecurity Magazine


https://www.securityweek.com/google-releases-open-source-bazel-plugin-for-container-image-security/
https://www.securityweek.com/ransomware-group-claims-attack-on-constellation-software/
https://www.securityweek.com/vulnerability-in-field-builder-plugin-exposes-over-2m-wordpress-sites-to-attacks/
https://www.securityweek.com/private-tweets-exposed-due-to-twitter-circle-security-bug/
https://www.securityweek.com/1-million-impacted-by-data-breach-at-nextgen-healthcare/
https://www.securityweek.com/1-1m-paid-to-resolve-ransomware-attack-on-california-county/
https://www.securityweek.com/western-digital-confirms-ransomware-group-stole-customer-information/
https://www.securityweek.com/pro-russian-hackers-claim-downing-of-french-senate-website/
https://www.securityweek.com/new-android-trojans-infected-many-devices-in-asia-via-google-play-phishing/
https://www.securityweek.com/google-launches-new-cybersecurity-analyst-training-program/
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LATEST NEWS

KnowBe4 Security Awareness Training Blog RSS Feed

* Comprehensive Anti-Phishing Mitigations: A Quick Overview

* Blocking Social Engineering by Foreign Bad Actors: The Role of the New Foreign Malign Influence Cente

* [Eye Opener] HTML Phishing Attacks Surge by 100% in 12 Months

* A Master Class on IT Security: Roger Grimes Teaches You Phishing Mitigation

* [New Feature] Show Your C-Suite the ROI of Security Awareness Training with KnowBe4 Executive Reports
* CNBC: Why Nearly 80% of Leaders are Increasing Cybersecurity Spend

* Response-Based Business Email Compromise Contributes to 97% of Attacks

* Global Cyber Attacks Continue to Rise as Q1 Sees a 7% Increase

* Ransomware Attacks Surge 91% in a Single Month to Reach an All-Time High

* Walmart Jumps to Top of the List of the Worlds Most Impersonated Brands Used in Phishing Attacks

ISC2.0org Blog
Unfortunately, at the time of this report, the ISC2 Blog resource was not availible.
HackRead

* Cyberpress Launches Cybersecurity Press Release Distribution Platform
* Transferring WhatsApp Data Between Android and iPhone [2023]

* Cyberpress Launches Cybersecurity Press Release Distribution Platform
* Seized: 9 Crypto Laundering Sites Used by Ransomware Gangs

* What are Residential proxies and what is their use?

* Card Skimmers and ATMs Used to Drain EBT Accounts in SoCal

* Mullvad VPN's Office Raided By Police for User Data

Koddos

* Cyberpress Launches Cybersecurity Press Release Distribution Platform
* Transferring WhatsApp Data Between Android and iPhone [2023]

* Cyberpress Launches Cybersecurity Press Release Distribution Platform
* Seized: 9 Crypto Laundering Sites Used by Ransomware Gangs

* What are Residential proxies and what is their use?

* Card Skimmers and ATMs Used to Drain EBT Accounts in SoCal

* Mullvad VPN's Office Raided By Police for User Data



https://blog.knowbe4.com/anti-phishing-mitigations-overview
https://blog.knowbe4.com/blocking-social-engineering-by-foreign-bad-actors-the-role-of-the-new-foreign-malign-influence-center
https://blog.knowbe4.com/eye-opener-html-phishing-attacks-surge-by-100-in-12-months
https://blog.knowbe4.com/master-class-phishing-mitigation
https://blog.knowbe4.com/security-awareness-training-executive-reports
https://blog.knowbe4.com/cnbc-nearly-80-leaders-increasing-cybersecurity-spend
https://blog.knowbe4.com/response-based-business-email-compromise
https://blog.knowbe4.com/global-cyber-attacks-rise
https://blog.knowbe4.com/ransomware-attacks-surge
https://blog.knowbe4.com/worlds-most-impersonated-brands-phishing
https://www.hackread.com/cyberpress-launches-cybersecurity-press-release-distribution-platform-3/
https://www.hackread.com/transfer-whatsapp-data-android-iphone/
https://www.hackread.com/cyberpress-launches-cybersecurity-press-release-distribution-platform-2/
https://www.hackread.com/9-cryptocurrency-laundering-sites-seized/
https://www.hackread.com/what-are-residential-proxies-their-use/
https://www.hackread.com/card-skimmers-atms-drain-ebt-accounts-socal/
https://www.hackread.com/mullvad-vpn-office-raided-police-user-data/
https://www.hackread.com/cyberpress-launches-cybersecurity-press-release-distribution-platform-3/
https://www.hackread.com/transfer-whatsapp-data-android-iphone/
https://www.hackread.com/cyberpress-launches-cybersecurity-press-release-distribution-platform-2/
https://www.hackread.com/9-cryptocurrency-laundering-sites-seized/
https://www.hackread.com/what-are-residential-proxies-their-use/
https://www.hackread.com/card-skimmers-atms-drain-ebt-accounts-socal/
https://www.hackread.com/mullvad-vpn-office-raided-police-user-data/
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LATEST NEWS

Naked Security

* PHP Packagist supply chain poisoned by hacker "looking for a job"

* S3 Ep133: Apple takes "tight-lipped"” to a whole new level

* World Password Day:2+2=4

* Tracked by hidden tags? Apple and Google unite to propose safety and security standards&hellip;

* Apple delivers first-ever Rapid Security Response "cyberattack” patch - leaves some users confused
* Mac malware-for-hire steals passwords and cryptocoins, sends "crime logs" via Telegram

* Google wins court order to force ISPs to filter botnet traffic

* S3 Ep132: Proof-of-concept lets anyone hack at will

* Google leaking 2FA secrets - researchers advise against new "account sync" feature for now

* PaperCut security vulnerabilities under active attack - vendor urges customers to patch

Threat Post

* Student Loan Breach Exposes 2.5M Records

* Watering Hole Attacks Push ScanBox Keylogger

* Tentacles of 'Oktapus' Threat Group Victimize 130 Firms

* Ransomware Attacks are on the Rise

* Cybercriminals Are Selling Access to Chinese Surveillance Cameras
* Twitter Whistleblower Complaint: The TL;DR Version

* Firewall Bug Under Active Attack Triggers CISA Warning

* Fake Reservation Links Prey on Weary Travelers

* iPhone Users Urged to Update to Patch 2 Zero-Days

* Google Patches Chrome's Fifth Zero-Day of the Year

Null-Byte

* These High-Quality Courses Are Only $49.99

* How to Perform Advanced Man-in-the-Middle Attacks with Xerosploit

* The Best-Selling VPN Is Now on Sale

* Unlock Facial Detection & Recognition on the Inexpensive ESP32-Based Wi-Fi Spy Camera
* Learn C# & Start Designing Games & Apps

* How to Set Up a Wi-Fi Spy Camera with an ESP32-CAM

* Get a Jump Start into Cybersecurity with This Bundle

* Hack Networks & Devices Right from Your Wrist with the Wi-Fi Deauther Watch

* This Top-Rated Course Will Make You a Linux Master

* Fingerprint Web Apps & Servers for Better Recon & More Successful Hacks



https://nakedsecurity.sophos.com/2023/05/05/php-packagist-supply-chain-poisoned-by-hacker-looking-for-a-job/
https://nakedsecurity.sophos.com/2023/05/04/s3-ep133-apple-takes-tight-lipped-to-a-whole-new-level/
https://nakedsecurity.sophos.com/2023/05/04/world-password-day-2-2-4/
https://nakedsecurity.sophos.com/2023/05/03/tracked-by-hidden-tags-apple-and-google-unite-to-propose-safety-and-security-standards/
https://nakedsecurity.sophos.com/2023/05/01/apple-delivers-first-ever-rapid-security-response-cyberattack-patch-leaves-some-users-confused/
https://nakedsecurity.sophos.com/2023/04/30/mac-malware-for-hire-steals-passwords-and-cryptocoins-sends-crime-logs-via-telegram/
https://nakedsecurity.sophos.com/2023/04/28/google-wins-court-order-to-force-isps-to-filter-botnet-traffic/
https://nakedsecurity.sophos.com/2023/04/27/s3-ep132-proof-of-concept-lets-anyone-hack-at-will/
https://nakedsecurity.sophos.com/2023/04/26/google-leaking-2fa-secrets-researchers-advise-against-new-account-sync-feature-for-now/
https://nakedsecurity.sophos.com/2023/04/25/papercut-security-vulnerabilities-under-active-attack-vendor-urges-customers-to-patch/
https://threatpost.com/student-loan-breach-exposes-2-5m-records/180492/
https://threatpost.com/watering-hole-attacks-push-scanbox-keylogger/180490/
https://threatpost.com/0ktapus-victimize-130-firms/180487/
https://threatpost.com/ransomware-attacks-are-on-the-rise/180481/
https://threatpost.com/cybercriminals-are-selling-access-to-chinese-surveillance-cameras/180478/
https://threatpost.com/twitter-whistleblower-tldr-version/180472/
https://threatpost.com/firewall-bug-under-active-attack-cisa-warning/180467/
https://threatpost.com/reservation-links-prey-on-travelers/180462/
https://threatpost.com/iphone-users-urged-to-update-to-patch-2-zero-days-under-attack/180448/
https://threatpost.com/google-patches-chromes-fifth-zero-day-of-the-year/180432/
https://null-byte.wonderhowto.com/how-to/these-high-quality-courses-are-only-49-99-0384714/
https://null-byte.wonderhowto.com/how-to/perform-advanced-man-middle-attacks-with-xerosploit-0384705/
https://null-byte.wonderhowto.com/how-to/best-selling-vpn-is-now-sale-0384691/
https://null-byte.wonderhowto.com/how-to/unlock-facial-detection-recognition-inexpensive-esp32-based-wi-fi-spy-camera-0294952/
https://null-byte.wonderhowto.com/how-to/learn-c-start-designing-games-apps-0384675/
https://null-byte.wonderhowto.com/how-to/set-up-wi-fi-spy-camera-with-esp32-cam-0246590/
https://null-byte.wonderhowto.com/how-to/get-jump-start-into-cybersecurity-with-bundle-0384648/
https://null-byte.wonderhowto.com/how-to/hack-networks-devices-right-from-your-wrist-with-wi-fi-deauther-watch-0296283/
https://null-byte.wonderhowto.com/how-to/top-rated-course-will-make-you-linux-master-0384628/
https://null-byte.wonderhowto.com/how-to/fingerprint-web-apps-servers-for-better-recon-more-successful-hacks-0302807/
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LATEST NEWS

IBM Security Intelligence

* How the ZeuS Trojan Info Stealer Changed Cybersecurity

* Why Robot Vacuums Have Cameras (and What to Know About Them)
* What "Beginner” Skills do Security Leaders Need to Refresh?

* 79% of Cyber Pros Make Decisions Without Threat Intelligence

* |s Your Critical SaaS Data Secure?

* Rationalizing Your Hybrid Cloud Security Tools

* ChatGPT Confirms Data Breach, Raising Security Concerns

* Expert Insights on the X-Force Threat Intelligence Index

* How Morris Worm Command and Control Changed Cybersecurity

* Why People Skills Matter as Much as Industry Experience

InfoWorld

* Somehow OpenSearch has succeeded

* Kubernetes cost management for the real world

* Visual Studio Code 1.78 debuts profile templates for Python, Java, Angular

* Configure finops processes with the right metrics

* Databricks doubles down in India with staff hires, new R&D hub

* JDK 21: The new features in Java 21

* DataStax's new LunaML to support Kaskada deployment

* ServiceNow, Hugging Face's free StarCoder LLM takes on Copilot, CodeWhisperer
* R tutorials: Learn R programming for data science

* Databricks acquires Al-centric Okera to aid data governance in LLMs

C4ISRNET - Media for the Intelligence Age Military

* Unmanned program could suffer if Congress blocks F-22 retirements, Hunter says

* UK to test Sierra Nevada's high-flying spy balloons

* Babcock inks deals to pitch Israeli tech for British radar, air defense programs

* This infantry squad vehicle is getting a laser to destroy drones

* As Ukraine highlights value of killer drones, Marine Corps wants more

* Army Space, Cyber and Special Operations commands form 'triad' to strike anywhere, anytime
* Shell companies purchase radioactive materials, prompting push for nuclear licensing reform

* Marine regiment shows off capabilities at RIMPAC ahead of fall experimentation blitz

* Maxar to aid L3Harris in tracking missiles from space

* US Army's 'Lethality Task Force' looks to save lives with Al



https://securityintelligence.com/articles/how-the-zeus-trojan-info-stealer-changed-cybersecurity/
https://securityintelligence.com/articles/why-robot-vacuums-have-cameras-what-to-know/
https://securityintelligence.com/articles/what-beginner-skills-should-security-leaders-refresh/
https://securityintelligence.com/articles/79-percent-of-cyber-pros-make-decisions-without-threat-intelligence/
https://securityintelligence.com/posts/is-your-critical-saas-data-secure/
https://securityintelligence.com/posts/rationalizing-your-hybrid-cloud-security-tools/
https://securityintelligence.com/articles/chatgpt-confirms-data-breach/
https://securityintelligence.com/posts/expert-insights-x-force-threat-intelligence-index/
https://securityintelligence.com/articles/how-morris-worm-changed-cybersecurity/
https://securityintelligence.com/articles/why-people-skills-matter/
https://www.infoworld.com/article/3695576/somehow-opensearch-has-succeeded.html#tk.rss_all
https://www.infoworld.com/article/3695569/kubernetes-cost-management-for-the-real-world.html#tk.rss_all
https://www.infoworld.com/article/3695770/visual-studio-code-178-debuts-profile-templates-for-python-java-angular.html#tk.rss_all
https://www.infoworld.com/article/3695531/configure-finops-processes-with-the-right-metrics.html#tk.rss_all
https://www.infoworld.com/article/3695574/databricks-doubles-down-in-india-with-staff-hires-new-randd-hub.html#tk.rss_all
https://www.infoworld.com/article/3689880/jdk-21-the-new-features-in-java-21.html#tk.rss_all
https://www.infoworld.com/article/3695736/datastax-s-new-lunaml-to-support-kaskada-deployment.html#tk.rss_all
https://www.infoworld.com/article/3695530/servicenow-hugging-faces-free-starcoder-llm-takes-on-copilot-codewhisperer.html#tk.rss_all
https://www.infoworld.com/article/3411819/do-more-with-r-video-tutorials.html#tk.rss_all
https://www.infoworld.com/article/3695688/databricks-acquires-ai-centric-okera-to-aid-data-governance-in-llms.html#tk.rss_all
https://www.c4isrnet.com/air/2022/08/11/unmanned-program-could-suffer-if-congress-blocks-f-22-retirements-hunter-says/
https://www.c4isrnet.com/2022/08/11/uk-to-test-sierra-nevadas-high-flying-spy-balloons/
https://www.defensenews.com/industry/2022/08/11/babcock-inks-deals-to-pitch-israeli-tech-for-british-radar-air-defense-programs/
https://www.defensenews.com/digital-show-dailies/smd/2022/08/11/this-infantry-squad-vehicle-is-getting-a-laser-to-destroy-drones/
https://www.marinecorpstimes.com/news/your-marine-corps/2022/08/11/as-ukraine-highlights-value-of-killer-drones-the-marine-corps-is-asking-for-more/
https://www.defensenews.com/smr/space-missile-defense/2022/08/11/army-space-cyber-and-special-operations-commands-form-triad-to-strike-anywhere-anytime/
https://www.defensenews.com/congress/2022/08/10/shell-companies-purchase-radioactive-materials-prompting-push-for-nuclear-licensing-reform/
https://www.defensenews.com/battlefield-tech/2022/08/10/marine-regiment-shows-off-capabilities-at-rimpac-ahead-of-fall-experimentation-blitz/
https://www.c4isrnet.com/battlefield-tech/space/2022/08/10/maxar-to-aid-l3harris-in-tracking-missiles-from-space/
https://www.c4isrnet.com/2022/08/10/us-army-lethality-task-force-looks-to-ai-to-decrease-casualties/

The Hacker Corner

Conferences

* 5 Things That Make The DEF CON Experience Special

* The 5 Most Controversial DEF CON Talks Of All Time

* 6 Notable DEF CON Moments

* Best Al Conferences To Attend in 2023

* How To Organize A Conference? Here's How To Get It Right!
* Virtual Conferences Marketing & Technology

* How To Plan an Event Marketing Strategy

* Zero Trust Cybersecurity Companies

* Types of Major Cybersecurity Threats In 2022

* The Five Biggest Trends In Cybersecurity In 2022

Google Zero Day Project

* Release of a Technical Report into Intel Trust Domain Extensions
* Multiple Internet to Baseband Remote Code Execution Vulnerabilities in Exynos Modems

Capture the Flag (CTF)

CTF Time has links to a lot of current Capture the Flag competitions and information on past events. Below is
a list if CTFs they have on thier calendar.

* mOleCon CTF 2023 Teaser

* HackDay Final 2023

* HackTM CTF Finals 2023

* HeroCTF v5

* Crypt_Find

* p4ctf 2023 teaser

* Challenge the Cyber - Aquatic Adventure
* VolgaCTF 2023 Qualifier

* DeadSec CTF 2023

* Grey Cat The Flag 2023 Qualifiers

VulnHub Downloadable CTFs for your Cyber Range (Most use VirtualBox)

* Matrix-Breakout: 2 Morpheus
* Web Machine: (N7)
* The Planets: Earth

* Jangow: 1.0.1
*Red: 1



https://infosec-conferences.com/def-con-experience/
https://infosec-conferences.com/controversial-def-con-talks/
https://infosec-conferences.com/notable-def-con-moments/
https://infosec-conferences.com/ai-conferences/
https://infosec-conferences.com/how-to-organize-a-conference/
https://infosec-conferences.com/virtual-conferences-marketing-technology/
https://infosec-conferences.com/event-marketing-strategy/
https://infosec-conferences.com/zero-trust-cybersecurity-companies/
https://infosec-conferences.com/threats-and-related-conferences/
https://infosec-conferences.com/biggest-trends-in-cybersecurity-in-2022/
https://googleprojectzero.blogspot.com/2023/04/technical-report-into-intel-tdx.html
https://googleprojectzero.blogspot.com/2023/03/multiple-internet-to-baseband-remote-rce.html
https://ctftime.org/event/1898
https://ctftime.org/event/1870
https://ctftime.org/event/1971
https://ctftime.org/event/1951
https://ctftime.org/event/1977
https://ctftime.org/event/1976
https://ctftime.org/event/1906
https://ctftime.org/event/1847
https://ctftime.org/event/1962
https://ctftime.org/event/1938
https://www.vulnhub.com/entry/matrix-breakout_2-morpheus,757/
https://www.vulnhub.com/entry/web-machine_n7,756/
https://www.vulnhub.com/entry/the-planets_earth,755/
https://www.vulnhub.com/entry/jangow_101,754/
https://www.vulnhub.com/entry/red_1,753/

Tools & Techniques

Packet Storm Security Tools Links

* Clam AntiVirus Toolkit 1.1.0

* MIMEDefang Email Scanner 3.4.1

* MIMEDefang Email Scanner 3.4

* FortiGate Brute Forcer

* American Fuzzy Lop plus plus 4.06¢
*[2P 2.2.1

* Suricata IDPE 6.0.11

* Wireshark Analyzer 4.0.5

* Faraday 4.3.5
* Zeek 5.0.8

Kali Linux Tutorials

* Wifi_Db : Script To Parse Aircrack-ng Captures To A SQLite Database

* Seekr : A Multi-Purpose OSINT Toolkit With A Neat Web-Interface

* Grepmarx : A Source Code Static Analysis Platform For AppSec Enthusiasts

* Shoggoth - Asmijit Based Polymorphic Encryptor

* CMLoot : Find Interesting Files Stored On (System Center) Configuration Manager (SCCM/CM) SMB Shares
* RedditC2 : Abusing Reddit APl To Host The C2 Traffic

* Noseyparker : Find Secrets And Sensitive Information In Textual Data And Git History

* MSI Dump : A Tool That Analyzes Malicious MSI Installation

* How to Use Social Engineering Toolkit(SET) - A Complete Guide

* Fingerprintx : Standalone Utility For Service Discovery On Open Ports!

GBHackers Analysis

* Microsoft Changed the Method of Naming the Hacker Groups

* Accidental 'write' Permissions In Alibaba PostgreSQL Let Attackers Access Sensitive Data
* Ex-Conti and FIN7 Hackers Team Up To Develop Domino Backdoor Malware

* ChatGPT Account Takeover Bug Allows Hackers To Gain User's Online Account

* Used Routers Fully Loaded With Corporate Secrets for Just $100



https://packetstormsecurity.com/files/172094/clamav-1.1.0.tar.gz
https://packetstormsecurity.com/files/172091/mimedefang-3.4.1.tar.gz
https://packetstormsecurity.com/files/172048/mimedefang-3.4.tar.gz
https://packetstormsecurity.com/files/171963/bfg.py.txt
https://packetstormsecurity.com/files/171907/AFLplusplus-4.06c.tar.gz
https://packetstormsecurity.com/files/171885/i2psource_2.2.1.tar.bz2
https://packetstormsecurity.com/files/171886/suricata-6.0.11.tar.gz
https://packetstormsecurity.com/files/171881/wireshark-4.0.5.tar.xz
https://packetstormsecurity.com/files/171880/faraday-4.3.5.tar.gz
https://packetstormsecurity.com/files/171840/zeek-5.0.8.tar.gz
https://kalilinuxtutorials.com/wifi_db/
https://kalilinuxtutorials.com/seekr/
https://kalilinuxtutorials.com/grepmarx/
https://kalilinuxtutorials.com/shoggoth/
https://kalilinuxtutorials.com/cmloot-find-interesting-files-stored-on-system-center-configuration-manager-sccm-cm-smb-shares/
https://kalilinuxtutorials.com/redditc2/
https://kalilinuxtutorials.com/noseyparker/
https://kalilinuxtutorials.com/msi-dump/
https://kalilinuxtutorials.com/social-engineering-toolkit-tutorial/
https://kalilinuxtutorials.com/fingerprintx-2/
https://gbhackers.com/microsoft-changed-taxonomy/
https://gbhackers.com/accidental-write-permissions-in-alibaba-postgresql/
https://gbhackers.com/domino/
https://gbhackers.com/chatgpt-account-takeover-bug/
https://gbhackers.com/used-routers-fully-loaded-with-corporate-secrets-for-just-100/

Weekly Cyber Security Video and Podcasts

SANS DFIR

* SANS Threat Analysis Rundown | Katie Nickels

* FOR498 - New Course Name, New Content & A Whole Lot of Actionable Intelligence in 90 min or less
* Cloud-Powered DFIR: Harnessing the cloud to improve investigator efficiency

* Breaking the Ransomware Tool Set: When a Threat Actor Opsec

Defcon Conference

* DEF CON 30 - Cesare Pizzi - Old Malware, New tools: Ghidra and Commodore 64

* DEF CON 30 BiC Village - Segun Olaniyan- Growth Systems for Cybersecurity Enthusiasts

* DEF CON 30 - Silk - DEF CON Memoarial Interview

* DEF CON 30 Car Hacking Village - Evadsnibor - Getting Naughty on CAN bus with CHV Badge

Hak5

* Malicious OAuth Apps Hide Themselves In Plain Sight - ThreatWire
* The RESTRICT Act: TLDR? Watch This - ThreatWire
* Should Al Training Be Paused? - ThreatWire

The PC Security Channel [TPSC]

* Network Security Tools to stop hackers
* 3CX: How this malware almost hacked every business

Eli the Computer Guy

* OpenAl Dall-E API Image Creation and Manipulation with Python - Hands on Class
* STARTUP MEETUP in ASHEVILLE NC - Fireside Chats with Founders

* CHATGPT APl and PYTHON - Hands on Class

* TKINTER INTRO - GUI APPS IN PYTHON - Hands on Class

Security Now

* OSB OMG and Other News! - Age verification, Google Authenticator E2EE, VirusTotal Al, cURL
* An End-to-End Encryption Proposal - Wipe those routers, Lockdown Mode, ChatGPT black market

Troy Hunt

* Weekly Update 346

Intel Techniques: The Privacy, Security, & OSINT Show

* 295-Breach Data Collection Revisited
* 294-Preparing for Home Disaster



https://www.youtube.com/watch?v=YQzCN9YlE74
https://www.youtube.com/watch?v=XCX6QnMCftM
https://www.youtube.com/watch?v=C8VnDSjPHr8
https://www.youtube.com/watch?v=uQQxduIIqAA
https://www.youtube.com/watch?v=Dl7l7gdr34o
https://www.youtube.com/watch?v=s-iLGZQTYaM
https://www.youtube.com/watch?v=Pv33I_GXOGA
https://www.youtube.com/watch?v=ItPVA3x77EQ
https://www.youtube.com/watch?v=i_2mG6dLuEI
https://www.youtube.com/watch?v=REb0Ya_6AWI
https://www.youtube.com/watch?v=3XKvOaVQX-8
https://www.youtube.com/watch?v=t7IK-2Cace8
https://www.youtube.com/watch?v=FFNvXYC1bMU
https://www.youtube.com/watch?v=eO8hvIOQw2o
https://www.youtube.com/watch?v=5dDBUEg660U
https://www.youtube.com/watch?v=1y3iHEcSVUY
https://www.youtube.com/watch?v=Cm0Yu8FJF_g
https://www.youtube.com/watch?v=jm3JFYqvQxw
https://www.youtube.com/watch?v=xZIsuR6VVKE
https://www.youtube.com/watch?v=Q4RzRsE6hEY
https://soundcloud.com/user-98066669/295-breach-data-collection-revisited
https://soundcloud.com/user-98066669/294-preparing-for-home-disaster

Proof of Concept (PoC) & Exploits

Packet Storm Security

* FICO Origination Manager Decision Module 4.8.1 XSS / Session Hijacking
* BlogMagz CMS 1.0 Cross Site Scripting

* Found Information System 1.0 SQL Injection

* Rollout::Ul 0.5 Cross Site Scripting

* Oracle RMAN Missing Auditing

* Online Pizza Ordering System 1.0 Shell Upload

* Codigo Markdown Editor 1.0.1 Code Execution

* Shannon Baseband Integer Overflow

* UlICMS 2023-1 Sniffing-Vicuna Shell Upload

* UIICMS 2023-1 Sniffing-Vicuna Cross Site Scripting

* File Thingie 2.5.7 Shell Upload

* Wolf CMS 0.8.3.1 Shell Upload

* Pluck CMS 4.7.18 Cross Site Scripting

* EasyPHP Webserver 14.1 Path Traversal / Remote Code Execution
* Jedox 2022.4.2 Database Credential Disclosure

* Jedox 2020.2.5 Database Credential Disclosure

* Jedox 2020.2.5 Groovy-Scripts Remote Code Execution

* Jedox 2020.2.5 Configurable Storage Path Remote Code Execution
* Jedox 2020.2.5 Cross Site Scripting

* Jedox 2022.4.2 Directory Traversal / Remote Code Execution

* Jedox 2022.4.2 RPC Interface Remote Code Execution

* Shannon Baseband fmtp SDP Attribute Memory Corruption

* Companymaps 8.0 SQL Injection

* Companymaps 8.0 Cross Site Scripting

* Shannon Baseband acfg / pcfg SDP Attribute Memory Corruption

CXSecurity

* File Thingie 2.5.7 Shell Upload

* Adobe ColdFusion Unauthenticated Remote Code Execution

* Fortigate 7.0.1 Stack Overflow

* Sielco PolyEco Digital FM Transmitter 2.0.6 Authentication Bypass Exploit
* Lilac-Reloaded For Nagios 2.0.8 Remote Code Execution

* Chitor-CMS 1.1.2 SQL Injection

* Mware Workspace ONE Remote Code Execution



https://packetstormsecurity.com/files/172192/ficoomdm481-xss.txt
https://packetstormsecurity.com/files/172189/blogmagzcms10-xss.txt
https://packetstormsecurity.com/files/172187/fis10-sql.txt
https://packetstormsecurity.com/files/172185/rolloutui05-xss.txt
https://packetstormsecurity.com/files/172183/oraclerman-missing.txt
https://packetstormsecurity.com/files/172182/opos10-shell.txt
https://packetstormsecurity.com/files/172180/codigome101-exec.txt
https://packetstormsecurity.com/files/172177/GS20230505165717.tgz
https://packetstormsecurity.com/files/172175/ulicms20231-shell.txt
https://packetstormsecurity.com/files/172174/ulicms20231-xss.txt
https://packetstormsecurity.com/files/172172/filethingie257-shell.txt
https://packetstormsecurity.com/files/172170/wolfcms0831-shell.txt
https://packetstormsecurity.com/files/172168/pluckcms4718-xss.txt
https://packetstormsecurity.com/files/172162/easyphpwd141-exectraversal.txt
https://packetstormsecurity.com/files/172157/jedox202242-disclose.txt
https://packetstormsecurity.com/files/172156/jedox202025iac-disclose.txt
https://packetstormsecurity.com/files/172155/jedox202025gs-exec.txt
https://packetstormsecurity.com/files/172154/jedox202025csp-exec.txt
https://packetstormsecurity.com/files/172153/jedox202025-xss.txt
https://packetstormsecurity.com/files/172152/jedox202242erpc-traversalexec.txt
https://packetstormsecurity.com/files/172151/jedox202242rpc-exec.txt
https://packetstormsecurity.com/files/172148/GS20230504144557.txt
https://packetstormsecurity.com/files/172146/cmaps80-sql.txt
https://packetstormsecurity.com/files/172145/cmaps890r-xss.txt
https://packetstormsecurity.com/files/172143/GS20230504143512.tgz
https://cxsecurity.com/issue/WLB-2023050020
https://cxsecurity.com/issue/WLB-2023050011
https://cxsecurity.com/issue/WLB-2023050004
https://cxsecurity.com/issue/WLB-2023050001
https://cxsecurity.com/issue/WLB-2023040075
https://cxsecurity.com/issue/WLB-2023040069
https://cxsecurity.com/issue/WLB-2023040061

Proof of Concept (PoC) & Exploits

Exploit Database

* [webapps] File Thingie 2.5.7 - Remote Code Execution (RCE)

* [webapps] Ulicms-2023.1 sniffing-vicuna - Stored Cross-Site Scripting (XSS)

* [webapps] Ulicms-2023.1 sniffing-vicuna - Remote Code Execution (RCE)

* [local] Codigo Markdown Editor v1.0.1 (Electron) - Remote Code Execution

* [webapps] Online Pizza Ordering System v1.0 - Unauthenticated File Upload

* [webapps] EasyPHP Webserver 14.1 - Multiple Vulnerabilities (RCE and Path Traversal)
* [webapps] Jedox 2022.4.2 - Disclosure of Database Credentials via Connection Checks
* [webapps] Jedox 2020.2.5 - Disclosure of Database Credentials via Improper Access Controls
* [webapps] Jedox 2020.2.5 - Remote Code Execution via Executable Groovy-Scripts

* [webapps] Jedox 2020.2.5 - Remote Code Execution via Configurable Storage Path

* [webapps] Jedox 2020.2.5 - Stored Cross-Site Scripting in Log-Module

* [webapps] Jedox 2022.4.2 - Remote Code Execution via Directory Traversal

* [webapps] Jedox 2022.4.2 - Code Execution via RPC Interfaces

* [webapps] Cmaps v8.0 - SQL injection

* [webapps] Wolf CMS 0.8.3.1 - Remote Code Execution (RCE)

* [webapps] pluck v4.7.18 - Stored Cross-Site Scripting (XSS)

* [webapps] KodExplorer v4.51.03 - Pwned-Admin File-Inclusion - Remote Code Execution (RCE)
* [webapps] GLPI1 9.5.7 - Username Enumeration

* [webapps] Companymaps v8.0 - Stored Cross Site Scripting (XSS)

* [webapps] PHPJabbers Simple CMS 5.0 - SQL Injection

* [webapps] PHPJabbers Simple CMS V5.0 - Stored Cross-Site Scripting (XSS)

* [local] FS-S3900-24T4S - Privilege Escalation

* [webapps] OpenEMR v7.0.1 - Authentication credentials brute force

* [local] Advanced Host Monitor v12.56 - Unquoted Service Path

* [webapps] PHPFusion 9.10.30 - Stored Cross-Site Scripting (XSS)

Exploit Database for offline use

Kali has the Exploit-DB preinstalled and updates the database on a monthly basis. The tool that they have
added is called "SearchSploit". This can be installed on Linux, Mac, and Windows. Using the tool is also quite
simple. Inthe command line, type:

user@yourlinux:~$ searchsploit keyword1 keyword2

There is a second tool that uses searchsploit and a few other resources writen by 1N3 called "FindSploit". It is
also a command line (CLI) tool used to search for exploits, but it also requires online access.


https://www.exploit-db.com/exploits/51436
https://www.exploit-db.com/exploits/51435
https://www.exploit-db.com/exploits/51434
https://www.exploit-db.com/exploits/51432
https://www.exploit-db.com/exploits/51431
https://www.exploit-db.com/exploits/51430
https://www.exploit-db.com/exploits/51429
https://www.exploit-db.com/exploits/51428
https://www.exploit-db.com/exploits/51427
https://www.exploit-db.com/exploits/51426
https://www.exploit-db.com/exploits/51425
https://www.exploit-db.com/exploits/51424
https://www.exploit-db.com/exploits/51423
https://www.exploit-db.com/exploits/51422
https://www.exploit-db.com/exploits/51421
https://www.exploit-db.com/exploits/51420
https://www.exploit-db.com/exploits/51419
https://www.exploit-db.com/exploits/51418
https://www.exploit-db.com/exploits/51417
https://www.exploit-db.com/exploits/51416
https://www.exploit-db.com/exploits/51415
https://www.exploit-db.com/exploits/51414
https://www.exploit-db.com/exploits/51413
https://www.exploit-db.com/exploits/51412
https://www.exploit-db.com/exploits/51411
https://www.exploit-db.com/searchsploit
https://github.com/1N3/Findsploit

Latest Hacked Websites

Published on Zone-h.org

https://ejournal.perpusnas.go.id/public/site/images/admin4/mwhehe.qif
https://ejournal.perpusnas.go.id/public/site/images/admin4/mwhehe.gif notified by Simsimi
https://jurnal.kebumenkab.go.id//public/site/images/admin/mwhehe.qif
https://jurnal.kebumenkab.go.id//public/site/images/admin/mwhehe.gif notified by Simsimi
https://simpeg.kalbarprov.go.id/fotosimpeg/195907011986111003/mwhehe.qif
https://simpeg.kalbarprov.go.id/fotosimpeg/195907011986111003/mwhehe.qgif notified by Simsimi
https://suporteti.defensoria.pr.def.br/zct.txt
https://suporteti.defensoria.pr.def.br/zct.txt notified by CyberTeam
http://pnsa.gov.ps

http://pnsa.gov.ps notified by SOK
https://ditienpkp2trans.kemendesa.go.id/el.htm
https://ditienpkp2trans.kemendesa.go.id/el.htm notified by ./An9el4-137
https://blm-banjarmasin.kemendesa.go.id/el.htm
https://blm-banjarmasin.kemendesa.go.id/el.htm notified by ./An9el4-137
https://bim-makassar.kemendesa.go.id/el.htm
https://blm-makassar.kemendesa.go.id/el.htm notified by ./An9el4-137
https://ditjienpdtu.kemendesa.go.id/el.htm
https://ditjienpdtu.kemendesa.go.id/el.htm notified by ./An9el4-137
https://blm-jayapura.kemendesa.go.id/el.htm
https://blm-jayapura.kemendesa.go.id/el.htm notified by ./An9el4-137
https://itien.kemendesa.go.id/el.htm

https://itjen.kemendesa.go.id/el.htm notified by ./An9el4-137
https://blm-ambon.kemendesa.go.id/el.htm
https://biIm-ambon.kemendesa.go.id/el.htm notified by ./An9el4-137
https://bblm-yogyakarta.kemendesa.go.id/el.htm
https://bblm-yogyakarta.kemendesa.go.id/el.htm notified by ./An9el4-137
https://bbplm-jakarta.kemendesa.go.id/el.htm
https://bbplm-jakarta.kemendesa.go.id/el.htm notified by ./An9el4-137
https://sircov.gouv.cg/el.htm

https://sircov.gouv.cg/el.htm notified by ./An9el4-137
https://workflow.mwri.gov.eg/el.htm

https://workflow.mwri.gov.eg/el.htm notified by ./An9el4-137
https://mpp.sulselprov.go.id/galau.html

https://mpp.sulselprov.go.id/galau.html notified by ./Fell Ganns



http://www.zone-h.org/mirror/id/40576283
http://www.zone-h.org/mirror/id/40576236
http://www.zone-h.org/mirror/id/40575802
http://www.zone-h.org/mirror/id/40379076
http://www.zone-h.org/mirror/id/40587904
http://www.zone-h.org/mirror/id/40584229
http://www.zone-h.org/mirror/id/40584218
http://www.zone-h.org/mirror/id/40584209
http://www.zone-h.org/mirror/id/40584208
http://www.zone-h.org/mirror/id/40584197
http://www.zone-h.org/mirror/id/40584118
http://www.zone-h.org/mirror/id/40584117
http://www.zone-h.org/mirror/id/40584116
http://www.zone-h.org/mirror/id/40584102
http://www.zone-h.org/mirror/id/40576171
http://www.zone-h.org/mirror/id/40574752
http://www.zone-h.org/mirror/id/40584380

Dark Web News

Darknet Live

Operation SpecTor: Hundreds of Vendors Arrested
Ohio Man Imprisoned for Stealing Seized Bitcoin
Australian Cannabis Vendor Busted

Washington Fraudster Sentenced to Prison

Dark Web Link


https://darknetlive.com/post/operation-spector-hundreds-of-vendors-arrested-a0f6ba0a
https://darknetlive.com/post/ohio-man-imprisoned-for-stealing-seized-bitcoin-82398d57
https://darknetlive.com/post/australian-cannabis-vendor-busted-54978f20
https://darknetlive.com/post/washington-fraudster-sentenced-to-prison-dd97a354

Trend Micro Anti-Malware Blog

Unfortunately, at the time of this report, the Trend Micro Anti-Malware Blog resource was not availible.

RisklQ

* Skimming for Sale: Commodity Skimming and Magecart Trends in Q1 2022

* RisklQ Threat Intelligence Roundup: Phishing, Botnets, and Hijacked Infrastructure

* RisklQ Threat Intelligence Roundup: Trickbot, Magecart, and More Fake Sites Targeting Ukraine

* RisklQ Threat Intelligence Roundup: Campaigns Targeting Ukraine and Global Malware Infrastructure

* RisklQ Threat Intelligence Supercharges Microsoft Threat Detection and Response

* RisklQ Intelligence Roundup: Spoofed Sites and Surprising Infrastructure Connections

* RisklQ Threat Intelligence Roundup: QBot, Magecart, Agent Tesla Headline Hijacked Infrastructure&nbsp
* RisklQ Threat Intelligence Roundup: C2 and Nation-State Threat Infrastructure

* Jupyter Notebooks Make RisklQ Data a Digital 'Mech Suit' for Threat Intelligence Analysts

* "Offshore" Shinjiru Provides Bulletproof Services to Cyberattackers

FireEye

* Metasploit Weekly Wrap-Up

* AppDomain Manager Injection: New Techniques For Red Teams

* Cloud Security Strategies for Manufacturing

* Three Takeaways from the GartnerA® Market Guide for Managed Detection and Response Services

* Metasploit Weekly Wrap-Up

* New InsightCloudSec Compliance Pack: Implementing and Enforcing ISO 27001:2022

* Using Rapid7 Insight Agent and InsightVYM Scan Assistant in Tandem

* Starting a Career in Tech? Learn How Rapid7's Emerging Talent Programmes Foster Long-Term Success
* 4 Takeaways from the 2023 GartnerA® Market Guide for CNAPP

* Metasploit Weekly Wrap-Up



https://www.riskiq.com/blog/external-threat-management/magecart-skimming-trends/
https://www.riskiq.com/blog/external-threat-management/phishing-botnets/
https://www.riskiq.com/blog/external-threat-management/trickbot-magecart-fake-sites/
https://www.riskiq.com/blog/labs/ukraine-malware-infrastructure/
https://www.riskiq.com/blog/external-threat-management/advanced-threat-detection/
https://www.riskiq.com/blog/external-threat-management/spoofed-sites/
https://www.riskiq.com/blog/external-threat-management/hijackedinfrastructure/
https://www.riskiq.com/blog/external-threat-management/threat-intelligence/
https://www.riskiq.com/blog/external-threat-management/jupyter-notebooks-threat-intelligence/
https://www.riskiq.com/blog/external-threat-management/shinjiru-bulletproof-services-threat-intelligence/
https://blog.rapid7.com/2023/05/05/metasploit-weekly-wrap-up-9/
https://blog.rapid7.com/2023/05/05/appdomain-manager-injection-new-techniques-for-red-teams/
https://blog.rapid7.com/2023/05/03/cloud-security-strategies-for-manufacturing/
https://blog.rapid7.com/2023/05/02/three-takeaways-from-the-gartner-r-market-guide-for-managed-detection-and-response-services/
https://blog.rapid7.com/2023/04/28/metasploit-weekly-wrap-up-8/
https://blog.rapid7.com/2023/04/27/new-insightcloudsec-compliance-pack-implementing-and-enforcing-iso-27001-2022/
https://blog.rapid7.com/2023/04/26/using-rapid7-insight-agent-and-insightvm-scan-assistant-in-tandem/
https://blog.rapid7.com/2023/04/25/starting-a-career-in-tech-learn-how-rapid7s-emerging-talent-programmes-foster-long-term-success/
https://blog.rapid7.com/2023/04/25/4-takeaways-cnapp-2023-gartner-market-guide-report/
https://blog.rapid7.com/2023/04/21/metasploit-weekly-wrap-up-7/

Advisories
US-Cert Alerts & bulletins

* CISA Releases One Industrial Control Systems Advisory

* CISA Releases One Industrial Control Systems Advisory

* CISA Urges Organizations to Incorporate the FCC Covered List Into Risk Management Plans
* CISA Adds Three Known Exploited Vulnerabilities to Catalog

* CISA Requests for Comment on Secure Software Self-Attestation Form

* CISA Releases One Industrial Control Systems Medical Advisory

* CISA Releases Two Industrial Control Systems Advisories

* Abuse of the Service Location Protocol May Lead to DoS Attacks

* APT28 Exploits Known Vulnerability to Carry Out Reconnaissance and Deploy Malware on Cisco Routers
* #StopRansomware: LockBit 3.0

* Vulnerability Summary for the Week of January 31, 2011

* Summary of Security Items from February 2 through February 8, 2006

Zero Day Initiative Advisories

ZDI-CAN-20818: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous’
was reported to the affected vendor on: 2023-05-08, 0 days ago. The vendor is given until 2023-09-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20840: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-05-08, 0 days ago. The vendor is given until 2023-09-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20825: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous’
was reported to the affected vendor on: 2023-05-08, 0 days ago. The vendor is given until 2023-09-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20826: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-05-08, 0 days ago. The vendor is given until 2023-09-05 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20942: JRuby

A CVSS score 8.1 (AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Pratik Shetty'
was reported to the affected vendor on: 2023-05-08, 0 days ago. The vendor is given until 2023-09-05 to



https://www.cisa.gov/news-events/alerts/2023/05/04/cisa-releases-one-industrial-control-systems-advisory
https://www.cisa.gov/news-events/alerts/2023/05/02/cisa-releases-one-industrial-control-systems-advisory
https://www.cisa.gov/news-events/alerts/2023/05/01/cisa-urges-organizations-incorporate-fcc-covered-list-risk-management-plans
https://www.cisa.gov/news-events/alerts/2023/05/01/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2023/04/28/cisa-requests-comment-secure-software-self-attestation-form
https://www.cisa.gov/news-events/alerts/2023/04/27/cisa-releases-one-industrial-control-systems-medical-advisory
https://www.cisa.gov/news-events/alerts/2023/04/25/cisa-releases-two-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/04/25/abuse-service-location-protocol-may-lead-dos-attacks
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-108
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
https://www.cisa.gov/news-events/bulletins/sb11-038
https://www.cisa.gov/news-events/bulletins/sb06-040
http://www.zerodayinitiative.com/advisories/upcoming/
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publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20525: Adtran

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'ther3dOne -
https://theredOne.com' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is given
until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21068: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21072: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by ‘Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21077: Adtran

A CVSS score 9.8 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'ther3dOne -
https://theredOne.com' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is given
until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-20695: Microsoft

A CVSS score 7.0 (AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mikhalil
Shcherbakov (@yu5k3)' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is given
until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21071: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21070: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by ‘Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21069: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-21073: Microsoft

A CVSS score 5.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:L/A:L) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is
given until 2023-09-02 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-20842: Siemens

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Anonymous'
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was reported to the affected vendor on: 2023-05-05, 3 days ago. The vendor is given until 2023-09-02 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-21078: Adobe

A CVSS score 7.8 (AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Mat Powell of
Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-04, 4 days ago. The vendor is
given until 2023-09-01 to publish a fix or workaround. Once the vendor has created and tested a patch we will
coordinate the release of a public advisory.

ZDI-CAN-20970: Adobe

A CVSS score 3.3 (AV:L/AC:L/PR:N/UL:R/S:U/C:L/I:N/A:N) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-21001: Cacti

A CVSS score 6.6 (AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by ‘Anonymous’
was reported to the affected vendor on: 2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20606: Delta Electronics

A CVSS score 6.5 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20531: Triangle MicroWorks

A CVSS score 7.8 (AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Li Jiantao, Ngo
Wei Lin, Pan Zhenpeng of STAR Labs SG Pte. Ltd.' was reported to the affected vendor on: 2023-05-03, 5
days ago. The vendor is given until 2023-08-31 to publish a fix or workaround. Once the vendor has created
and tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-20995: SolarWinds

A CVSS score 7.2 (AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Piotr Bazydlo
(@chudypb) of Trend Micro Zero Day Initiative' was reported to the affected vendor on: 2023-05-03, 5 days
ago. The vendor is given until 2023-08-31 to publish a fix or workaround. Once the vendor has created and
tested a patch we will coordinate the release of a public advisory.

ZDI-CAN-20767: Cacti

A CVSS score 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Anonymous'
was reported to the affected vendor on: 2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to
publish a fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a
public advisory.

ZDI-CAN-20913: Canonical

A CVSS score 7.8 (AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Stonejiajia’ was
reported to the affected vendor on: 2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to publish a
fix or workaround. Once the vendor has created and tested a patch we will coordinate the release of a public
advisory.

ZDI-CAN-20793: Schneider Electric

A CVSS score 7.8 (AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H) severity vulnerability discovered by 'Sina Kheirkhah
(@SinSinology) of Summoning Team (@SummoningTeam) ' was reported to the affected vendor on:
2023-05-03, 5 days ago. The vendor is given until 2023-08-31 to publish a fix or workaround. Once the vendor
has created and tested a patch we will coordinate the release of a public advisory.
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Packet Storm Security - Latest Advisories

Ubuntu Security Notice USN-6060-1

Ubuntu Security Notice 6060-1 - Multiple security issues were discovered in MySQL and this update includes
new upstream MySQL versions to fix these issues. MySQL has been updated to 8.0.33 in Ubuntu 20.04 LTS,
Ubuntu 22.04 LTS, Ubuntu 22.10, and Ubuntu 23.04. Ubuntu 18.04 LTS has been updated to MySQL 5.7.42.
In addition to security fixes, the updated packages contain bug fixes, new features, and possibly incompatible
changes.

Ubuntu Security Notice USN-6059-1

Ubuntu Security Notice 6059-1 - It was discovered that Erlang did not properly implement TLS client certificate
validation during the TLS handshake. A remote attacker could use this issue to bypass client authentication.
Ubuntu Security Notice USN-6055-2

Ubuntu Security Notice 6055-2 - USN-6055-1 fixed a vulnerability in Ruby. Unfortunately it introduced a
regression. This update reverts the patches applied to CVE-2023-28755 in order to fix the regression pending
further investigation. It was discovered that Ruby incorrectly handled certain regular expressions. An attacker
could possibly use this issue to cause a denial of service.

Debian Security Advisory 5399-1

Debian Linux Security Advisory 5399-1 - Several vulnerabilities were discovered in odoo, a suite of web based
open source business apps.

Ubuntu Security Notice USN-6058-1

Ubuntu Security Notice 6058-1 - It was discovered that the Traffic-Control Index implementation in the Linux
kernel did not properly perform filter deactivation in some situations. A local attacker could possibly use this to
gain elevated privileges.

Debian Security Advisory 5398-1

Debian Linux Security Advisory 5398-1 - Multiple security issues were discovered in Chromium, which could
result in the execution of arbitrary code, denial of service or information disclosure.

wfc-pkt-router Incorrect Bind

wfc-pkt-router suffers from a vulnerability where it can wrongly bind to an external network interface instead of
the VPN tunnel.

Ubuntu Security Notice USN-6057-1

Ubuntu Security Notice 6057-1 - It was discovered that the Traffic-Control Index implementation in the Linux
kernel contained a use-after-free vulnerability. A local attacker could use this to cause a denial of service or
possibly execute arbitrary code. It was discovered that the OverlayFS implementation in the Linux kernel did
not properly handle copy up operation in some conditions. A local attacker could possibly use this to gain
elevated privileges.

Red Hat Security Advisory 2023-2137-01

Red Hat Security Advisory 2023-2137-01 - Samba is an open-source implementation of the Server Message
Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information.

Red Hat Security Advisory 2023-2136-01

Red Hat Security Advisory 2023-2136-01 - Samba is an open-source implementation of the Server Message
Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information.

Debian Security Advisory 5396-2

Debian Linux Security Advisory 5396-2 - The webkit2gtk update released as 5396-1 introduced a compatibility
problem that caused Evolution to display e-mail incorrectly. Evolution has been updated to solve this issue.
Ubuntu Security Notice USN-6056-1

Ubuntu Security Notice 6056-1 - It was discovered that a race condition existed in the Xen transport layer
implementation for the 9P file system protocol in the Linux kernel, leading to a use-after-free vulnerability. A
local attacker could use this to cause a denial of service or expose sensitive information.
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Red Hat Security Advisory 2023-2126-01

Red Hat Security Advisory 2023-2126-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Apple Security Advisory 2023-05-03-1

Apple Security Advisory 2023-05-03-1 - AirPods Firmware Update 5E133 and Beats Firmware Update 5B66
address bluetooth authentication vulnerabilities.

Red Hat Security Advisory 2023-2124-01

Red Hat Security Advisory 2023-2124-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2121-01

Red Hat Security Advisory 2023-2121-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2122-01

Red Hat Security Advisory 2023-2122-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2120-01

Red Hat Security Advisory 2023-2120-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2125-01

Red Hat Security Advisory 2023-2125-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2123-01

Red Hat Security Advisory 2023-2123-01 - Libreswan is an implementation of IPsec and IKE for Linux. IPsec is
the Internet Protocol Security and uses strong cryptography to provide both authentication and encryption
services. These services allow you to build secure tunnels through untrusted networks such as virtual private
network.

Red Hat Security Advisory 2023-2127-01

Red Hat Security Advisory 2023-2127-01 - Samba is an open-source implementation of the Server Message
Block protocol and the related Common Internet File System protocol, which allow PC-compatible machines to
share files, printers, and various information.

Ubuntu Security Notice USN-6055-1

Ubuntu Security Notice 6055-1 - It was discovered that Ruby incorrectly handled certain regular expressions.
An attacker could possibly use this issue to cause a denial of service. It was discovered that Ruby incorrectly
handled certain regular expressions. An attacker could possibly use this issue to cause a denial of service. This
issue is being addressed only for Ubuntu 18.04 LTS and Ubuntu 20.04 LTS.

Red Hat Security Advisory 2023-2107-01

Red Hat Security Advisory 2023-2107-01 - The Migration Toolkit for Containers (MTC) 1.7.9 is now available.
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Red Hat Product Security has rated this update as having a security impact of Moderate. Issues addressed
include a denial of service vulnerability.

Red Hat Security Advisory 2023-2104-01

Red Hat Security Advisory 2023-2104-01 - Red Hat Advanced Cluster Management for Kubernetes 2.5.8
images Red Hat Advanced Cluster Management for Kubernetes provides the capabilities to address common
challenges that administrators and site reliability engineers face as they work across a range of public and
private cloud environments. Clusters and applications are all visible and managed from a single
console&mdash;with security policy built in. This advisory contains the container images for Red Hat Advanced
Cluster Management for Kubernetes, which fix several bugs. Issues addressed include a denial of service
vulnerability.
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The Cyber Secrets publications on Amazon

The Cyber Weekl Awareness Report (WAR) is an Open Source Intelligence (AKA OSINT) resource centering
around an array of subjects ranging from Exploits, Advanced Persistent Threat, National Infrastructure, Dark
Web, Digital Forensics & Incident Response (DIFR), and the gambit of digital dangers.

Items that focus on cyber defense and DFIR usually spotlight capabilities in the CSI Linux environment. If
interested in helping evolve, please let us know. The Cyber Secrets publications rotates between odd quarters

issues focusing on Blue Team and the even issues on Red Team.

A network
defender's guide to
threat detection

Using Zeek, Elasticsearch,
Logstash, Kibana, Tor, and more.

Richard K. Medlin

THE 8 LAYERS
{0 R 11 (el OF THE OSI CAKE

DIVEINTO AROUND YOUR BACKYARD 5 AFORENSIC TASTE
THE.5TH DOMAIN WHILE DRINKING OUR JUICE IN THE HOOD 5 OF EACH LAYER

THREAT INTELLIGENCE

gm SOCraNGE S

LINUX

i

U ZYBER RANGE -
TWC £ ABS 4, TWC £ ABS AERGINES

WITH KAL

PRIVILEGE
CRYFTOGRAPHY
ESCALATION BASICS

ASTAIRWAY T4 HEAVEN

PRACTICAL LFERGE

INCIDENT RESPONSE DO NOT CROSS  INCIDENT RESPONSE

INCIDENT RESPONSE

EVIDENCE PRESERVATION AND COLLECTION

A



https://amzn.to/35ixDWv
https://amzn.to/3mWXcUf
https://amzn.to/307EKhP
https://amzn.to/3kKZHqF
https://amzn.to/3j2nyBx
https://amzn.to/3mWWJkX
https://amzn.to/3lkHtwb
https://amzn.to/365GRq6
https://amzn.to/3j1Qk5o
https://amzn.to/36drn3k
https://amzn.to/304jae1

CYBER
WEEKLY

AWARENESS

REPORT

VISIT US AT INFORMATIONWARFARECENTER.COM

THE IWC ACADEMY
ACADEMY.INFORMATIONWARFARECENTER.COM

FACEBOOK GROUP
FACEBOOK.COM/GROUPS/CYBERSECRETS

CSI LINUX
CSILINUX.COM

CYBERSECURITY TV
CYBERSEC.TV

INFoRMATION
WARFARE CENTER

BThreat

EC-Council

netSecurity”



https://www.informationwarfarecenter.com
https://www.cyberqgroup.com

